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This pamphlet provides a basic study and reference document on electronic combat (EC). The concept of
EC was developed in response to technological and organizational changes occurring in the Air Force and
incorporates the functions of electronic warfare (EW), command, control, and communications countermeasures
(C3CM), and suppression of enemy air defense (SEAD). The subject is introduced to the reader through
a brief history followed by a broad coverage of electromagnetlc radlatlon and its applications. Next the
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ELECTRONIC COMBAT (EC)

“If there is a World War III, the winners will be

'hn cu‘n that can h!ﬁ' nantral and manaas tha
SAAGRE D WWIAMI VI @il lll“ll“sv ilw

glgc[omaqngtnc enectrum
Thomas H. Moorer
Admiral, US Navy
Chairman, Joint Chiefs

of Staff (1970-1974)

EC DEFINED

From World War II (WW II) through the mid-
1970’s, the term “electronic warfare” (EW) was
used to describe military electromagnetic (EM
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;yst:ms designed to offset Unite
allied military strengths causcd serious
reassessment of long-held concepts for dealing
with the electronic battlefield. In this regard,
SEAD and C3CM received strong attention by
miiitary pianners. Thus ii became appareni ihai

a broad conceptual framework, adequate to the

mllltarv rhallpnope cnnfrnnhno us for the

remamder of the ccntury, should bc established
to encompass the EM actions required to support
modern military operations. This framework is
termed “electronic combat” (EC).

EC is action taken in support of miiitary
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as C3CM and SEAD.

C3CM includes both defensive and offensive
aspects. It is the integrated use of operational
security (OPSEC), military deception, jamming,
and physical destruction, supported by intelligence
to deny mformatxon to, influence, degrade, or
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s (C3) capabilities for control of
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the combat forces and to protect friendly C?
against such actions.

EW is military action involving the use of EM
energy to determine, exploit, reduce, or prevent
hostiic use of the EM spcctrum EW can be further
refined to include the three ]‘n‘iﬁ‘n‘il‘j functional
divisions of electronic support measures (ESM),
electronic countermeasures (ECM), and electronic
counter-countermeasures (ECCM) which will be

defined later.

cied io increase the overaii
offartivanace af friandlu air Amaratinne QLA ia
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that activity which neutralizes, destroys, or
temporarily degrades enemy air defense systems

in a s_DOCIﬁc area to enable air operations to be
successfully conducted. While ESM, ECM, and
ECCM provide the clectronic means to counter
enemy systems, SEAD is a concept which
incorporates both destructive and disruptive
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The EC definition does not limit thc dimension
of military action to electronic options. EC, as
stated in AFM 1-9, is task oriented. Therefore,
the nature of the task may require the commander
to take offensive, defensive, active, or even passive
measures to destroy or disrupt a targeted node
or link. Commanders select the option or options
which are besi suiied to disrupi the enemy’s use

Af DA cmanterion and whish il o4ill anciira thate
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own operations

Defensive EC requires the use of jam resistant
communications networks and ECCM systems to
maintain positive control of all echelons of the
combat forces. From a defensive viewpoint, a
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commander may employ hardening, dispersal,
mobility, or concealment techniques in addition
to any active defensive measures to preveni

Ancboantine Ta inimmiza tha maccihility
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of deception, intelligence inputs from various

sources must be integrated, constantly updated,
and subjected to expert analysis. Offensive EC
includes the physical destruction of terminal threat
radars and the neutralization of enemy
communication networks and inteiiigence
gathermg systems.

Antiva mancnrac arse a
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deliberate radiation or reradiation of EM energy,
or require the expenditure of weapon stores. All
other EM activity is considered passive.

Finally, destructive and disruptive measures
describe the dimensions of operations in the EM
spectrum. A destructive measure seeks t‘ne
iermination of the target system, its upmauus
personnel, or both. A disruptive measure is
anything that does not directly seek destruction,

and its effects are reversible.

EVOLUTION OF ELECTRONIC
WARFARE (EW)

El., lb a muuuau:u:u LUIILCPL, ucalgucu 10 audw
battlefield commanders total control of the EM
spectrum. Although the concept of EC appears
novel, its existence and employment have
significantly altered the outcome of past and
recent military conflicts, and the evolution of EC
can be examined by tracmg the chronology of EW.
rrommem in this evoluiion is ithe increasing

....... nAd anmeaniatinn far cantral af the
cxupuaala Ull, a 1IU appivvialivil 1Ul, VUil v v v
EM spectrum and its influence on the outcome

of any military conflict.

Introduction

Since the beginning of WW 11, military aircraft
survival has been threatened by the development
and improvement of radar and other EM sensors.
When conjoined with the concurrent development
of elecironically guided air defense weapons, ihe
threat has become increasingly dense and
comnlex. From mlhmrv nece«rtv the services

have responded to that threat. The history of
aircraft countermeasures is largely a story of
repeated reactions (most of them conducted on
a short-term, crash basis) in order to protect
friendly aircraft. While the development and

prouuulun Ul VlleC d.ll'DUlllU counicrimecasurcs
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systems have essentially followed the ebb and flow
of immcdiate military needs, they have lagged the

_________ Afamon mransean Ahoalao
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1gaged in a concerted effort to correct the

deﬁcnencxes caused by this lag and to fully exploit
the potential of EW for improved aircraft
survivability. The lessons learned in the Vietnam
War and Israeli-Arab conflicts have given ECM
the proper credentiais to make it a major factor
in both tactical and strategic planning by all

militaru carvicec
11101 y SVi Vaveo.
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No one is quite sure when EW first began. We
do know that as far back as 31 May 1916, the
Admiral of the Fleet, Sir Henry Jackson,
empioyed EW as a preliminary io the baitie of
Jutland. Sir Henry used evidence of coastal radio
direction finders under admiralty supervision to
detect movement of the German fleet. The changes
in the apparent directions of arrival of radio
signals from the enemy fleet were very slight, but
Sir Henry dared to move the opposing British fleet
on the basis of this information.

BATTLE OF THE BEAMS

The first recorded use of ECM was in the early
bldgCS Ol W W ll WﬂCﬂ Lommﬁﬂicailoﬁs d"(l l'd(.ldr
became necessary parts of the weapons arsenal.
In 1940, Churchill referred to the first employment
of EW, at that time called radio countermeasures
(RCM) as the ‘“Battle of the Beams.” To
accomplish their bombing of Britain, the Germans
established an extensrve series of radio stauons

nimernla Awae T amdacn Tha aiamala wteraea avésamanle
Signais OVCr LONasH. 1nc Sighais wWeIt SXiremeiy
directional and an aircraft eaninned with a loon
directional and an aircralt equipped with a 100p

antenna could intercept any of these beams and
follow it directly over London. This system was
known as “Lorenz.”

After considerable study, the British countered
Lorenz with a system known as “meaconing”
which was designed to actually bend the

naviaatinnal ‘snom A maoaarnn (ma
HAVIEGUIVIIGL UVGLILS, {3 IVALVULL (i,

consisted of a receiver and transmitter separate
by 5 to 10 miles. The receivers intercepted the
navigational beams and relayed them to the
transmitters for retransmission. Hence, German
bombers attempting to obtain bearings received

signais from the Lorenz transmitters and the
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meacons. This countermeasure was so effective
that on several occasions, German crews were so
completely confused and disoriented that they
aciuaily ianded at British airbases.

Wh + k. T pl
When it became obvious to the Germans that

Lorenz was effectively being countered, they
switched to a new system. Two intercom-
municating transmitters were established on the
French coast; one transmitted dots and the other
transmitted dashes. Since the two beams were
transmitted parallel to one another, an aircraft

flying a course direcily beiween the beams received
a solid tone and any deviation from the prescribed

v
course resulted in the

o

rse reception of either dots or
dashes. The width of the solid tone was such that
it enabled the German bombers to determine their
position over the target within approximately 800
yards. This “Knickebein” (curtsey) system was

called “Headache” by the Brmsh The Bntlsh had

llkely abando Headache so they used deception
to neutralize the system without the Germans’
knowledge. Using transmitters to strengthen one
side of the beam, it was literally bent and
unusabie. Not so surprising, this countermeasure
was called “Aspirin ” The British had excellent

intellicence concernine the Headache system and

AL ELIILT LONLLIIIUE b 22V aSS S22 |Ii¢

were able to put Aspirin into operation the very
first time the Germans used Headache. For the
next 2 months, the British had the Germans so
confused that very few bombs were dropped on
the assngned targets Special lectures and warmngs

dL . M Al T o

1
+h that 1 1
them that the beams were infalli

who cast doubt on them would be elxmmated The
German aircrews suspected that the beams were
being distorted, but did not voice their suspicions.

In the fall of 1940, the Germans initiated the
use of “Ruffian,” a propaganda transmitter which

i
ust before a raid, the
transmxtter swnched to a directional antenna and
beamed its transmission over the selected target
area. In addition, the Germans used another
narrow beam which crossed the propaganda beam
to mark the bomb reiease point. The discovery
of this bombing system can be credited to the

npnnlp of London. Thev noticed that while

Py UGV, 20y APRILSE s Waaas

hstemnz to the propaganda broadcast, if their
radios became increasingly louder, a raid would
invariably follow. Conversely, the radios of those
listening outside London would become weaker

7

just before a raid. Consistent reports from people
in and around London soon revealed Ruffian’s
primary function. The countermeasure to Ruffian

was known as “Bromide,” and consisted of

catennomitting t
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opaganda signal on the same

frequency with a more powerful nondirectional
antenna, making the navigational aid useless. The
British also used directional antennas to
rebroadcast the beam in such a manner that the
bomb loads were dropped in the channel. The
British press credited the erratic German

bombdrops to evasive action against British
Spitfire keep the Germans in ignorance of the
d

used by Churchtll), the Germans became quite
distressed over the effectiveness of the British
countermeasures programs. They equipped one
squadron, “Kampf Gruppe 100,” with all available
navigational aids. The various aids were used

n raft reached the

o
w
.
w
=8
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system was first used on November 14, 1940 to
bomb Coventry. Initial British countermeasures
consisted of decoy fires called “Starfish.” After the
KG-100 squadron had dropped its incendiaries,
large numbers of Starfish were ignited in open
spaces about the target area and caused wide
dispersal of the bomb loads.

One of the last schemes devised by the Germans
was called “Benito.” At this time, frequency
modulation (FM) was not commonly used, and
the Germans assumed that the British would

probably not be monitoring FM. (Sadly enough—
they were right.) Portable FM stations were

located along the bombing route in France and
England, and strategically located agents actually
talked the pilots in over London. To the dismay
of the Germans, the British were not to be
outdone They eventually 1ntercepted the

(4]
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pi h
frequency Thls countermeasure known as
“Domino,” was so effective that some of the
German pilots became so disoriented they were
forced to land in England. Benito was used until
June 1941. The success of Domino as a
countermeasure is evident from the bitter remarks
heard naccino hetween the German bombers and

heard passing between the German bomber
their controlling ground stations. The bombing of
Dublin on the night of May 30-31, 1941 may have
been an unforeseen and unintended result of
Domino.



COMMUNICATIONS JAMMING

The first case of British jamming of radio
channels occurred in the Libyan campaign during
November, 1941. The British had not used
communications jamming before this time because
of its fear of retaliation by the Germans; however,
a decision was made to jam the German tank
communications operating in the 27 MHz to 33.5
MHz range. The jamming equipment, crude by
today's standards, did the job effectively.
However, there was one fault in the British tactics:
the British neglected to provide fighter protection
for the airborne jammers and the jamming was
soon brought to an abrupt halt. The British also
developed communications jammers to disrupt the
German night-fighters’ ground controlled
intercept (GCI) units.

RADAR COUNTERMEASURES

When bombing raids over Germany were
started, the extent of the German radar
development was immediately realized. Not only
were enemy interceptor aircraft equipped with
airborne radar capable of locating our bombers
through the heaviest overcast, or at night at
distances up to 10 miles, but our aircraft were also
being damaged by antiaircraft fire directed by a
very effective gun-laying radar known as the
“Small Wurzburg.” A similar radar, the “Giant
Wurzburg,” was used by the Germans for fighter
control, while a 125-MHz set, the “Freya,” was
used for early warning. In the initial days of our
bombing efforts against Germany, losses were
extremely high due to the enemy’s electronic
weapons. The Giant Wurzburg was one of the first
modern radars, since it combined a fire-control
cabability with its search function. Its antenna was
a 25-foot diameter parabolic reflector which
operated at a frequency of 570 MHz. Several
approaches were used to counter these and later
German radars.

“Window” (or chaff) was introduced in a raid
on Hamburg on the night of July 24-25, 1943,
Seven hundred and ninety-one bombers dropped
(in addition to bomb loads) one bundle of 2,000
aluminum foil strips every minute—totalling over
2%, million strips weighing 20 tons. To the enemy
radar defenses, this represented approximately
12,000 aircraft over Hamburg and had devastating
effect on the enemy. The chaff drop reduced losses
from 5.4 percent to 1.5 percent and was
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spectacular justification for the British Air Force
(RAF) RCM. After 2 months of use by the British,
the RAF estimated that chaff had been responsible
for saving at least 200 planes and between 1,200
and 1,500 men.

The first known German use of chaff was at
Bizerte on September 6, 1943. Less than 50
airplanes were involved; however, the US and
British warning radars reported an excess of 200
aircraft. The result was a dilution of allied fighter
effort.

“Window” was also employed duringthe D-day
landings. On D-day minus 2, the coast of Northern
France presented a solid radar front—an active
threat to invasion operations. Between Ostend and
Cherbourg, there was a major German radar
station every 10 miles. Actual count from Brest
to Calais showed 6 Chimneys and 6 Hoardings
for long-range early warning, 38 Freyas for
medium range EW and night fighter control, 42
Giant Wurzburgs for night fighter control and
coast gun control for use against low flying
aircraft, 17 Coastwatchers, and Small Wurzburgs,
one per flak battery.

The first task on D-day was to confuse what
remained of the German early warning radar
(EWR) system which still posed a formidable
threat to operations of allied troop carrier and tug
aircraft.

On the night preceding D-day, the confusion
was accomplished by Mandrel (anti-Freya)
jammers carried in eight Sterling aircraft along the
south coast, and in four B-17s spaced to give cover
as far as the island of Guernsey. Flying at 18,000
feet for 5 hours, these squadrons screened the
approach of airborne forces to the French coast.

Meanwhile, British Bomber Command aircraft
carried jammers and dropped Window and
dummy parachutists inland from the Dover-Calais
area. Reacting to these countermeasures, German
fighter strength spent most of the night circling
over the Calais area. As a result, there were no
fighter attacks on the 884 transports and 105
gliders of the 9th Troop Carrier Command which
landed or dropped some 15,000 troops.

US COUNTERMEASURES PROGRAMS

Work in the field of radar countermeasures in
the US was started in 1942 when a small group
was organized at M.L.T. under the direction of
Dr. F.E. Terman. Their purpose was to develop
antijamming devices for incorporation in our own
radars.
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The problem involved the development of a
means to reduce the enectrveness of the enemy’s
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It appeared prudent to take steps to make thls
weapon as useless to the enemy as possible in case
the enemy should attempt to use it against us, but
on the other hand, it seemed essential to do
something about the vuinerability of our own
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radars in case the cnmy sSnouig aucmpi 1o jam

s.
It soon became clear that the radar
countermeasures program was much too extensive
to be carried on as a part of radar development
activities. Soon after the establishment of the
radar countermeasures group, steps were taken to
move it to Harvard where it was established as

[+
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direction of Dr. Terman, the RRL operated
exclusively for Division 15 of the National

Defense Research Committee (NDRC). During
the 3%4 years of its existence, the RRL grew to
a peak strength (August 1944) of 810 people.

The first Air Force EW school began operations
at Boca Raton AFB, Fiorida, in January 1943.

The course was titled Radio Officer “C.”
Two graduates of the first class. Lieutenants Ed
T graduates of the first class, Lieutenants Ed
Tietz and Brll Pra un, performed the first ECM

(one of the Aleutian rslands). Selected members
of the first class were sent to Eglin AFB, where
they activated Field 9 (now Hurlbert) and formed

sponsorship.
The first B-17s equipped with ECM were
modlﬁed at Oklahoma City and were then run
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of the enemy electronic acthtres. Thus, more
reconnaissance type B-24s were equipped,
manned, and placed in the field. More and more

ey

EW observers were trained in both reconnarssance
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a given area over which they operated. Radar
coverage charts of many areas were drawn,

b mcsilme tha sadeial <iol Thltlas: ~8 slis amoomass
SNOWI Ilg wtn€e aciuail Vlbll}lllly 1 Lie cucmy
networks. These charts and other information

were used to plan active countermeasure tactics
for use during bombardment missions.
Bombardment aircraft were being equipped with
jamming transmitters (Carpet) and chaff
(Window) as rapidly as production would permit.

in addition Guardian Angel (jammer support)

1 nta
1 {1+
e major defenses. ‘n. order to provide tbese

were equrpped wnth a platform contarnmg extra
inverters and jamming equipment so that a
minimum of 16 jamming transmitters could be
operated simultaneously from a single aircraft.
The tecnmque for merr use was to have a number

untrl the last bombmg axrcraft departed

The effect of these tactics was impressive. On
heavily defended targets where flak damage to
aircraft had previously exceeded 60 percent,
damage was reduced to less tnan i0 percent

one and, in some cases, up ‘to four jamming
transmitters. Soon after the equipment came into
full use against the enemy, losses in the 8th Air
Force began to drop. While initially it had been
expected that an apprecrable number of our
bombers would fail to ret

rélurn irom lalub vl
Germany, the percentage of actual losses was
reduced to a very low figure. Representatives of

the RRL, stationed at Division 15 of the
American-British Laboratory (ABL-15) at
Malvern, England, and at other strategic points
in the operational theaters, made operational

equipment in bombing raids, the Luftwaffe had
practically stopped operating, and the weather had
also changed during the period when the statistics
were accumulated. It was known that losses had
decreased, but it could not be proved that the

countermeasures program had achieved this resuit

l{ wads il uii }l a.{ﬂ V’E Day !ha! '...C !!"Ju.
a m thg Ggrma 1S thgmselves Within
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the entire staff of the ABL-15 in England were
sent to various points within Germany. The
records of the Reichforschungsrat (The German

(< i
the American-British program was a spectacular
success. German scientists confessed that they
were baffled by our countermeasures activity.

Representatives had talked to radar officers in the

conﬁrmed th w th at the ECM program had
been a success. The entire Nazi radar network,
according to the people operating it, had been
reduced to about one-fifth of its normal
effectiveness. Fairly early in the war, the Germans
nad learned to depend aimost entirely on radar
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all types of weather. When the 8th Air Force
began using window and electronic jamming, the
German antiaircraft crews were blinded. Try as
they might, they had been unable to determine
h catron of our ﬂnghts through the dazzlmg

| VR Y o

(=4
-—.

countermeasures had been successfu So poor was
the record of planes shot down under these
conditions, that new orders were issued stating not
to fire unless good visual aim could be obtained—
orders equivalent to abandoning antiaircraft radar

entirely.
In the German laboratories, scientists had been
at work auempting to lessen the vulnerability of
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their radar equipment ever since the Britis
dropped the first window in the raid over
Hamburg in 1943. After the German bombing
raids on England in 1940, Hitler had thought the
war was won and ordered the demobilization of

a greai pari of the German scieniific effort and
ordered the induction of scientists into the army
With the Hamburg raids and the capture of one

of our advanced airborne radar sets, the Germans
had seen the error of this decision and immediately
reconstituted the scientific organization. By the
end of the war, the laboratories were operating
at full ca pacrty with about haif the German
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scientific effort in the field of electronics directed
against our countermeasures activity. So large a
force had been engaged in this work that efforts

along other lines of scientific war developments
were neglected. It was the further opinion of
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mvestlgators that the countermeasures program
he German antlalrcran fire and the
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of bomber aircraft appeared to be firmiy
cstablished throughout the US Army and Air
Force. In E the maj f B-17 and B-

24 aircraft were fitted with “Carpet” jammers an
chaff, and some carried ECM operators. In the
Pacific, the B-24 and B-29 ECM support aircraft
had been successfully employed against Japanese
radar. Nevertheless, the period 1946-1949 is
xrequently referred to as the “ECM Hohday" since

all of these capabilities were discarded during the

MH 3 T + 14
postwar demobilization. The equipment was sold
as surplus to military needs, the specialized

aircraft were sent to salvage depots, and the entire
organization of ECM logistics, maintenance, and
operations personnel was abolished. ECM
contracts with industry were terminated, the
laboratones were substantlally reduced, and

a smzle alrcraft canable of conductm an
operational jamming mission nor the capablllty of
defending itself with ECM. The US Navy was in
a similar condition

was largely justified on the basis that it had been
built tc jam German and Japanese radars. The
war was over and this hardware, with the B-17

and B-24 aircraft, had no logical place in the
postwar Air Force. The Department of Defense
(DOD) was required to modernize its forces to
accommodate jet aircraft, nuclear weapons, radar,
and other technoiogicai advancements while faced
with severe fun mg constraints in ouoget

readjustment. The net result was that the services
were required to completely rebuild their ECM
capabilities in later years.

Reactivation of an ECM pr ogram was not long

in coming, due principally to the hostiie attitude
of the Soviet Union and the developing position
of the US and its European allies in opposition

to the USSR. The initial steps were taken in 1947
when B-17s and C-47s were modified with
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receiving and direction-finding (DF) equipment to
accomplish electronic reconnaissance (ferret)
operations along the periphery of the Soviet
territory. Simultaneously, the Navy and the Air
Force began development of better receivers, DF,
and analysis equipment for air and shipborne
reconnaissance operations. The ferret activity and
other intelligence information disclosed a
significant buildup in Soviet radar air defenses and
highlighted the need for an improved collection
capability and the probable need for ECM. In

1948, the nuclear deterrent mission of the Stragetic
Air Command (SAC) was initiated, and the
buildup of an electronic reconnaissance squadron
at McGuire AFB was started. The squadron was

Tty
initially equipped in 1948 with a six-position

“ferret” modified B-29 aircraft.

To accomplish the nuclear deterrent role, SAC
was initially equipped with B-29 and B-50 aircraft,
with the B-36 coming into the inventory in 1948
and the initial B-47 wing being formed in 1950.
The first attempts at equipage consisted of the
installation of WW II EW hardware in some B-
29s and B-50s. Aircraft fitted in this manner were

ad ¢ D1 yore ada
UsSeG In AOIrta. rians were madce fvn" the fop'd

equipage of all SAC combat aircraft and for the
production of additional jamming and chaff
equipment, using the latest designs available to the
laboratories at Wright-Patterson AFB. Contracts
were initiated for jamming and chaff equipment
beginning in 1949, and the first ECM hardware
postwar vintage was delivered in 1950.

The Korean conflict did result in an additional
increase in emphasis on ECM for the bomber
forces and helped to accelerate the equipage of
the strategic forces. The fighter axrcraft cmployed
in Korea did not encounter a significant radar
threat, and as a result, were not equipped with
ECM during the war.

The Soviet threat in 1950 consisted principaily
of very high frequency (VHF) radars of Russian
origin, along with E-band GCI, height finding
(HF), and antiaircraft artillery (AAA) fire control
radar copied from US equipment, with a few E-
and I-band airborne interceptor radars of limited
performance. The initial SAC ECM equipage
consisted of WW II types against the VHF radars
and new equipments, such as the AN/APT-16, to
counter the E-band threats.

SAC was also required to build up its EW
personnel from a cadre of fewer than 20 officers
available in 1948. A school was started in 1949
at McGuire AFB, and the B-29 ferret aircraft of
the newly formed electronic reconnaissance
squadron were used as flying classrooms. This

11

school provided the initial personnel for the SAC
bombardment wings. When it moved to Barksdale
AFB in late 1949, its 12 aircraft of 6 ECM
positions each were fully equipped. Shortly
thereafter, the Air Training Command (ATC) at

Keesler AFB took over the responsibilities of

ECM training. In 2 years, SAC had relieved the

ECM personnel shortage sufficxently to begin an
active buildup of ECM capability within the
bomber forces.

In 1950, development began on the
countermeasures support forces within SAC. The
20th Bombardment Squadron, 2d Bomb Wing, at
Hunter AFB, was designed as a test organization
for the development of ECM tactics and for the

operational testing of equipment. It was equipped

with B-29 aircraft which were fitted with bomb-
bay pallets for carrying a variety of jammers and
chaff dispensing hardware. Operating jointly with
the Air Proving Ground Command at Eglin AFB,
the laboratories at Wright-Patterson AFB, and the
Air Defense Command (ADC), the 2d Bomb
Wing conducted extensive tests of a variety of
hardware and tactics and had a major impact on

SACs ECM program through the development of

operational concepts and the resulting
establishment of requirements.

The B-29 ECM aircraft became the first ECM
support aircraft of the SAC forces. In tests against
ADC’s AN/CPS-6B EW/GCI radars, it was
found that swept jammers were highly effective
in the ECM support role. Since the AN/CPS-6B
radar was nearly equivalent to the Soviet TOKEN
EW/GClI radar, the ECM support aircraft concept
became ﬁrmlv established within SAC.

Countermeasures for USAF Strategic Forces,
1950-1965

The early 1950’s saw the introduction of the jet
bomber into the SAC inventory, and development
was started on a series of jamming systems for
the B-47 and B-52. SAC planned to use automatic
spot jammers in the B-47 against AAA and air
interceptors (Al) fire control radars, and the AN/
ALQ-3 and AN/ALQ-7 were developed by the Air
Reseach and Development Command for that
purpose. The Navy developed a similar piece of
equipment in the AN/ALT-2. These jamming
systems were never procured in quantity since it
was decided to equip the B-47 with multiple
barrage and swept jammers similar to those
developed for the ECM support aircraft. This
decision was made because the fighter threat in
high altitude operations was considered more
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serious than that from AAA, and as much
jamming as possxble was desrred agamst tne bovnet
w7
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ntained mult ple unattended jammers while
others were conﬁgured with a manned ECM
capsule equipped with three operator positions for
jamming control. The “standard” B-47 bomber
was equipped with six sweep/barrage jammers

under control of the COpllOt When the B-52 began

Gt am ey lem sl QAN Ot Nt _ 3

_
*O
<
o
~
-]
-]
O
©
=%
]
=~

years, improvements were made to the js jammers
and associated equipment, but the basic concept
of employing manully controlled swept jammers
against the Soviet defenses, concentrating

/ULI radar systems in a

Llbl _fala.ede amecbecalm o 2l A cacmall
nign aitituae peneiration, remainéd constant uniil
the end of the 1950%

By 1958, development of improved ECM

systems and components had been underway for
several years. The improvements were based
principally on the traveling wave tube (TWT) and
voltage-tuned oscillators such as the backward

........ matdlh & TIMIT coctocen 8 abio a1
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realkino” nr decentinn rensater tune and tha 11Q
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Navy had similar equipment in development and
under small quantity procurement. The AN/ALQ-

27 system based on the TWT was in development
for the B-52 as part of an Air Force attempt to
make a “giant leap” forward and equip the firstline
SAC aircrait with a state-of-the-art jamming

Alen in 1088 the DOD and the Waeannn
IR TAY AAA a Iw\l’ SAilwv A NS AF Sl SAiWw AAd V“yvll
Systems Evaluation Group undertook a large-

effectiveness of the NORAD radar defenses in an
ECM environment. SAC was chosen to represent
the offensive bomber force. This program, known

as WEXVAL 1, was seized upon as a major
Amsmmetrirsitsr ¢ awemlait o DA owd EONOAS
uppun tuii ly w CAPlUll ICW LUIvVE allU DU\ vl
technology. ECCM “fixes™ were procured and
installed i in the air defense radars in the test are

“carcinotron™ barrage Jammers were built to
replace the magnetron sweep jammers in the SAC
aircraft. When the tests were conducted, it was

demonsirated that t M fixes suosmnuauy
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arcinotron or TWT
vanetv were reouired to maintain the effectiveness
of the SAC ECM. As a result, additional impetus
was given to modernizing the AN/ALQ-27 and
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to more effective jamming techniques and tactics.
The most sngmncant development anectmg

........ N

occurred in the summer of 1959, when intelligence
disclosed that the USSR was rapidly deploying

the SA-2 surface-to-air missile (SAM) system
throughtout its defenses. Current noise and
deception jammers were not expected to be very
effective against the SAMs, so it became necessary
to consider low level penetration and ﬁying under
radar coverage as the prime penetrauon tactic.

.
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the command The tanker for
expanded to provide the range increase requu‘ed,
the nuclear weapons had to be equipped with
retardation devices for low level delivery, and
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modified. The Q‘\iaxi decoy was converted for iow
level target penetration, jamming equipments and
tactics underwent a substantial change, and the

concept of high altitude ECM support aircraft, as
represented by the EB-47 forces ‘was opened to
serious question.

The low level penetration decision in 1959 had
an adverse enect upon the development to ECM
n J r was no disputing the
as of auactinnahla

Vi YuvouivViiauiv

meffective at low altitudes Although SAC
remained a strong advocate of EW, some of the
impetus had disappeared. Within a short time, the
decision to penetrate at low altitude contributed

to the canceliation of tne very expensnve and large
AN/ALG-27 advance
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uration, the phaseout

pport aircraft, and the 'SAC ECM test
organization, as well as substantial cutbacks in
most ECM developments tailored to high altitude

operations. It is interesting to speculate on what

if the US strategic offensive forces had maintained
the emphasis of the mid-1950’s on high altitude
penetration and the ECM required for its

accomphshment.
One significant development during this period
provided some impetus to the countermeasures

program of the services ln 1962, the USSR

issiies (MRBM)
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at 13 sites in Cuba, precipitating the “Cuban
- . .

Missile Crisis” and a major conf.omatien with f.he

the Cubans with a substantial air defense
capability, including the SA-2, along with Russian
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crews. While the crisis was at its peak, both SAC
and the US Navy had plans for immediate attack

on the MRBM sites. Electronic reconnaissance
disclosed that the Cuban SA-2s were equipped
with tha DAN CQNANCC E QAM cadar rathar than
WILIL LIV 1 MUY OVUILIYU L UNivl 1aual 1atuivi wuiail
the elder FAN quJ B deployed to other Soviet

carrier aircraft were equipped with ECM to
counter the FAN SONG E. Within a week, the
Air Force approved a program to equip the B-
52 with the appropriate ECM, and the Navy began
the development of several countermeasures

T A ZTE TV/NRS

1mprovemems including the EA-6B ECM support

Countermeasures for US Air Force Tactical
Forces, 1950-1965

Durmg the l950s ile aircraft ECM for the

. t had not f
significiant radar threat either in WW II or in
Korea and although both intelligence and
technology made rather accurate predictions of
the future threat to fighter aircraft and the means
by which the threat could be countered, ECM

in the tacucal IOI'OCS

47 ECM support program was underway, a snmllar
capability was procured for the tactical forces in
Europe, and B-66 aircraft were modified to
accomplish both electronic reconnaissance and
Jammmg support. The EW capa‘niiities in the

antianl Favans weraca aneafZmad

tucll\;dl 101Ces wWere coniinea ai
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peacetlme mission was ferret operatxons, were
assigned to a tactical reconnaissance wing
stationed with US Air Forces in Europe (USAFE).
Most EW personnel in the tactical forces were
assngnea to this orgamzanon to provide aircrew
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A cmall menaram wan initintad ¢a mneawda DOM
A Sifiau Pprograin was initiatea to proviae cim
for fiochter bombers in the late 1950% ith a
r lighter bombers 1n the late 1900, with a

similar requirement for ECM for fighters
generated by ADC for its T-33 training aircraft.
These requirements resulted in the QRC-160 ECM
pod program which produced prototype pods in
“E,” “F,” and “I” frequency bands beginning in

1960. Initial production contracts were not
awardad until 1067 Hawavar tha nade wara nat
AWAaIULVU Ulllll 17V4. LAIVWLVYLL, LIV PWB weiliv 11Ut
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installed and used on most tactical aircraft until
the requirements of Vietnam showed _an
immediate need for

-
[

0RC-I60 nods emnloved ram airdrive turbines t
drive generators, thus no aircraft onboard power
was required. These pods also could be carried
by the RF-101 photoreconnaissance aircraft, the
F-108, and the F4.

The Vietnam Conflict, 1965-1972

The most significant development in North
Vietnam’s air defense was the introduction of the
Soviet SA-2 missile system and its associated
radar. Sites for this system were constructed
beginning in 1964 around Hanoi and Haiphong.

Uradually they were constructed througnout the
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The threat posed by the SA-2 caused an
immediate and intense reaction by the DOD and
the military services. Aircraft losses to the missile,
while not prohibitive, were sufficiently high to be

serious. In the initiai months of the SA-2's
PRS- P N ncth Uintsensn 14 svvnemas euren
i laiii, 11 wil

DOD, Joint Chnefs of Staff (JCS), the US Air
Force, and the US Navy to counter the system,
with priority applied to those countermeasures
which couid be provided and deployed to the
lllca‘cl qul ly

Task oroung were formed bv the JCS and the

A son b.v PO VWAV AVLLIVG U bV s oD SuS e

services in the summer of 1965 to devise an
effective response to the SA-2 and to coordinate
the operational, technical, and industrial actions
required to equip the forces with countermeasures
hardware, test its effectiveness, and develop tactics

for its employment The JCS established the

Southeast Asia (SEA). It did not directly concern
itself with hardware equipage matters except to
assist and arrange cooperation between the
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avv to the Air Farce for ingtallation in th
Navy to the Ar rorce Ior installaty in tr
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101 aircraft, and for the loan to the Navy by the
Air Force of an SA-2 radar simulator from the
training assets of SAC.

The task groups formed by the services rapidly
became involved in countermeasures equipment
problems as the result of the lack of the required
hardware in the tactical air forces. An Air Force
“Anti-SAM” task group, under the direction of
the Air Staff Directorate of Requirements,
conducted a broad survey of the countermeasures
field and reviewed scores of proposals from the
US Air Force commands and from industry. It
initiated development action for a number of
countermeasures systems, some of which resulted
in procurement action and equipage for the forces
of the US Air Force in SEA.

As SAMs and AAA radar-directed weapons
became the prime defender of the North
Vietnamese airspace and coverage of these systems
increased, so did US aircraft losses. At that time,
the only US Air Force aircraft in SEA with an
ECM capability was the EB-66C. Initially, the EB-
66 ECM effort was against terminal threat radars,
SAMs, and AAA, but was then redirected against
surveillance radars as ECM pods (jamming
transmitters) for fighters were introduced to
counterthreat radars. The EB-66s originally
_penetrated deep into North Vietnam with the
strike and reconnaissance forces, but pressure
from the enemy air defense system forced a retreat.
Support ECM was then provided from standoff
jamming orbits located in permissive airspace. EB-
66 cffectiveness diminished as the orbits were
moved away from the target areas. In response
to the continued North Vietnamese SAM and
AAA threat, the US developed the “Wild Weasel”
capability consisting of F-100 and later F-105G
aircraft equipped with electronic radar detection
equipment and antiradiation missiles (ARMs) to
intercept, locate, and attack SAM and AAA
radars and their associated weapons.

In SEA, Wild Weasel aircraft destroyed many
SAM sites and often forced SAM operators to
degrade their operations, thus giving strike aircraft
a greater possibility of successfully striking their
targets.

An Anti-SAM Combat Assistance Team
(ASCAT) operated as an advisory group. The
team planned ECM employment and Wild Weasel
activities in SEA. Authorized and organized under
TAC Operations Plan 105, members of the
ASCAT were assigned to the Tactical Air Warfare
Center (TAWC) at Eglin AFB, but were stationed
at key bases, such as the 355th Tactical Fighter
Wing at Takhili, the 8th Tactical Fighter Wing
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at Ubon, and the 388th Tactical Fighter Wing at
Korat.

In response to repeated attacks on South
Vietnam, the US military was authorized in 1965
to retaliate in the north. Rolling Thunder became
the largest tactical air operation in SEA. F-105
aircraft were used in an interdiction role with
specific instructions to fly clear of restricted zones
around Hanoi and Haiphong. Because logistical
targets were unexpectedly defended by heavy
surface-to-air fire, the first Air Force participation
in Rolling Thunder resulted in the loss of three
F-105s and two F-100s.

For Rolling Thunder to be successful, it was
necessary to neutralize the North Vietnamese air
defense system. Phuc Yen NVPAFB (North
Vietnamese People’s Air Force Base) near Hanoi,
the largest interceptor base in the north, was an
obvious choice for destruction, but the rules of
engagement prohibited it being targeted (until
1967). This in turn prevented the gaining of air
superiority, increasing the probability of
concentrated air-to-air combat during each sortie.
Beyond airstrike restrictions, the Air Force was
experiencing difficulty in C3. Until 1965, C3
centers were located at airbases, but because the
number of strike aircraft was increasing, a need
developed for more immediate coordination
between forward air controllers (FAC) and
bombers. For this reason the Airborne Command
and Control Center (ABCCC) was chosen for
battlefield management. The aircraft used was a
specially equipped C-130, operating under the
name Hillsboro, which relayed enemy target
information from FACs to the strike aircraft. The
EC-121 ABCCC, the predecessor to the E-3
Airborne Warning and Control System
(AWACS), was also used for C3. Although the
“College Eye” was not as capable as is the
AWACS, it nevertheless provided useful vectoring
and early warning information to strike forces.

Because of the restrictions protecting Hanoi and
Haiphong, the North Vietnamese were able to
increase their AAA capability by 8 times and had
introduced 25 SAM battalions by 1966. At the
same time, North Vietnamese air attacks
intensified, especially against the sluggish F-105s.
In response to the continual MIG harassment,
Operation Bolo was implemented. Operation Bolo
used F-4 aircraft to fly the flight profiles using
the call signs of F-105 aircraft. By having F-4s
portray the F-10Ss, the US hoped the North
Vietnamese would attack the flight with their
MIGs which had been able to outmaneuver the
F-105. The deception worked and the F-4s were
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successful in shooting down several MIGs without
losmg an aircraft. By 1908 Ub air supcnomy was
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and were able to overtake parts of Sangon.
Eventually the Tet Offensive was beaten back
across the border, but not before the US and
South Vietnam suffered heavy mortal and
ﬁnancial 1osses

Johnson announced raids would no longer be
made above the 19th parallel. Four days before
the November election, the operation ceased.

Alter the demlse of Kollmg lhunder the North

border. Not only had the north increased the size
of its air force, it had also strengthened its
antiaircraft defenses considerably. On 29 March
1972, North Vietnam launched a massive invasion
into the south. In response, the US began mining
the Haiphong and other harbors and inititated a

new, pamauy unresmctea, Sll'aleglc air offensive

-~ - o ”
led “Linebacker.

lifting of restrictions and the d loyment of new
weapon systems permitted Linebacker to be a
successful military operation. The F-111, first
introduced in 1968, reappeared in 1972 with an
improved terrain avoidance radar. This allowed
the plane to hug the ground and arrive over targets
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f’“y'iﬁg uic largee
ction of the “smart”
bomb Thrs weapon is guided by laser permitting
it to strike dlfﬁcult sites like bridges and railroads.
Radar warning receivers also increased in
effectiveness throughout the Southeast Asian
Conflict, and by 1972 they were capablc of signal

pnonuzauon and emiiter ideniificaiion. This

annkhlad Wancal airnenft ¢ta 1dantifiy and cninneace
CliaUICU  yvLadll allviall U IULViillly allu JSuppivdd
numerous weapons which varied in type,

frequency, and modulation. Although fighters and
bombers carried self-protection jammers, the
Weasels could enable strike forces to fly clear of
enemy ground fire by opening a corridor to the

peace table bu thev used thls trme to attemnt
reburldmg. Unlike its response to rearmament
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followmg Rollmg Thunder the US reacted
II. Over 100 B-52s
trat

amtmaca smanda accaclalll. £ sl abondana ~caadl o
WCr¢ maac allavic 101 Ul SLIaLlCRIC perauon
which called for 3 nights of massive
bombardment. Three days later it was decided to

continue Linebacker II indefinitely. After North
Vietnam’s small remaining supply of SA-2s had
expired, B-52s flew to their targets, unmolested.
During daylight, F-111s and F-105s dropped their
payloads on the same sites. l)urmg the i -day

Was \tvlllyl\v 1V . 1 3 llis il
Vietnam was co_-vin--d that a solution for peace
was in its best interest.

In terms of EW, significant milestones were
reached during the Southeast Asian Conflict.
Through the use ot EW, combat losses were

jamming equipment, and new weapons, gave birth
to new combat roles for axrcraft and a new
sophistication to warfare,

EW in the Middle East, 1967-1982

nflict nated use
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and tactics, 1 than any
single element enabled the stnke forces to
successfully penetrate the North Vietnamese Air
Defense System. All Middle East conflicts
reafﬁrmed that lesson

s LoV o ta £ B3 s sl temarmlerien ~ W
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C3CM was employed during the Six Day War in
1967. The entire buildup for the war was shrouded

in secrecy. From the beginning, it was obvious a
preemptive strike provided the only means of
survival for the Israeli forces.

The Israeli attack commenced at 0845 on 5 June

]

i967. The time of day was important in the goai
bm maloanlon MNIMALA Tha amala AF sha Amemier o n1iey
10 optimize C-CUM. 1€ angi€ o1 in€ morning sun
at this time was ideal for an air attack. Israeli
intelligence revealed that the Egyptian EWRs shut

down at about 0830. Finally, the Israehs knew the
Egyptian officers did not arrive at their posts until
0900. To further enhance the C3CM, the attack
started under radro srlence Approachmg at low

dramatically demonstrated
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The 1973 Arab Israeli War lasted less than a

1~ oo P M mmon hittacliy, Anmtnctad
1VIICE wal It wa. 1 MILCLIDT, Ulllclly CUILILGYLICU
conflict with each side well eguinped with the

th each side well equipped with the

weapons for modern warfare. The Egyptian and
Syrian air defenses at that time were developed
from Soviet design. The design stressed
overlapping networks of SAM and AAA

coverage. This formidable air defense network

SA-2 and SA- 3 and mfrared (IR) counter-
measures, such as flares for the SA-7, the SA-6
proved to be a surprise. The SA-6’s radars
operated in a portion of the EM spectrum never
used before by the Soviets. The Israelis tried to

IR oV el Vi

compensate for their iack of ECM agamst the SA-

£ L. £0o.cm o Voo boerion o bm s ceiada 8o A
O Uy llylllg 1OwWerL, uying o €l unacr ils ragar
coverage. This tactic placed them into the heart

f the ZSU-23-4 threat envelone and contributed

Israelis to adjust their electromc equipment,
modify their tactics, and seek additional ECM
equipment such as ECM pods and chaff
dispensers from the US.

WAwnvaer hafAraca ¢hha ¢nntdine strnsa Ahowaad amd
nuwlvel, OCIOIC tné taciuics weice llallscu alid
!h“ new eguinment arrived. the Israelis suffered
¢ new cquipment arrived, the Israclis sullered

part of the SEAD campaign.
In June 1982, the Israelis built upon their past
war experiences and integrated EC assets to defeat

g 7

byrian air defenses in the Bekaa valiey. ES was

mnead ta halm lanata miccila gitas and Adatacmrina
use€a {0 ne€ip i0cate missuiC sites ana actermine
radar opneratine characteristics. Jammine was used

perating characteristics. Jamming was used

to blind Syrian radars and interrupt voic
transmissions. Antiradiation missiles were also
used to attack radar sites. Israeli exploitation of
the EM spectrum and their use of innovative
tactics proved a sophisticated air defense can be
defeated.

The Faikiands, 1982

In contrast to the Israelis, the British
experienced difficulty with EC during the
Falklands Conflict. British ECM equipment,

which had been designed to counter Warsaw Pact
tnreat was Only pamauy effective against

the Brmsh were unable to detect the launch o
French built Exocet and Roland missiles on early
warning receivers. The firing of seven Exocets

AFP 51-45 15 September 1987

resulted in the loss of two ships. Ironically, they
were desiroyed by the ignitition of excess missiie

fi1al N Ana ~Af tha Evnanatle warhaade AatAanatad
1ULl, IVYUIIV Ul WV LAULWWL O Wwaiilvaud uviviiatvu,
Early warning information may have prevented
the complete loss of both ships.

The Argentines also found themselves facing
friendly produced weapons. Once ashore on the
Falklands, the British employed Rapier and
btmger bAMs Because the Argentine aircraft

armed their Sea Harriers with AIM-9
Sidewinders, a “launch and leave” air-to-air
missile (AAM). This allowed British pilots to
engage multiple targets.

The Falklands conflict indicates that significant
deficiencies existed in Argentine ECM and in

™.t L PRSP T PSS Y L 1_ _1_ Y o
Dritis llSﬂlp missii€ aeéiens€. 1n€ 1acKk O1
airharne sarly warninog (AFEW) cucteame cavaralu
all vviiliv val l, wai llllls \nl-t \AJ ’ DJ DLVLIID OV YL \4!]
limited British ope erations which resulted in the

Ioss of vessels to Argentine attack. The difficulties
experienced by the British and the success of the
Israelis in the Bekaa Valley are contrasting
examples which demonstrate the importance of
controllmg the EM spectrum and how using it

le: Ane Anmdteths b3 B
ly can contriouie to suu,csum muiuly

INTELLIGENCE SUPPORT TO EC

When operating against an integrated defense

POPN _..g_l b m e mbaciabing A thn nmmaci;ma alantenmia
wolnicdl €naratitintivd VI UIC UppLdILE CitLu vy
cvetame muct availahle ta the nenetratino force:
ﬂ,a‘vlllﬂ AMiIUOL Vv GVYQRiiIGVIV VWV uilvw yvllv‘l “Ivlllb AViE vy,

the proper function of mtelllgence. While the ﬁeld
of intelligence is not covered in the scope of this
text, familiarity with the following definitions is
desirable:

intended ecrment

EC Intelligence. The product resulting from the
collection, evaluation, analysis, integration, and
interpretation of ali availabie information

concerning foreign na ions or areas of upciauuus
immadiataly ar natentially cionificant tao EC
11X31AVIIGYVE Vs ll\l‘-\rllll“ll] lelllllvull‘ LAV S

Electronic Intelligence (ELINT). ELINT is the
collection (observation and recording) and the
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technical processing for subsequent intelligence
purposes of information derived from foreign

P o V.4

noncommunications EM radiations emanatmg

fonewmn Athac thnm atrnemin datncmnbinme Ao scsndianadiera
11Ul ULLICIL Lllall alUlllv JtlullaliviD Ul jadlvactllve
cnlirceg
SOUICCS.

Signal Intelligence (SIGINT). A generic term
that includes both COMINT and ELINT.
QITAARA A DV
OVUlviiviARN 1

EC is becoming increasingly important to the
conduct of military operations. Although this
pamphlet addresses the application of EC in the

aerial arena, EC pervades the whole realm of
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warfare. EC devices are integrated into offensive
and defensive air, sea, land, and space systems and
affect the dcvelopment and employmcnt of
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mtellngcnce provndes the mformanon for
developing appropriate equipment, tactics, and
doctrine, including EC capabilities. Upon
initiation of hostilities, intelligence is updated by
ESM; ECM and ECCM are supphed to support

friendly forces. The EC mission establishes, by
electronic means, a military operational
environment which will ensure the tactical

itiative remains with the commander of friendly
forces. In essence, the EC mission is EM
domination.
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ELECTROMAGNETIC (EM) RADIATION PRINCIPLES

The mission of electronic combat (EC) involves
military action to secure those portions of the EM
spectrum (figure 2-1) needed to accomplish
objectives. The effectiveness of military command-
ers to accomplish their mission depends on their
understanding and use of personnel, equipment,
facilities, and procedures. One step in that
direction is the understanding of EM radiation as
it relates to communications and radar equipment.

EM RADIATION

EM radiation is one example of the propagation
of energy through space. This radiation is
composed of two perpendicular sinusoidal waves:
one electrostatic in nature, the other magnetic,
both of which are at right angles to the direction
of propagation as shown in figure 2-2. These two
waves are in time phase with each other and travel
at a constant speed through free space. This speed
(186,000 statute miles per second, 162,000 nautical
miles per second, or 3 x 10°® meters per second)
is usually referred to as the speed of light.

The EM waveform is most commonly illus-
trated as in figure 2-3. This waveform is a “sine
wave” and represents the wavelength and ampli-
tude characteristics of an EM wave. By tracing
along the waveform through points A, B, C, D,
and E, one complete cycle is outlined. If it takes
one-thousandth (1/1,000) of a second for this cycle
to occur, the waveform would then represent a
frequency of 1,000 cycles per second (hertz).

Each point on the waveform also corresponds
to a particular phase angle (measured in degrees)
through which the wave is passing. Notice that
the first cycle (points A through E) is completed
in 360 degrees. Maximum values, positive and
negative, correspond to the 90-degree and 270-
degree phase points respectively.

The distance between points having a corres-
ponding phase in two consecutive cycles of a sine
wave is called the wavelength (A). More simply,
the wavelength can be determined by measuring
the distance between the same two phase points
on consecutive cycles (figure 2-4).

Frequency is defined as the number of complete
cycles per unit of time for a periodic phenomenon.
The EM waveform and thus the EM frequency
spectrum are categorized by their periodic

characteristics. The entire spectrum extends from
direct current (DC) with zero cycles per second
(CPS) to cosmic rays above 10 CPS. The term
“hertz” (Hz), the international unit of frequency,
is now more commonly used than CPS. Due to
the fact that frequencies extend into extremely
large ranges, it is convenient to use scientific
notation to enumerate these frequencies.

Example: 6,000,000 hertz can be written as
6,000 x 10 hertz, 600 x 10* hertz, 6 x 10° hertz,
etc.

There are terms used to categorize powers of
ten (that is, 10, 10°, 10°, etc.) that further aid the
handling of frequency designations. The following
terms are matched to their metric prefixes:

10° — kilo (k)
10° — mega (M)
10° — giga (G)
10 — tera (T)

10 — milli (m)
10® — micro ()
10® — nano (n)
10% — pico (p)
105 — femto (f)

Example: 6,000,000 hertz can now be expressed
as 6,000 kilohertz, 6 megahertz, or 0.006 gigahertz.

Microwave Radar

The microwave region lies in frequency from
1,000 MHz to 30 GHz, just below the millimeter
waves. It has been used in a multitude of
applications, one of the most common being
radar. Most radars in use today operate in the
microwave region due to the level of available
technology.

In comparison to millimeter waves, microwave
radars can easily be countered by ECM and
possess some inherent disadvantages which can
cause errors of ambiguities. They can also be
cumbersome and heavy, particularly for aircraft
and other weapons applications.

A major advantage of microwave radars is their
ability to detect targets at long ranges, with the
limiting factors being power output and line of
sight (LOS). As development continues in the
millimeter wave regions, microwave radars will
perform long-range search and acquisition,
leaving millimeter wave radars for target tracking.
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regions with frequencies from 30 to 300 GHz.

Millimeter Wave Radar o .
Millimeter waves have large bandwidths and allow
The millimeter wave portion of the EM for narrow antenna beamwidths. Due to their
spectrum lies between the microwave and far IR short wavelengths, millimeter wave components

Fisure 2-3. Freanencv Measurement.
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but uscep tible to atmospheric absorp-
tion and attenuauon, limiting range to 10 to 20
Km. Major application, therefore, involves
airborne fire control radars and weapon terminal
guidance systems.

Miilimeter wave radars are difficult to jam
becausc of their frequency and have increased
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frequency shift than most radars. The major
limitation of millimeter wave radars is the lack
of suitable components. As technology progresses,
use of these systems will spread, especially in fire
control systems.

Band Designations
Mhnca nca dwn meiemacy hond Adacionatinn
Tl ailv Lwu Pll llal’ valiu uvdigliavivia
eveteme which are now in uce or have heen ncpd
systems which are now in us¢ or have used
. .

International Band Designators

Designation Frequency Range
VLF very iow frequency 0 to 30 kHz
LF low frequency 30 to 300 kHz
MF  medium frequency 300 to 3,000 kHz
HF  High frequency 3 to 30 MH:z
VHF very high frequency 30 to 300 MHz
UHF ultra-high frequency 300 to 3,000 MHz
SHF  super-high frequency 3t030GHz

EHF extremely hmh frem_xencv 30 to 300 GHz
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Van ara nrahahly familiar with manv cue o
10U aiv pilvaciy iaiuuial widi luaily S5yowiis

that occur within thece frprmpnrv bands. The
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following gives examples of systems that occur
within various bands:

MNanianas
religiias

VLF
LF
MF

T

VHF

EHF

Namrenmacninl Quatacs
WALLLUVI VIGE U,chlu
60 Hz commercial power
Loran C (100 kHz)

Loran A (1,750 to 1,950 kHz)
Commercial AM radio (535 to 1,605
kHz)

Citizens band (26.965 to 27.405 MHz)

mrumres ca =

WWYV (2.3, 5, 10, i35, 20, and 25 MHz)

Commercial (FM) radio (88 to 108

MHz)

Commerciai TV (Channeis 2 through 6,
zZ;

£4 ... 0O RAYY
2% 10U 00 MI1

Nhaonnala 7 thena
Alalnvid / uiivug

216 MHz)
VOR (108 to 118 MHz)

Nammarninl TV (O hannals 14
LOMnICITian 1 v (CAanneis 15
thrnnnh 83 470 to 800 MH2)

vy IV to 890 avaziny

TACAN (962 to 1,213 MHz)
Air-to-ground communication (AGC)
Long distance radars

Tracking radars (surface-to-air
missile (SAM) systems, airborne
interceptors (Als))

Trackmn radars (surface-to-air

missiles (SAM))



1
s s

A second system of bands and channels was
established to facilitate the operational control of
EW activities and is the system commonly in use
in the military today. This system (shown below)

is from AFR 55-44:

Frequency Band Designators
Channel-
Width
Band Frequency MHz MH:z
A (Alfa) 0 to 250 25
B (Bravo) 250 to 500 25
C (Charlie) 500 to 1,000 50
D (Deita) 1,600 1o 2,600 100
E (Echo) 2,000 to 3,000 100
F (Foxtrot) 3,000 to 4,000 100
G (Golf) 4,000 to 6,000 200
H (Hotel) 6,000 to 8,000 200
I (India) 8,000 to 10,000 200
J  (Juliett) 10,000 to 20,000 1,000
K (Kilo) 20,000 to 40,000 2,000
L. (Lima) 40,000 to 60,000 2,000
M (Mike) 60,000 to 100,000 4,000

the most siognificant fact concerning EM radiation
VoL lbll‘ll"ull‘ AV vViivwil l.lllb A AVA A GANMAGAVIV AL
is that is may be used to “carr y” mf rmation from

range from the music transmltted by a local radio
station to the target position information gathered
by a radar. Information is sent through space via

a “carrier wave” because EM ener gy tr aveis farther

el Voo oo s d o 8o Voo nsdaciaalan b
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dnec tha aranctical anarov whin comnricae tha
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informatlon itself !n order to transmit the

characteristics of the EM energy must be changed
so that information can be impressed upon it. This
is done by a process known as modulation

There are two basic ways a “carrier” can be

P, T bm mmce: ceallm s ~al e mmoemm | P
changed to carry information. One way, known
ae amnhitinide madnlatian fANMY 1ncec the omn“=
@AY GllplItUULV AIvVuIativ \nlvll, WMOWwY bilw mll}lll
tude chang s of the inf rmat ig_ to change the

known as frequency modulatlon (FM), uses the
amplitude changes of the information to change
the transmitted frequency of the carrier. These two
types of modulation are illustrated in figure 2-3.
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radin and ACCC avammnla AN and ENM

1AVUIV alliu nauULu A% DA“IIIPIO SAIVE QLI L AV,
One type of AM, known as pulse modulation

(PM), carries mformauo n gathered by radars. In

PM, the amplitude of the carrier is made to vary
according to the shape of a rectangular pulse as
shown in figure 2-6. This rectangular pulse acts
like a switch which turns a high-powered oscillator
on, leaves it on for a short penod of time, and

3 1 a
(refcrred to as range) to a target and elther the
direction of the target from the radar (azimuth)
or the height of the target above the ground
(elevation) are the basic bits of information that

a radar is designed to obtain.

COMMUNICATION PRINCIPLES

Communications play an indispensable role in
the commana and contro ne tworx oy providing

mfAmeman
i

Informatlon can come in several forms voice
communications, teletype, data link, or video
transmissions. Also, information may be trans-
ferred by several methods; HF/ VHF/UHF radio,
microwave relay, tropospheric scatter systems, or

TN
satellite.
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used for long range voice communication F
seq lor long ran volice communication, hr

radio waves have the ability to propagate along
the surface of the ground, thus being able to bend
over the horizon, following the curve of the earth.
HF waves are also reflected by the ionosphere.
When transmitted skyward, HF waves can bounce
Detween the ionosphere and the grouna several
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prov1dmg only fou voice channels on each CerUIt
Second, HF cannot be depended on for full-time
communication because it is susceptible to a high
noise environment. Periods of sunspot activity or
high aititude nuclear detonations make HF

............................ b 7 P
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VHF and UHF radio provide
[-31 1a\u

TOS commun-
A4 \JAXAA }J vy BINIWI WU A

. By the process of mixing signals (multi-
plexing), hundreds of voice channels can be
transmitted simultaneously. They can also carry
teletype, data link, or video transmissions. Several

methods are used to extend the LOS limited range
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Rough terrain and unaccessible areas can be
transversed more easily by relay stations than by
telephone lines. In addition, since most of the
equipment is located inside of buildings, the
system is less susceptible to severe weather or
bomb blast effects.

A tropospheric scatter system can also be used
to extend UHF radio range. The atmosphere is
made un of several layers that are constantly

made up of several | that
shifting but have sharply defined characteristics
of temperature, moisture content, and refractive
index. The index of refraction is the ratio of the
velocity of a radio wave in free space to that of
a wave in a different medium. The change in the
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of the transmitted energy continues in the forward
direction, but enough is bent or “scattered™ back
toward the earth to be usable (figure 2-7). Because
of the large losses, the transmitter requires a large
amount of power.

A tropbscatter system can span up to 400 miles
per link, &herc a microwave system would require
many repeater stations to span the same distance.
Just like a microwave relay system, the tropos-
catter system is capable of handling over 250 voice
channels at ranges of 100 miles or less. But this

cmczcaabeo o to oo A 3 B__ a4 Tor oo abo oo Laoo o
IIUIIIDCT 15 ITUUCCU drastically as unc range ociween

24 voice channels.

One final method for increasing the range of
UHF radio transmissions is to use satellites, cither
as a repeater system or passive reflector. Because
of reduced signal losses, satellite links can provide

X iles. Figure 2-

 ehawe haw a ¢
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extend the range of a
a troposcatter system
that one satellite could replace several ground-
based troposcatter relay sites, effectively reducing
the amount of equipment needed.
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Figure 2-7. Forward Tropospheric Scaiiering Principie.
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Figure 2-8. Troposcatter vs Satellite Communication.
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BASIC RADAR PRINCIPLES

Radar is an electronic RF device used to detect
a target and determine its range, azimuth, and (or)
elevation. Basically, radar transmits EM energy,
either as a burst or continuously, and receives a
pari of the energy reflecied from targeis wiihin
its range.

A puised radar omputes range to a target
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elapse before hearlmz an echoed ‘hello” return.
The elapsed time varies as a function of distance
to the far side. Knowing that the speed of sound
through air is approximately 1,000 feet per second,
that person multiplies the total number of seconds
that elapsed beiween the shout and the return echo
by 1,000 feet to get the total distance the sound

25

traveled. By dividing that distance by two (since
the sound traveled across the canyon and then
returned), the resultant figure is the distance of
“range“ to the other side. In a pulsed radar, a
short, powerful burst of EM radiation is sent out
toward a target. As it leaves the radar, a beam

%3
to n\upnp (mcw

rate) across the face of the scope (cathode-ray
tube). The burst of energy travels toward the
radar. The reflected energy is received by the radar
and displayed as a “brightening” of the electron
beam on the scope.

Where this spot appears on the r

L.
of electrons begins

adar scope is

A 4 Py PR 4~ ALl PSP YRS TP

directly related to the dlalancc to the targei. Since
EM energy travels | nautical mile (NM) in 6.2
microseconds (usec), ene traveling to a target

the target and return
in less than 3/1,000 of a second. Since this
obviously is too fast to time with a stopwatch,
a scope is used to determine range (figure 2-9).
Energy traveling out | NM and back requires 12.4
usec to make the complete trip. Therefore, a pulse

SCOPE
TARGET DISPLAY |
® i
S0NM 8201 SECS 100NM
12400 SECS
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PRT = PULSE RECURRENCE
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* PULSE RECURRENCE FREQUENCY = I/PRT

TIME = i/PRF

which returns from a target in i2.4 usec h

traveled, by definition, 1 *“radar mile.” By
dividing the number of microseconds ¢lapsed by
12.4, range to a target can be accurately deter-

13
mined. (Range marks ust

ASERRaVNS s \AnmispY et mDS

marks on the face of a scope. The marks are
labeled in NMs rather than in microseconds for
ecase of interpretation.) Range then can be
determined in exactly the same way we determine
the width of the canyon but at a much faster rate.

A_a__a ____M 1 PSSPy

in aaamon, a radar can detect useful information
1 1

39 th
other than raﬂg‘ to pmpcar
n

'y
This other information is azimuth and (
clevation.

. wwe

Azimuth and (Ol’ ) Eievation

Radars characteristically focus their transmitted
energy into powerful beams of precise dimensions
measured in degrees of beamwi d h. B

antenna'’s position to some fi reference,
azimu th and elevz_mon m_fg_rmgtign may be

expressed in degrees that have been resolved
relative to a true north reference. Elevation
information is usually expressed in feet above a
horizontal reference piane such as mean sea ievel
n

o ___ L L e abhcwman need Alamacmainnn o

MSI1 } apecmc oCaim sSnapcs ana dimensions arc

R

dictated by a radar’s use and will be discussed

laICl'

Radar range, azimu
discussed based on their d
single pulse. However, radar transmlssmn and
reception depend on a continuous series of pulses

which have some interesting interrelationships.

Transmission and Reception

Two successive rectangular wave shapes (pulses)
used to pulse moduiate a radar transmmer are

the radar, the wider the PW with a gwen Ppk
the greater the average power (Pav). Both Ppk
and Pav affect a radar’s maximum detection
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determinant of maximum radar range. Maximum
theoretical range is the maximum range from
which an echo can return before the next pulse
is transmitted. This range is computed by the
formuia:



1 Ran PRI (usec)
12.4 (usec/ NM)
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time-around” echo. This occurs when the echo
from a given pulse does not reach the receiver until
the next pulse has already been transmitted. This
return pulse would then be displayed on the radar
scope at the range represented by the time
difference between it and the second transmitted
pulse rather than the first transmiited pulse {figure
t

con t maximum theoretical
SO e maximum tneoretical

1
range is usally made substantially larger than the
maximum detection range.

Rest time simply refers to the amount of time
that the radar is not transmitting and, therefore,
is allowing the transmitting tubes to cool or “rest.”

The time immediately following transmission
during which the receiver is unable to process
returns due to receiver saturation and (or) the
duplexer switching time is called recovery time
(RT). The duplexer, which is an electronic switch
connecting a single antenna to both the receiver
and the transmitter, takes a finite amount of time
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that pulse feeds into the receiver through the
duplexer. This tends to saturate the sensitive radar
receiver with the RF energy which prevents target
returns from being seen. Since the radar cannot
see a target return while it is

ar recavaring the minimum th
UVl IVLUVVILLLE, WUV il b

dependent on these two times. For example, given
a PW of 5.2 usec and a recovery time of 1.0 usec,
the total time that the radar cannot receive is 6.2
usec. This corresponds to a target slightly more
than 3.1 usec away. Minimum range, then, can
be determined by the formula:

ither lransmlumg

. (PW +RT) x 984’
5 .

Minimum range for the above example, then,

(5.2 + 1.0) x 084’
;—é-——-— 3050.4

feet. Therefore, a target must be farther away than
this to be seen.

Available listening time pertains to that time
when a radar can first detect a target after a pulse
is transmitted and the time that the next pulse
is sent out. Actual listening time is a function of

to swiich the anienna from the transmitier {0 ihe the radar range seiected by the operator and
roaraivar and than hasl again In additian whan nartaine ¢t~ kA evas Ak Af sl oo tToL1_
ICCLEVOT aliG uilll Oalh agaill. 1l aGGiuiGn, wiikhi Tains 0 nOwW mucn o1 tn€ avaiuaole uslcmng
a high-powered pulse is transmitted, a portion of time is actually used (figure 2-11)
gh-p p ,ap ctually used (figure 2-11)
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Figure 2-11. Second-Time-Around Echo.
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electron beam is made to sweep across the scope
and corresponds to the time when the pulse starts
to leave the radar and the end of actual listening
time (includes both PW and RT (figure 2-11).
What has been dxscussed so far affects the

e eciasa Al o a4 PR naeledale
several other lmporlalﬁ comnsiderations which
. N

influence a radar’s ability to detect targets

Resoiution and Definition
Resolution and definition are two terms used
to describe a radar’s ability to detect targets.

Definition pertams to the accuracy with which a
certam aspect (range azimuth, or elevati ~
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Range resolution is determined primarily by
PW and is the ability of the radar to separate two
targets at the same bearmg that are close together

984 feet per usec). If two targets are closer
together than one-half of this physical distance
(figure 2-12, example A), the trailing edge of the
reflected pulse does not completely leave the first

target before the arrival of the ieading edge of th

-—~
()

puisc refiected by the second targei. Only when
Als Scirm bnsmate ava -lnmu-a"u canaratad hvu a
nc (WO 1aiglild aitC puysivaiiy svpaiavy vy «
distance greater than one-half of the space

targets (figure 2-12, example B). Range resolution
can be calculated by the formula:

occumed by the PW wxll they appear as two

Range Resolution =

where PW is measured in microseconds and 984
feet is the distance RF energy travels in usec.

As can bee seen in figure 2-13, exampies A and
M leniial o lacintline dalfiniticam AL n cadas aca
D, azimuin anda cicvauon uciiniuvil V1 a raual aiv
determined by beamwidth. For azimuth defini-
tion, it is determined by horizontal beamwidth
(HBW), while for eclevation definition, it is

determined by vertical beamwidth (VBW). Gener-
ally speaking, the wider the beamwidth or the
farther the target is from the antenna, the poorer
the resoiution.

The relationship of the factors affecting the
actual maximum range of a radar set is defmed
below in the free space radar equation. This
equation is derived by removing all influencing
factors outside the radar equipment and the target
(in effect, locating both the equipment and the
target some distance apart in space and free of

I’CHCCIIOIIS Il'0m the earth’s sunace) Allhoug this

al atenient 1t me~oidas

Because the effe tiveness of a radar set depends
on the detection of a weak signal returned from
a distant reflecting object, the factors which
control the strength of the echo are of prime
importance To work out the radar equation the

properues of the transmmmg and rccelvmg

the losses encountered i
must be computed. Th
the maximum range of a radar system. The terms
included in the radar equation are as follows:
s = PGibA:
Chs 2t

S is the echo pulse power received at the radar
receiver. Power (Py) is the peak power times the
puise duration. Gain (G¢) is the gain of the

transmitting antenna in the direction of the target.
“§” is the coefficient of target reflection, also

is the range to the target.

A full explanation of the radar equation, to
include all of the contributing factors that are
involved in each of lts values, is beyond the

a8 Py o

nte wunll

ra 1inn nf ite mainr alama
svu\-lm VAGIMIIIGULIVIL Vi 1% 1114ajvi WIGILIVEIWD VAiil
provide a basic understanding of what affects the

strength of a radar’s received signal.

If an antenna could be designed to radiate
equally well in all directions, its resultant radiation
pattern would be spherical in shape. The power
denslty (watts of aaxated energy per cm’®) on the
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“r”is the radnus of the sphere) mto the total power
(Py), expressed in watts, that the transmitter could
produce. The expression for the power at any
point on the surface of the sphere would then be:
P x Watts

Power Density = —
471 cm*
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Two targets separated by a distance
digthly grecter than one-holf the

pulse length. Pulses do not not merge.

Figure 2-12. Pulse Radar Range Resolution.




Unfortunately, even if such an antenna could
be designed, it would be totally unsuitable for
radar use since its beamwidth would provide
neither azimuth nor elevation information;

thercfore a pracucal antcnna must be brought
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shown in figure 2—14, cxample B, the power at

some distance “r” from the antenna can be
expressed as:

Pg X Gt .
anr

where G: equals the gain of the transmitting
antenna.

Since a beam of some angular dimension
physically diverges as it goes outward from an
antenna, by the time the beam reaches most

Power Density =

targets, its cross-sectional area is rather large. In
a A shic Aenoo -An‘.,\ al aran 18 Anita laras
aaaition, uua CIO-dCLLIVUIIAL aliva 1d Uil lal gy
with resnect to the target’s size (figure 7-]4
VVALE, l\t\,yvvl -\ viawv lulbv‘- 4 T as \L2p=s - -
example C). Thi_c,o,e, only a small portion of
the total power in the radar beam can be reflected

toward the antenna since only a small area of the
beam is intercepted by the target. The rest of the

energy continues on through space and is
dissipated unless it is reflected by other targets.
The reflectivity of the target (based on target
material and the amount of power reflected by
the target) can be expressed as:

Dawar Nancity - Pt X G; XOo
1 UWLl LJVIDIL 2
47y
However, this power is diminished again by
4xr® as the energy radiates away from the target,
so the energy reaching the radar’s receiving
antenna is

Pc,XGtXO
2 N2 4
(4m)r

Power Density =

Finally, the radar antenna intercepts only a
small portion of the reflected energy due to its
small sne compared to the cross- secuonal area of

6“9

from a target at range “r” is:
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Figure 2-14. Free Space Radar Equation.

q = Pt X Gt [+ Ar .
4m)’rt

This equation illustrates when megawatts of
power are transmitted; only microwatts may be

received as reflected target information. However,
' o
3
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Radar waves are not always propagated in the
____________ 2 'Y N B mmd alecimcin Ll
sam¢ way ana, tnereiore, ao not aiways achicve
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Interference natterns occur in low frequency

radars because of surface reflections. Figure 2-15
shows the paths of direct and reflected waves. As
illustrated, strong lobes are produced by the
addition of these two waves. The nulls between

atenme lakhan asa o wansslt AL Ancanallatime A8 sl
SUIVILE IUVULd 4alb a IOUIL Ul LallitCilauivnl 01 e
direct and reflected waves.

The strong lobes increase the range of the radar.

The nulls between the lobes are a disadvantage
since targets may be lost when passing through
these parts of the radiation pattern.

Range errors can be caused by adverse weather
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times, much of all of a radar beam is bent upward
and dissipated. This weakens the RF echo
reducing the effective range of the radar. There-
lore, radars are usuauy “horizon umnea in their

oy

5

[
1
b

atmosphere. In such instances, energy dnssxpatlon
of the radar wave is low, so the echo strength and
range of target detection is greatly increased.
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The Beacon Principle

A normal radar transmits short bursts of
microwave energy and determines target azimuth
and range by detecting the echoes of these bursts
that are reflected from target aircraft. Since the
transmitted bursts must travel from the radar to

the target and back, the power received is mversely

proportional to the fourth power of the distance
In a heacon csvetem the trancmitter (which is
AL Vwiawiuil O] Jvwiidy vaiw CASBAADARRAVVWE \ YVasivas 10
callgq an “img_mgator”\ semjs a pulse of

being reflected by the target, 1t is received by a
transponder in the target. The transponder is a
combination transmitter and receiver. When the
transponder recerves the pulse trom t'ne radar’s

nulea Aan a different freanuencvy Thn radar heacon
Pusse On & GLCTONL ITQUiy. 14 radal Icacdn
‘ystcm on the g!‘ol_!nd !'ecc!VcS this return p\llSC

azimuth just as it would normal video. One big
advantage of the beacon system is its greater range
capability. The interrogator pulse reaching the
target can 'b uch weaker than a normal radar

=

®
Q
£ o
o
- Ex

(=%

-
Q
-
=5
8

S pOLALEL. Y

the transponder ltself is somewhat lrmrted since
it must be airborne, but the propagation is only
one way; therefore, the power in a pulse from a
transponder, even though its power is limited, can
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easily be made much greater than that in a radar
echo. One disadvantage of the beacon system is

gruunu cqurpmc

t.
fhp nnccihility that hactila f
LI PUSSIVILILY iat IUSUIC

However secure techmaues can be emnloved in
a beacon system to minimize hostile exploitation.

Beacon systems have been invaluable for the
command and control of friendly aircraft.
lmprovements and additional functions ensure the

PR KNGS LY JPe

COnHTlUCG uuuiy of the beacon system
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components mclude

1. A DC power supply to provide the energy
required for the system.

2. A timer to provide the radar’s PRF and to

Sychl‘Ol’llZC th scope with the transmitted pulse.
DY A At b Fcn dleo bl ol
S. A mMoOodaulator 1o 10rm in€ oa blb recianguiar
mulce characterictioe
P WBiowv 11631 AV IVI IOVIVO

hmher powered capabrhtv to convert the modu-

lator’s rectangular pulses to pulses of RF energy.
5. An antenna assembly to radiate and receive

RF energy. This assembly contains a duplexer (an
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Figure 2-16. Block Diagram of a Pulsed Radar System.

electronic switch) to allow one antenna to be used
for both transmitting and receiving and an
electromechanical system to generate azimuth
information so the antenna’s relative position can

be displayed on the indicator
£ A cencitive racsiver ta amnlify meanace and
v 42 OWILDIMIYL ILWULWLILIYLL WU aluyluy, Pl UU"DG, alu

detect the reflected RF energy.

7. An indicator to display the information
processed by the receiver.

These components are common to all pulsed
radar systems, but the values of the parameters
they produce vary according to the intended use

PRy oIS T R
OI In€ raga
Tha following are mast fraanently need cenne
i 11 lUllU"llls alyv 111uUdL llcqu‘vllll uoaLvu QUUPC
disnlavs: (Refer to fio 2-17)
displays: (Reter to figure 2-17

re
I ype A mdncators are used by
daytime-only Als and for other situations where
range-only information is required. The target
return (echo) signals are applied to deflection

plates which cause a vertical deﬁection of the

from zero at the bottom of the indicator screen
to maximum range at the top and may indicate
an azimuth of up to 90 degrees on either side of
the centerline. The position of the spot to the right

or left of the centerline on the screen indicates
tha agier ith ~Af tha targat Tha haioht Af thoe cnnt
LIc auluul.u Ul v talgul. 1100 Huiglit Ul uiv Sput

1
above the baseline indicates the ge
target. This type indicator is fre uentlv used by
all- weather Als and SAM systems.

Type C. The type C indicator plots elevation
against azimuth. This type of presentation is used
by night fighters to ald in mterceptmg enemy

aircraft. The all-weat is guided
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within range of the Al equipment, the all-
weather fighter is basically mdependem to proceed
with the intercept. Range, azimuth, and elevation
information can be obtained by using a type C
display in conjunction with a type A or type B

-
w

display
T . N /MIYY Cancma)l The wnmoas halakht tad
1ype £ (rxni 5COpC). 1n0€ range ucignt mui-
ratar (RHI nracoentatinn ic a madificatinn of the
valvl \l\lll, }Il\-a\'lltutl\lll D @ AIIVIILIVEALIVAL Vi vidw
type B presentation. The sweep begins at the lower
left of the screen and extends to the right. The
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sweep irace produces a fan-s haped T
the vertex at the lower left of the indicator. The
target appears as a bright spot indicating the range
and elevation. The RHI scope is commonly used
with HF radars and a modified RHI scope is also
used for ground-controlled approach (GCA).
Type G. Modifications of the basic type C
presemation were made to inciude range estima-

282 ot amannd

tion in addition to azimuth and clevation. When
a target is picked up by a radar scan of the area,
the set locks onto the target. As the target
approaches or gets closer to the radar, the side
“wings” in the indicator become larger. Both the
gun and antenna are maneuvered until the target
spot is centered on the indicator. When the
“wings” reach a predetermined size, the target is

writhin ann ronca
Willliil guil raige.

Type P. The type P indicator presentation
(commonly known as a PPI or plan-position
indicator scan) is probably the best known type
of radar presentation. It represents a map picture
of the area scanned by the radar beam. The center
of the cathode—ray tube represents the posiiion of
the transmiiier and the trace is ayuuu ronized with
the antenna rotation to provide target azimuth
indications. The distance from the center indicates

the range to target.

Parameter Determination

In radar design, the first consideration is the
intended range of that radar. A PRF is then
selected that will offer the optimum balance
between available power and the greatest number
of refiecied puises per scan of ihe anienna. (The

senntar tha nenbhar Af wmilcac ratnirning fram a

greater tn€ numoer Oi puises rélurning irom a
target, the more readilv detectable that target

becomes.) The radar’s PRF is controlled by the
timer.

After choosing the PRF, the PW of the radar
is determined by the average power and range
resoiution required. (The greater the PW, the
higher the average power, but the poorer the range

resclution.) Next, an antenna ic dpcioned which

CAVURdey AV,

offers the HBW and VBW best suited for the radar
task. For example, if the radar is to provide
accurate azimuth information, a narrow HBW
and a wide VBW are required. On the other hand,
if accurate elevation information is desired a

trmays JRLI

rrniys
narrow vpw anu Wwid€ npw a

mwenuida Ad altituda dics
yluvlu\— £00G aiituae Gisc

Several important factors go into the selection
of the radar’s RF. Since wavelength increases as
frequency decreases (expressed by the formula

. <
A=
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where A equais the waveiength, c is the speed of
light, and 1 is the frequency in Hertz), the lower

the tranemitted frennpnrv the laropr the reflector

must be for any given degree of focusmg. (This
tends to make low frequency radars for Als rather
impractical.) In addition, different frequencies
propagate through space with differing amounts
of attenuation. Some frequencies (for exampie,

1 ANN NEYY_ 4 NN AYT_N ot o
1, UUuU Ivinz W L,UUU IVIHL} pcrmu CNCIgy io

nranaacata lana dictancac “nfl\ sase Nthar frennen_
yl Vy 5“‘-\' lvll5 WSIOVERIIWWD VY ALIL BOWw. WLilwvi ll\f\-’“\lll_

cies (for example, 8,000 MHz to 10,000 MHz)
permit energy to propagate far shorter distances
even with increased transmitter power. Thus, a
radar’s RF in most cases is a compromise between
the low frequency and long range of a large
reflector, and the high frequency and short range

o amall caflant A

~f
O1 a sinau rencCilor.

The final narampter in radar desion is the rate

...... aSeaiaviea aax 2 Cipyas vaav 2 &

at which the radar s antenna will search space. Th

process of searching space with the radar antenna
is called “scanning,” and is often referred to as
“sweeping” in a circular scanning radar and
“nodding” in a helght-tmder radar (HFR) The
two iypes of scanning are discussed below under
“Basic Radar Types.” In either type, the amount
of time the _rada.r takes to complete one full cycle
is called its “scan duration.” Scan duratlon
depends on the number of “hits per scan” (the
number of pulses reflected by a target as the radar
beam crosses it during one full scan) required by
the radar scope in order to dispiay a target. Most
radars lcquuc between 15 to 20 hits per scan to
obtain sufficient information to display the target.
The factors that determine the number of hits per
scan the radar actually receives (from a planning
standpoint) are the PRF, explained above, the
antenna’s beamwidth, also explained above, and

the antenna’s scan duration. Generally speaking,

AL MO (o ot Lo Vo __\
l.[lC lUth' in€ rRr |ay rcqurrcu 10r 10Nng range)
and the narrawer the amwidth fac reaniraed far
LIV Lilw MGLIVVTWE LIV UVGLIAYYIU LI \uo l\v\iull\!u AV
good resolution), the longer the scan duration

must be to satisfy target display requirements.

Since each individual radar’s parameters is
chosen on the basis of the radar’s intended use,
radars with similar parameters and use may be
caiegorized by ihreai poieniiai reiaiive o direciing
weapons against an aircraft.

Basic Radar Types

Radars are of three general types: indirect
threat, direct threat, and nonthreat radars.
Indirect Threat Radars

Radars in this group are important since they
can alert the air defense system and may be used
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Figure 2-18. Circular Scan.

to position Als and (or) pass information to SAM
sites and antiaircraft batteries.

sevwmrwn

K) or Long-Range

The EWR is a high-powered radar used for
long-rangc detection of aircraft. Its main purpose

JURAYY T . DI PPN Ry

is early detection, with secondary emphasis on

is generally characterized by

relatively long PWs (greater than 6 usec), low
PRFs (100 to 400 pulses per second), and RFs
in the range of 100 MHz to 3,000 MHz. The long
PWs allow the transmission of very high average
power. The low PRF allows very long listening
times and ranges up to 300 NM are common.

The scan type used with EWRs is circular. A

narrow verical fnn-eham-d beam is rotated in a

full circle around a ﬁxcd vertical axis, as shown
in figure 2-18. Typically, the beam is focused to
about 2 degrees in azimuth and to about 10
degrees in elevation. This yields acceptable
azimuth resolution and good aititude coverage.
The rcauuii‘lg vertical uul-anupcu beam is rotated
slowly with a typical scan duration of 12 to 20
seconds. This slow rate, as mentioned earlier, is
necessary to provide the required number of hits
per scan. These radars are found in the lower
frequency ranges and require large reflectors to
focus their energy.

e

A variation of the EWR, known as an acqui-

sition (acq) radar, is associated with ground
,cteme euch as AAA or SAMs. This

ystems such as AAA or SAMs.

similar in function to the EWR since it
provxdes range and azimuth data which is used
as preliminary information for ground weapons

systems. However, when compared with EWRs,
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acq radars have shorter PWs (typically 1 usec),
higher PRFs (typically 500 to 800 pulses per
second), and narrower beamwidths, but like the

TILEITR S TR I PR = Do ool
EWRs, they empioy circular scan. Range resolu-
tion is improved as is azimuth resolution, and
since the scan duration ie educe(_l to around 5§

However, with improvement in accuracy comes a
sacrifice of total power. The maximum theoretical
range drops to around 150 NM and the actual

range detection is less because of the limited power
capability. These radars normally operate at high

freauencies to facilitate fnmnmo of the beam into

M EVAIVADS LU AQLANGESS 2= 1 3419 alll 1110

a more pl‘CClSC pattern.

Height-Finder Radars (HFR)

As the name implies, an HFR is designed to
menwida aletitinda 1nfarematian and ¢ acmally
plUVIUG alutuuc iivliinativil, ailiu it usuaili
operates with an EWR. The EWR operator

detects a target at some range and azimuth, gives
the information to the HFR operator, and the
height finder is then turned to the approximate
azimuth of the target where it begins to “nod” up
and down The vcrtncal sector scan is the most
an HFR (figure 2-19).

I imilar in many respects
to the EWR except that the beam shape must be
modified to provide a narrow beam (typically 1.5
degrees) in the vertical plane and a wider beam
(typically 4 degrees) in the horizontal plane This
narrow, horizontal tan-shaped beam is then
noaaca up and down in an arc abouti -2 aegrees
and + 32 degrees.

To develm\ the rgmlired beamwidth, the

antenna must have a fairly large vertical dimen-
sion. It must also “nod” up and down at a fairly
rapid rate and, therefore, should be as small and
light as possible. These requirements dictate a

(-9
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t op atmn fremmm‘v or small wavelen

o the antenna may be physncally small. Tyr 1cal
height-ﬁnder frequencies can range from 2,000 to
10,000 MHz.

As mentioned above, height finders are often

used with EWRs, and together they form a GCI

site. A ground-based radar controller uses radars
and UHF communications to guide Als to
intercept ahosnlc aircraft. To do this, the operator
must have range, azimuth, and altitude informa-

tion on thc targets and the interceptors. Altitude

Ground Controlled Intercept (GCI) Capability
An EWR and HFR equipped radar site can

position a target in range, azlmuth, and elevation
and, given the necessary communications, vector
an Al to the target area. Any radar or combi-
nation of radars which can accurately position a

target in all three dimensions and direct the

.. . . intercept of that target is said to have a GCI

data is just as critical as range and azimuth. For ramakilitc
this reason, the height finder must be accurate. M
To obtain sharp siant range resoiution, which
affonse Laal LA.._p_-_A-| ____g. S Vale oA Lo V-Beam Radar
allcCiy ool norizonidi range ana altu C aoovi
the ground, height finders usually have PWs of The V-beam radar derives its name from the
approximately 2 usecs. shape of its transmitted beam (figure 2-20). Two

Since the radar of the height finder should be fan-shaped beams similar to the EWR beam are
comparable to that of the EWR, the PRF will swept concurrentlv. One of the beams is vertical.
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Figure 2-20. “V” Beam Scan.
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Figure 2-21. Stacked Beam Radar.
as in the EWR, and the other one is at some mation into weapon systems computers. The
convenient angle. In addition to range and computers automatically aim a gun or track a
azimuth information from the vertical beam, a missile to the target

time difference between intercept of echoes from
the two beams on a target tells how far up the
“V” the target is. This gives an indication of
altitude. The accuracy depends on the beamwidth
and the timing accuracy of the radar.

3
.
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2-21). Elevanon mformatlon is obtaxnc by noting
which beam contains the target echo. Just like the
combined EWR and HFR equipped site and the
V-beam radar, a stacked beam radar will provide
a position in rangc azimuth, and eievation, giving

ll a Ul.,l CBpﬂDlllly

Direct Threat Radars

all aircrew members since they supply information
directly to weapons capable of destroying their
aircraft. These radars can detect, track, and
continually feed updated aircraft position infor-




These radars provide much greater accuracy
and speed of data gathering than the systems
previously discussed. The necessity for improved
accuracy becomes evident with an examination of
the dimensions of either an EWR or HFR
resolutlon cell.” A resoluuon cell is a block of

within the cell will be displayed by the radar as
a single target. Assume that a target is being
intercepted at 100 NM. Using typical parameters
of an EWR-HFR combination (EWR: PW equalis
6.0 usec, HBW equais 2 degrees; HFR: PW equais

2 usec, VBW equals 0.9 degrees), the dimensions
of the resolution cell are approximately 1,000 feet
deep by 20,000 feet wide by 9,000 feet high.
Although general target location can be deter-
mined using such radars, a much more accurate
determination of location will be needed to
posmon a trackmg radar on the target The

precision radar with

i
acauigition and track _accom
cqu trackx—acce
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Figure 2-23. Helical Scan.
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Conical Scan Radar

The conical scan radar is a relatively low
powered, precision radar. In conical scanning, a
radar beam is made to describe the shape of a
cone in space. The apex of this cone is located

nt tha anntanman and -~ mAaernmmmn aaala PP

3
atl wuv auwiiia, alu ine CoOver agc aunyic Ul I.ll!: cone
iQ !QQQ than twice 'h' W!d'h nf 'hn rndnr haam

normally radiated from the antenna. Figure 2-22
shows this radiation pattern. The circles show four
of the possible beam positions described in space
as the antenna moves through its 360-degree scan
cycie. The beam overiaps itself at the center
creating an effective beamwidih (black area)
narrower than the original beam. A target in this
area sends a constant amplitude echo back to the
radar from all beam positions and the radar is
said to be “locked-on” to the target. If the target
moves out of the black area, returns of varying
amplitude are sent back to the radar as the beam
rotates through one compiete cycie. A comparison

cinnnl Atesccthe Acanéan

£ ~
O1 dixgiial DdUTIELID Litalld al
t

o amman oloool o
1 CITOf signai and
causes the antenna drive unit to n

the antenna dnve unit ¢

in the direction of the strongest return.
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To isolate one target and increase the speed of
gathering data, the conical scanning radar usually
operates with a high PRF (1,000 to 2,000 PPS),
a narrow PW (0.5 to 1.5 usec), and highlights the
target with its pencil beam. Both azimuth and
elevation data are received by the radar every

revolution of the bheam (annroximatelv 1800
revoiution 1€ dcam \appreximalely 1,009

rpm). This means that the maximum data
gathering is about 30 times per second. The RF
is usually between 2,500 MHz and 20,000 MHz
to facilitate beamshaping. The actual beamwidth
can be reduced to less than 2 degrees with an
effective beamwidth less than one-half of a degree

Thae all haamuidth Af a sanical ccanning
i Sman ofamwiGin Of a Conicai scanning

radar makes it ideal for tracking but renders it
relatively useless for acquiring the target. Ground-
based conical scanning radars must use either a
helical or spiral search pattern. These scans allow
a large area to be searched with a pencil beam
(ﬁgure 2-23) As on as the target is found the

AFP 51-45 15 September 1987

Transition time between acquisition and track
may be reduced by the use of a Palmer scan. A
Palmer scan is the superposition of conical scan
onto one of the acquisition scans. A Palmer-
helical scan is shown in figure 2-24.

Airborne Interceptor (AI) Radar

An Al radar which uses conical scan for its
tracking mode employs either raster or spiral scan
for target acquisition. Raster scan is a horizontal
sector that has abrupt changes in eievation at the
end of each sector level (figure 2-25). Actually,
the only differences between the conical scan used
for Al operation and ground-based operation are
the RF and the type of acquistion scan. An Al
radar system usually operates above 8,500 MHz
to reduce the physical size of the transmitter and
receiver components, especially the antenna.
Spiral scan (ﬁgure 2-26) moves the beam around

£ a cane and fallawe
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and ever-i

Figure 2-24. Palmer-Helical Scan.



Figure 2-25. Raster Scan.

The spiral scan pattern is the same for ground-
based and Al radars. Raster scan serves the same

purpose as spiral scan. Again,
o

A ¢t~ Ao,
may be used to decrease

the search to track mode of o peratlon (ﬁgur e 2-
2N.

Mhn wenemnmelon wcadae ~aba -
1ne MmOnopulse radgar gets its name from the
act that each pulse from the target vields a new

Bipve g a=a

azimuth and elevation correction signal. It does
not rely on pulse-to-pulse amplitude variations as

Figure 2-26. Spiral Scan.
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Figure 2-27. Palmer-Raster Scan.

AZiMUTH ERROR = (A+C) - (B+D)
IF (A+C) - (B+D) = 0 NO ERROR

ELEVATION ERROR = (A+B) - (C+D)
IF (A+B) - (C+D) = 0 NO ERROR

IFA=B=C=D THE TARGET IS CENTERED
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does conical scan. Instead of rotating a single
beam around the target to determine error signals,
the monopulse system transmits, using one RF,
and receives pulses in four different antennas, as
shown in figure 2-28.

The azimuth and elevation correction signals
required are determined by the relative pulse
amplitudes from the four antennas: A, B, C, and
D. If the target was on center in azimuth but above
center in elevation, the sum of the energy from
antennas A and C would be equal to the sum of
the energy from antennas B and D; but the sum
of the energy from antennas A and B would be
larger than the sum of the energy from antennas
Cand D.

The circuitry used for monopulse radar is much
more complex, and its construction and physical
layout are much more critical than with the
conical scan. However, monopulse has a distinct
advantage in that pulse-to-pulse amplitude
variations caused by noise or deliberates ECM will
not affect its tracking ability. Also the error signals
are updated much more rapidly since a complete
new position is obtained with every pulse. A
typical monopulse radar might be used to guide
missiles, but monopulse radars are also used as
target tracking radars for ground-based antiair-
craft weapons and Als. Monopulse radars are
capable of tracking only one target at a time.

Track-While-Scan (TWS) Radar

Thus far, all the tracking radars discussed
provide continuous tracking data on one target.
We will now examine the TWS radar which
provides sample data on many targets. The
simplest example of a TWS is an operator sitting
at a PPI scope with a grease pencil marking the
track (course) of an aircraft. If we replace the
grease pencil with a computer and simultaneously
maintain tracks of several hundred aircraft, we
would have a system similar to the Federal
Aviation Administration’s (FAA) system. This is
a system that requires azimuth, range, and
elevation (provided by transponder) to provide
aircraft spacing, a basic TWS system.

A TWS system can also be used with target
tracking radars (TTRs). In this case, azimuth,
range, and elevation information must be accurate
and updated several times per second without
assistance from the target (no transponder). One
way of doing this is to use a phased array radar
to acquire the target and computer to maintain
the tracks of many targets.

43

The most common TWS radar operates on a
different principle than either the conical scan or
monopulse systems and is not really a tracking
radar in the true sense of the word. However, it
does provide complete and accurate position
information and is commonly used for guidance
of SAMs. The TWS radar uses two separate
beams produced by two separate antennas on two
different frequencies. One beam is very similar to
a height finder except that the beamwidth is
narrower for sharper definition, and it is scanned
at a more rapid rate. This beam determines target
evaluation and range. The other beam is identical
to the first except it sectors through a horizontal
arc instead of a vertical one. The second beam
determines target azimuth (relative to a zero
reference azimuth in the center of the sweep) and
range. Both beams are illustrated in figure 2-29.

The angle and range of all targets in the
coverage of the radar are displayed on two scopes.
One scope is calibrated in azimuth and range, and
the other in elevation and range.

Operators position cursors over the returns
from the target and the missile so as to feed
position information on both to a computer. The
range, elevation, and azimuth information on the
target and missile is then processed by the
computer to obtain a guidance signal. The
guidance signal is transmitted to a receiver in the
missile to make “in-flight” corrections right up to
the moment of warhead detonation.

Lobe on Receive Only (LORO)

LORO is a mode of operation that may be
adopted by several existing tracking systems. This
mode generally consists of transmitting on one
antenna system and receiving the reflected energy
on another antenna system. The transmitting
antenna does not scan, but merely highlights the
target with constant RF energy. However, the
receiving antenna scans the reflected signal and
obtains the target’s angular position. The advan-
tage of this system is that it conceals the scanning
or lobing mode of the tracking system and does
not allow the application of countermeasures that
depend on a known scan or lobe pattern.

Passive Tracking

The direct threat radars just discussed provide
range, azimuth, and elevation data to a fire control
system. However, it is possible to operate these
systems passively; that is, scan the antenna
without radiating. If a target is radiating (jam-
ming) on the radar’s frequency, the fire control
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Figure 2-29. Track-While-Scan Radar.

system can receive sufficient azimuth and eleva-
tion data, and some weapons may be fired
effectively using only passively obtained informa-
tion. This mode of operation is a threat because
it is difficult to detect. Since no energy is
transmitted, an aircrew member has no warning
that tracking is taking place, and jamming
techniques may or may not be effective since the
radar’s scan type is concealed (see chapter 5).

Nonthreat Radars

From an aircraft defense standpoint, nonthreat
radars include navigation, missile detection, and
mapping radars. Aircrew members rarely come
into direct contact with these radars;, however, a
knowledge of their existence and use will complete
the subject of basic radar systems, capabilities, and
applications.

Airborne Navigation Radars

These are high frequency systems (above 8,500
MHz) that provide a map-like display of terrain

below the aircraft. When used with an associated
computer, Doppler radar, and astrotracker, the
airborne navigation system is extremely accurate
and reliable. These radars can take several forms
ranging from circular-scanning, long-range radars
to forward sector scanning radars.

Synthetic Aperature Radar

One way to improve a radar’s angular definition
is to use a large antenna. A large antenna is more
capable of focusing its transmitted energy into a
narrow beam, thus resulting in a smaller beam-
width. Unfortunately, there are limits to the size
of antennas an aircraft can carry. Synthetic
aperature radars overcome this limitation by
artificially increasing the antenna’s size, giving
excellent angular definition.

The synthetic aperature concept is similar to a
large linear array antenna. With a linear array,
several radiating elements are placed in a straight
line. The signal is transmitted and received
simultaneously in all elements. A synthetic



A single radiating element is flown in a straight
line and transmits at appropriate Domts along the
route. The returns are stored for processing as they
are received. The result of synthetic aperature is
a very narrow beamwidth without a large antenna.

The first synthetic aperature systems were used
in the late 1950’s using optical signal processors.
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Because of this time lag, its usual applicatio
in high quality ground mapping.

With the advent of high speed integrated circuits
in the 1970’, it became possible to process video
signals in the air in real time. Now synthetic
aperature radars can De used for navrganon

Space Surveillance Radars

Space surveillance radars are low frequency
radars (UHF band) with PWs greater than 2,000
usec and peak power levels greater than 3
megawatts. These radars can detect targets with
a 1 square meter cross-section out to 2,000 NM,

d can analyze targets by their roii and tumbie

AQDcs ara lanatad ot mact atrnarte and ara
AN 4aly 1vuvaltLvu at 111udL ail pul w, allu aiv
usuallv used to control departing and annroachine
usually used to control departing an "rr"'""'-"a

aircraft and as acq radars for GCAs. They are
relatively precise, short-range radars with PWs
normally less than one usec and PRFs greater
than 1,000 PPS. Scan durations are usually 3 to
4 seconds. Range is on the order of 50 to 90 NM.
Frequencies of operation are usually between

2,700 and 2,900 MHz.

Doppler Radar
Tn 1847 Cheictinn Tohanas Nanpler noticed that
4151 10%%4L, lllldtiail yulialill UUPPIDI IIVWIVVG viab
the nitch (freauency) of an audio tone was higher
the pitch (frequency) of an audio tone nigher

as moving toward the source.
The reason for thrs, he discovered, is that an
observer moving toward the source would
intercept successive accoustic wavefronts at a
greater rate than a statlonary observer and

|

tnerelore would hear a mgner pl tched sound. Ti
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radar waves. A radar mov
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hrgher frequency than is actually transmltted
Doppler radar, which exploits these frequency

-
hifts, has foun wrdespread use in everything

prorecnles such as mlssrles and AAA shells
Whether continuous wave or pulsed, Doppler is
an extremely important radar concept.

Thmmaloe obhifs 2o Aoclasad o £ ..o A M CQiimb -
LJOpPICT Il 1y dcpicica l 1 HEUIT 4-J5V. dullt 4
system consists of a transmitter, receiver, indicator,
and antennas. RF energy is radiated by the

transmitter, reflected off of a target and returned
to the receiver. The radiated frequency is then
compared to the frequency of the returned energy.

he dmerence in lrcquency, called l)oppler shrlt

cannot be determmed The radar cannot recognize
the time lag between the transmission and
reception of radar energy. If it were possible to
time the echoes, the information could be used
to compute range to the target Anotner limitation

enough power to receive an d display RF echoes
from distant targets.
The Doppler radar is used for navrgatron and

dtcates a groundspeed of 360 knot d tlme in

flrght from a known position is 10 minutes, the

present position of the aircraft is 60 miles

downtrack from the last known location. A

proximity fuse is used to detonate a missiie when
L
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o

the weapon is as near as it ever will be to
target. The fuse transmits a CW signal and
receives the echo from the target. As long as the

el = aas d o g =d

echo frequency is higher than the transmitted
frequency, the missile is approaching the target
and the fuse will not detonate. The instant the
distance between the missile and the target begins

to increase, the missile will be as close as it ever

L ) ) A A al _ Pp——Y Aa alL A oma al PR, T
W1l gCI 10 tn€ target. At uis imnstang, uc cCno
frequency will become less than the transmitter
frequency, and when the receiver senses this, the
fuse is detonated.

Though uses do exist for the CW radar, the
system is limited. For Doppler radar to increase
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Figure 2-30. Doppler Radar.
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Figure 2-31. Stationary Target.
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in its application, it is necessary for it to provide
more than velocity information alone (figure 2-

5“ stationarv target no vplnmtv\
tationary target no velocit

FM-CW Doppler
By modulating the frequency of the CW

Doppler radar, it is possible to measure range as
well as relative velocity. With FM ranging, the
interval between radar transmission and reception
is converted to a frequency difference. From this,
range can be determined by comparing frequen-
cies. This is accompiished by transmitting a wave

Lnt ~nneactnwmsle: Cammcnnaaa aed Adancancas iee
tnat bUllbldllll)’ lllblcdbcb anu UCblCdbe lll llC'

quencv Instantaneous comnaricong are then made
QUCHCY. aNSIaNanCous COmparisOns arc ki mace

between the RF being transmitted and the RF of
the echoes. Since the radar “knows” when it
transmitted on a particular frequency and can
compare it to the received echo, the result is a
time which yields range (figure 2-32).

The principal application of FM-CW Doppler
has been to radar altimeiers. Absoluie aircraft
i an be mea pointing a radar
antenna downward and then finding the range to
the ground by comparing the difference in

frequency. Because the distance from the aircraft
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to the ground is generally just a few miles, the
Ccw system is ideal for altxmeters Echoes are

due to the ed for more nowerful radars. a new
type of Doppler system was devised which derives
its high power from its pulsed operation. This

system is called pulsed Doppler.

A pulsed Doppler system approaches the basic
principles of a simple CW system except that it

AV 1

employs PM in order to achieve higher peak
power, greater range, and less Siisce].‘)iwuuy' to
unfriendly detection. Basically, a pulse is formed
by rapidly turning a transmitter on and off. The
result is a powerful burst of EM energy which is
capable of providing range and velocity informa-
tion. Because the rate at which pulses are
generated varies from radar to radar, it is difficult
for the enemy to degrade the puised Doppler
sy n to Brasp the significance of pulsed
Doppler ra dar it is necessary to understand the
harmonic composition of the pulse and how pulse

duration affects range and resolution.

>
%
&
f TIME
_ I v ... i D
B Target Velocity
Average indicates
Target Rangs
. pe—— el
18}
ZZ
§=‘.
i
o

Figure 2-32. Target Moving Toward Radar.
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The shape and size of a pulse are formed by
harmonics. A harmonic is an integer of a
fundamental frequency. For example, the har-
monics of 60 Hz are 120 Hz, 180 Hz, etc. The
number of harmonics in the pulse is determined
by the duration of the pulse, or in other words,
by the length of time the transmitter is turned on.
When the pulse reflects off a target, the harmonics
within shift in frequency. This is then measured
and compared by the radar and converted to a
target velocity.

The shape of the pulses and the rate at which
they are generated (PRF) contribute to radar
capabilities. For example, a narrow pulse provides
good resolution (see basic radar principles), but
a long, wide pulse has more power, thus enabling
it to be received off of targets at greater ranges.
Actually, a radar’s PRF has more effect on range
capability. If the rate of pulse generation is low
(a long distance between pulses), then the
transmitter has time to compare pulses which have
traveled a great distance. Conversely, a transmitter
with a high PRF (a short distance between pulses)
is not as capable of detecting targets at long range
because it has less time to “look”™ at the pulses
it has radiated (figure 2-33).

Since a radar cannot tell which echoes belong
to which pulse, there is the possibility that the
measured range to a target will be uncertain. This
problem does not exist provided all the echoes of
a single pulse are received prior to the radiation
of the next pulse. But if the radar transmits again

CATEGORIES OF PRF

PRF RANGE DOPPLER

HIGH | Ambiguous | Unambiguous

MED Ambiguous Ambiguous

LOW |Unambiguous | Ambiguous

Figure 2-33. Range and Doppler vs PRF.
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before all of the echoes return, the result will be
a range ambiguity that displays the target as being
closer than it really is. Range ambiguities can be
eliminated by restricting the display of returns
beyond a radar’s maximum ambiguity range. This
range can be determined mathematically:

Ru = %I

Ru = Max unambiguous range
C = Speed of light

T = PRI

Radars which display targets beyond this range
will register ambiguities. Another ambiguity
problem with pulsed Doppler has to do with blind
speeds. This occurs when a target echo returns
with a Doppler shift equal to the PRF of the
radar, negating the display of that target.

To understand this and see how pulsed Doppler
operates, the harmonic composition of a rectan-
gular waveform must be examined.

Figure 2-34 shows the harmonic composition of
any rectangular (pulsed) waveform. It can be
mathematically proven that any waveform other
than a sine wave is composed of many differenct
pure sine waves added together in the proper
amplitude and phase relationships. In the case of
a radar’s pulsed waveform, this composition
consists of a fundamental frequency (the radar’s
PRF) and the sum of all the harmonics in the
proper amplitude and phase (figure 2-35). Note
the three loops of frequencies on either side of
the carrier. These are nothing more than the
carrier plus all the frequencies in the rectangular
waveshape and the carrier minus all those same
frequencies. The important thing is that there are
many frequencies present. Doppler principles
would tend to indicate that if this pulse-modulated
waveform were transmitted and relative motion
existed between the transmitter and a reflecting
surface, a frequency shift would occur, and indeed
it does. Every single frequency present (each
frequency is known as a single spectral line)
experiences a spectral line frequency shift. If the
frequency of a transmitted harmonic could be
compared to the frequency of the Doppler-shifted
returning frequency, basic Doppler velocity
information could be determined. This can be
done by comparing the frequency of the carrier
to the frequency of the returning shifted carrier;
and by noting the difference, velocity can be
computed as in a simple CW Doppler system. This
extends range, and since all information can be
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Figure 2-34. Harmonic Content of a Rectangular Waveform.

gathered on the basis of one pulse, the system is
difficult to detect and counter. This property will
make pulse Doppler an important device in EW
in the years io come.

SUMMARY

EM radiation is based on two basic principles.
First, radiation is the propagation of a wave of
energy through free space at the speed of hght
186,000 statute miles per second. Second, infor-
mation can be transmitted and received on this
wave of energy. Various method are used to
modulate radar waves, including amplitude,
frequency, and PM.

The above modulation methods form a basis

for all radar equations:

PRI (usec)
12.4(usec/NM)

mavimaimm thanecatianl camaon

1iaaiiiuiin lllCUlCllbdl Talge =

A simple pulsed radar whose components are
common to all radar systems consists of a DC
power supply, timer, modulator, RF, generator/
oscillator, antenna, receiver, and an indicator.
Radar systems are designed to give only range,
azimuth, elevation, or a combination of these
three pieces of information. Radars are further
classified by uses. Three classes are indirect threat,
threat, and nondirect threat radars. Each class
may have different scan or search patterns. Some
patterns are circuiar, conicai, raster, and spirai or
combinations of the patterns.

Indirect threat radars usually have a long-range,
high-power capability. Their primary use is early
detection of incoming aircraft. Accuracy has
secondary emphasis. Early warning, some acqui-
sition, and HFRs are included in this class.

Direct threat radars supply information directly

PR, rodoes  mo— o P P S S

IO a chp()ﬂ system bdpleC Ul acsuoying aill
rrrrrr ff

]
scanning Als, alonz w1th TWS missile systems
belong to this group. Nonthreat radars consist of,

ng AA A raster or r‘nnu'nl

and power density = MA_TT_ ) but are not limited to, airborne navigation, space,
4 r* cm? or airport surveillance and Doppler radars.
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Figure 2-35. Pulse Modulated RF Waveform.
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COMMAND, CONTROL, AND COMMUNICATIONS (C?)
AND C® COUNTERMEASURES (C*CM)

Command and Control - The
exercise of authority and direc-
tion by a properly designated
commander over assigned forces.

JCS Pub 1
c?

Effective control and direction of forces in
battle is often the deciding factor in victory.
Commanders from platoons or flight leaders to
the Commander in Chief must know the dispo-
sition and status of their units. Effective military
action cannot be taken without also knowing the
enemy’s strength, capabilities, and position. An
claborate system of sensors, communications,
support and execution elements, and command
centers exists to inform commanders, transmit
commanders’ orders, and provide feedback.

At the apex of the US Strategic Command and
Control System, is the Worldwide Military
Command and Control System (WWMCCS).
WWMCCCS supports the National Command
Authorities (NCA) (NCA—the President, Secre-
tary of Defense, or their alternates) at the hub
of the network. The National Military Command
Center (NMCC) at the Pentagon, the alternate
NMCC (ANMCQC) in a Maryland mountain, and
the E-4B National Emergency Airborne Com-
mand Post (NEACP) provide the command center
facilities for our national leaders. A special feature
of WWMCCS is the Minimum Essential Emer-
gency Communications Network (MEECN) which
links the NCA with our Single Integrated
Operations Plan (SIOP) strategic nuclear forces
(figure 3-1).

The NCA is in contact with all fixed military
and civilian agencies through the Defense Com-
munication System (DCS). In the US, these
communications occur through commercial
channels; overseas, the system is mostly govern-
ment owned and operated by the Defense
Communications Agency.

c3cM

C’CM is the integrated use of OPSEC, military

deception, jamming, and physical destruction,
supported by intelligence, to deny information to,
influence, degrade, or destroy adversary C°
capabilities and protect friendly C* against such
actions (DOD Directive 4600.4). C’CM includes
both offensive and defensive applications—to
deny an adversary effective use of C° systems,
while preserving friendly capability to employ our
systems.

On the battlefield, C’CM adds to our combat
power, while degrading the enemy’s effectiveness.
The concept of C’CM transcends strategic and
tactical boundaries and must be a coordinated
effort between theaters and among joint forces
within a theater. In theaters, commanders apply
combined C’CM assets (both disruptive and
destructive) of air, ground, and naval forces to
maximize their military power.

OPSEC. The process of denying adversaries
information about friendly capabilities and
intentions by identifying, controlling, and protect-
ing indicators associated with the planning and
conduct of military operations and other activities
(JCS Pub 18).

Military Deception. These are actions taken to
mislead foreign decision makers, causing them to
derive and accept appreciations of military
capabilities, intentions, operations or other
activities that evoke foreign actions that contrib-
ute to the originator’s objectives (JCS Pub 1,
DOD Directive 4600.4). There are three categories
of military deception: strategic, tactical, - and
service/departmental military deception.

Jamming. Electronic jamming is the deliberate
radiation, reradiation, or reflecton of EM energy
with the object of disrupting the use of electronic
devices, equipment, or systems being used by an
enemy. Electronic deception is the deliberate
radiation, reradiation, alteration, absorption,
enhancement, or reflection of EM energy in a
manner intended to mislead an enemy in the
interpretation or use of information received by
the enemy’s electronic systems. Manipulative
electronic deception (MED) is the alteration of
friendly EM emission characteristics, patterns, or
procedures to eliminate revealing, or convey
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Figure 3-1. Worldwide Military Command and Control Network.

misieading, telitale indicators that may be used by

hostile forces. Simulative electromc deception
(SED) is the creati

fnendlv notional or actual capab a
hostile forces. Imitative electronic deception (IED)
is the introduction of radiations into enemy
systems which imitate enemy emissions (JCS Pub

I, DD List #130).
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H th
lySical destruction is the

use of lethal resources, such as firepower, to
destroy enemy resources. Destruction is accomp-
lished through the use of specific weapons and
techniques, ranging from classical bombing, with
conventional munitions, to intense radiation and

high energy particle beam overloading.

The more the enemy depends on centralized
control for force employment and execution, the
more susceptible that enemy should be to C’CM.
ECo nerauon s can make it very difficult for enemy
commanders to receive or transmit the data
necessary to monitor, adhere to, or to adjust their
plans.

The C’CM components listed above are not
new. OPSEC, military deception, and physical
destruction predates the Trojan Horse. Jamming
was used before WW 1. While the use of these
military activities has been documented through-
out history, the idea to use them in an integrated

fashion to adversely affect enemy C’is new.
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ELECTRONIC WARFARE (EW)

A second subarea of EC is EW, which can take
piace in either the communications, radar, or
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opiicai frequency ranges. There are three divisions
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O1 EW. EOIVI, LIVl 810G CUCivi. i definition of
each division follows with the remainder of the
chapter discussing each division in depth.

1. ESM. ESM is that part of EW involving
actions taken under direct control of an opera-
tional commander to search for, intercept, and
identify and locate sources of radiated EM energy
for the purpose of immediate threai recognition.

Th..coa EQA waenuid

as of 3 :
11Uy, Eolvi pIiuviued OUIce Oi lufuu.uuuuu

8
ecigsions involvine ECM

Vaiag av~cavay

tinn. and other

[le 9]
o]
- )
L
o
-4
2
=4
3
B
g i

2. ECM. ECM is that part of EW involving
action taken to prevent or reduce an enemy’s
cffectlve use of the EM spectrum, prunanly

arnitad o~ 2é sevnleedan 1
limited to, but includes e.e‘.ttcn.c jamming and
electronic deception (previously defined in chapter

3 ECCM. That part of EW involving actions
taken to retain effective friendly use of the EM
spectrum. ECCM may take the form of hardware
“fixes” to equipment such as automatic gain
controi (AGC) on radars, or aniijam features on

UE cadice. o it maw e p—,
nr luunua, Of ﬁ ma‘y R in the form
an co

aspects of 'ECCM—hardware orientation—and
training/awareness orientation are equally
important.

ESM provides information in a timely fashion
and in forms that arc readily usable by the
activities which it supports. The prime consumers
of ESM information are the operations personnel
engaged in other EW activities; that is, ECM and

PaYal Vi

ECCM.

The importance of ESM as a segment of EW
and as a seament of the total snectrum of conflict

Spewes waia Vi Tsais

lies in the fact that it acts as the “eyes and ecars
of the commander who engages in, or is engaged
by, EW operations. ESM provides information
essential to the success of operations in the air
combat environment.

The treatment of ESM exclusively as an

rmmemate response, tacttcauy onentea, concept is

-------- ‘ s PP T3
relatively new. Previously, ESM was more broad!

defined to encompass EM radiation collect
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mmedratc support in the combat cnvrronment.
These collection efforts (which focus on longer
term intelligence objectives, although they may
also support operations in progress) arc now
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generauy inciuded in the area of SIGIN
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SIGINT and ESM may, and nenerallv do. use the
same ecquipment technology. SIGINT provides
intelligence data for a range of consumers and a
variety of purposes including planning, research

and development and operatxons, among others
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can be totally mtegrated wnth other foroe capa—
bilities. ESM assets are totally controlled by the
theater commander while SIGINT assets are
responsive to national level tasking requirements.
nns chapter wili tocus briefly on the tuncuons

Functions of ESM

ESM armheg in a wide range of activities, such
as threat location, detection, warning, emitter (or
threat) avoidance, target acquisition, homing, and
destruction or suppression. ESM encompasses the

expansion of operations throughout the EM

spectrum
Y o YUY SN P TOANE . WV _a_ al . ____ ____
une muncuon 01 o 18 10 localc unc cncmy
through EM search and intercept of emissions
radated intentionally or unintentionally from the

uipment. Any of several purposes ma
be served by this kind of ESM activity. The
information could, for example, be obtained by
the aircraft radar warning receiver (RWR) and
used by the crew as warning of possible hostile
attack or as the basis for avoiding radar coverage.

'*<
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In another case, ESM aircraft could provide direct
warning or control assistance to other pngnopd

v Ses aassa

friendly forces. An emitter attack, or suppression
system might use the intercept and locating
functions for acquiring targets for homing and
attacking emitters of various types.
Wwarning Receivers (RWR)

Radar surveillance and radar-directed weapons
represent major obstacles to aircraft survival. The
nrsr step in counrermg this is to provide the

operatmg A radar warmng ystem or warmng
receiver” must accomplish this by comprehen-
sively surveying the threat spectrum, sorting
through a multitude of incoming pulses, and
.determining which represent threat-type signals
and which of these are speciﬁcally endangering the

airoraft Ran
aliviait. ovlausy Ui uav vvulylvnluvo i U\rll'llle

accurate war
envxronments, a well-tramed operator is necessary
to correctly interpret the many responses of a
given warning device.

The requirements for an ideal RWR are: (1)
'nigh probabiiity of interccpt 3} aaequare
SeﬁSiti'v'il.'j, \J’ acrcuuvuy, \-v) iusu qucuu_y Blsllﬂl
processmg or “fidelity,” (5) minimum size, and (6)
maximum reliability.

First, and possibly foremost, a warning receiver
must have a high “probability of intercept.” That
is, it must comprehensively survey the entire threat
spectrum and have a high probabihty of being

TN
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band system. Another requirement is correct
system sensitivity. Each incoming radar pulse is
extremely weak, so one principal function of the
receiver is io ampiify the signai for processing.
Care must be taken to ensure that only valid radar
emnale are amnlif'ed rather than background

noise. 0thcrw1se, the amplified noise merely
triggers random false alarms. Additionally, the
warning receiver should respond only when a
radar signal represents an immediate threat to the
aircraft. This means the system shouid oniy

cncmnrd s dhn sl bane A€ o oeo Ao io mmiemdad
lepUllu WIICIL LT [lldlll vCalll V1 a 1aual » pullllcu
directlv at the aircraft, If the receiver ig so sensitive

e1ver 1S so five

that it triggers on weak signals, radar srde lobes
or noise, a multitude of false warnings result. The
bottom line is the warning receiver must have
adequate sensitivity to detect immediate threats
but not give faise alarms for noise or side lobes.
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The ideal warning receiver must also have
select vrtv and f'dplitv In a dense cional environ-

ment, the receiver must sort through a large
number of incoming radar pulses and correctly
identify and process only those pulses which
represent potential threats. This requirement is
referred to as ‘seiectivity ” The ability of the

maamtesma b mesamlal PO DRI S Sy -alale
€CCiver 1o c)\piuu modern radar features with
;ﬂ‘\ m Q‘I"I nrr\l‘ncclnn h ﬂ“nc ;ﬂ e ﬂ""“d tn
nigh qualty processing tecanigues is reierrec to

as “fidelity.” Finally, the warning system should
be as small and light as possible due to space
limitations on many newer aircraft.

ESM Systems

At the heart of an ESM system is a receiving
capability in the frequency band of interest plus
auxiliary equipment as required to perform the
assigned mission (iocation and analysis, warning,
or suppressnon) (figure 4-1). The basic ESM

cAnenr lc a rnl‘lnvnr caomnarahla i nrin
SwiiowL 1y VWinpaiauviv in F2d

home radio receiver, and operatin
frequency band dictated by mission requirements.
Within its frequency range, the receiver may
simultaneously receive all signals (a “wide-open”
capability) or have the capabi]ity to be manuaiiy
or automaticaily tuned throughoui iis band io
uucu&yt and isclate Signals within a narrow
portion of the total band.

Once a signal of interest has been intercepted,
the receiver provides an output in a form
compatible with the particular mission being
accomplished. For example, ESM systems may

employ logic circuitry which automatically

naramatere af cnanifis radar cuvcteame and 1
PRLGLIVIVIO Vi SPVVILIV LaUWBL DY oLviild @allu i

intercepted signals which are of interest. IR sign
are 1dentiﬁed by both radiation frequency and
intensity. Other signals are identified by their own
peculiar “fingerprints” or parameters including
modulation type and content, relative power,
frequency, puise recurrence frequency, FW, scan
type, and scan duration.

Location information may be presented to the
aircrew member as a relative quadrant in which
the signal is located, as the precise relative azimuth
(or bearing) of the signal, or in the form of site
location (range and bearing or coordinates)
depending on the sophistication of the iocaiion

Anerinn ned shn sminniae Al sln PR S o e N
UcTviLe auu lllc llllBBlUll 01 l.llG aircrait in wiicn

.

it is installed

av a0 aaaSevisrs

Operationally deployed ESM systems range
from RWRs of several types installed on most
firstline aircraft to precision emitter location
equipment installed on some direct attack and
tactical support aircraft. Similar, but generaily
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Figure 4-1. ESM Sensor.

more sophisticated, systems are employed in
SIGINT collection.
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performed manually or wrth automatrc equrp-

ment. Manual radar signal analysis is usually done
by using a pulse analyzer which enables the
operator to view the individual pulses of energy
transmitied by a radar in order to measure its PW,

DDE acnd ncmbncmcmn annes $2san az Qicn a1
K, auu antenna sall Lypc unu scam rate. Sigiial
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with an audio or video tape recorder or by
photographing the display of a signal analysrs
system. These recordings are used for detailed

post-mission analysis. DF equipment is used to

'!3

determine the locations of intercepted emitters. In
a manual ELINT sensor system, virtually all
components of the system are controlled by the
operator.

o a
monitor and modify its operation durrng the
various phases of an ELINT mission. The
automatic or semiautomatic sensor is capable of
in-flight intercepting, sorting, identifying, locat-
ing, and processing large quantities of signal data.
Such a system is often usea to arrect manual
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or to alert the operator when srgnals of high
interest are intercepted.

Automatic systems can search, intercept sort,
and measure the parameters or srgnals wrtnm
et - —d

N

the computerrzed svste can determme the
location of each signal when three or more
bearings have been measured. These coordinates,
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which represent site location, and the signal
parameters form a digital notation which com-
pletely descnbes ach mterccpt

s using lar

')

ocation i formation and radar parameteric data.
With these files or data bases, it can compare each
intercept to dctermme if it is a known radar type
and if it is emanating from a known site. Through
this process, it can rapidly identify and categorize
each intercept. The airborne operator may select

any category and direct other coliection equip-
ment to explmt thcse signals. The operator can
also use this data to provide real-time warning to

All raw mterccpt and navigation data and the
results obtained during the data base correlation
can be recorded. Digital format recordings made
from automatic sensors are used during the
ground processing and reporiing cycie.

SIGIN M OPERATIONS
Peacetime SIGINT/ESM missions, which must
respect national boundaries and airspace, fly
border or peripheral routes (figure 4-2).

Wariime SIGINT/ ESM missions or exercises of
-~ hnntila ne cteenclasad

£os frsnao sane =

ulcﬁ\uy iorces may penctrate nostiic or simulated
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hostile airspace to collect necessary data for attack
or EW support operations or to provide warning
to othcr cngaged friendly forces. Plannmg for a

i hould be directed toward

Another mission plannmg factor is the operat-
ing schedule of a particular emitter of interest. In
wartime, this has minor significance since a
country may use its entire air defense system when
cnemy lorces are in the area. in pcaceume

Becausc modern SAM nd AAA systems are
extremely mobile, the timeliness of the informa-
tion collected by the SIGINT/ESM aircraft is very
important. In a fluid battle situation, the force
commander must be informed of the changing

ic tle (EOB) as quickly as it

s in part
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tion, signal location, and parametric data provndcs
intelligence data for exploitation and planning
factors for future SIGINT operations. Bearings
from individual radars should all intersect near

t0 or be resoived ai one poml——me radar suc
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Figure 4-2. Peripherai Reconnaissance Route.
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tion is used to 1dent1fy each sxgnal As explained
in chaptcr 2, cach general type of radar (carly
warning, height finder, and fire control) is
designed with certam parameters which enaole it

10 periorm its P rticular function. Dy uuupuuug
the intercepted parameters against these typical
haracteristics, the general type of radar can be

determined. Further comparison with the parame-
ters of known radar systems can result in
identification of the signal as a specific radar
system or designation of the emitter as a new or
modified radar (figure 4-3 )
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called “type files.” Information o

called “type files, Infor
and types of radars is provided to operauonal
users and to intelligence activities where it may
be used as input for the EOB. This EOB,
incorporating all available data, is made available
to pianners and crewmem'bers to enabic t'nem to
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oncratlons

y based upon a need for informa-
tion, planning the use of resources to accomplish
the task, performance of the mission itself, and
finally, analysis, processing, reporting, and
evaluating the mission results. The information
obtained is appiied against the original tasking,
and new or supplemc' ary tasks are developed,

thavakh ha nu

uicicoy uc;uuuug the CyC cle a"am.

IMPROVED SYSTEMS

In the classical SIGINT mission, an aircraft flies
thc colicction mission, returns and thc coliectcd

1nc yuuuu\. nature of tne
uires reduction of the tim
l

Awves ume 1n

ing and making usable ESM data imme-
dlately available.

Several systems, operating in near real time,
have been proposed to increase the efficiency of
SIGINT collection efforts. One such system would

relay the coiiected information back to a grouna

cite Fao nusnlizntinm ned fememmadinta imnlammantatinn
Sit€ 101 €vaiuatlion ana imimecaiaic if lpl‘lllclllatlull
into current plans and operations.

A_n-thcr p_ronosc.d sy-tc,,, would employ preci-



threat emitters. In a cen!inumg ESM role, these
same aircraft could direct attack aircraft to the

emitters and support thcm durmg their operations.

It would be incorrect to imply that SIGINT/
ESM roles can be performed only by aircraft.
Various other collectors, including shipborne and
ground-based units, are used extensively through-

et tha sAasnlitey AFf thha CQIMINT/ECAL e
UL LIve lulﬂllly Ul I JSi1UliN1 / Zolvli Cll0lL.,
Remotelv niloted vehicles (RPV) also have a wide
xer Yy puoteg venicies (KXI'V) aiso have a wiage
range of applications in this area.

advantages. An RPV may be sent into a hlgh
threat area to perform the same mission that might
expose an au’craft and crew to an unacceptablc
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pe any 1e of several mission types.
SIGINT mission data may be stored on board
the RPV for processing after recovery. However,
if the collected information can be relayed back
to a ground site via a telemetry type system,

response nme can be reduced considerably and

Figure 4-4. Locating Site of Intercepted Radar.
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in scope. Accordingly, any discussion of EW or
any of its divisions must not be limited solely to

manned aircraft.

INTELLIGENCE SUPPORT TO EW

Achievement and mainienance of EW Superior-
ity require continuous and timely updating,
improvement, or replacement of EW systems,

depend upon factual and detailed knowledge of
the capabilities and intent of a possible enemy,
encompassing the enemy’s technology, systems
and tactlcs, and the strateglc and doctrinal

and succcssful EW programs.

This requirement for knowledge extends across
all facets of EW. At the employment end of the
spectrum, such knowledge determines the success
of operatlons, whxle at the other end sc1em1ﬁc and

ry
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Figure 4-5. I1dentifying Type of Intercepted Radar.
Intelligence used to support EW activities and SUMMARY OF ESM
operations comes from a multitude of sources, .

including human (HUMINT), photo (PHOTINT),

electronic (ELINT), communications (COMINT),

Drovxdmg the kinds of information requxred in EW
applications. ESM activities may, themselves, be
sources of intelligence information when, for
example, the data produced on an ESM mission
is responsive to a known inteliigence nwd O‘ther

. .
amittar n'tnnl_f strke, meaan:acnnce and Glhﬂ‘

mned with RWRs, as well as

sxmxlarly eqmpbed ground-based elements. The
task of detailed evaluation and fusion of SIGINT/
ESM data with other intelligence information is
a part of the production process used in providing
support to EW and other operational functions.

Thc wnlcad 8 Lo o do o alioa sl

10C pOLIL WU DC IIAaUC 1y LAl ueIc is no clc“'
ot line hatwaan the Adivieinne of EW EQM
e AMRRW VWL Wwwil SEAW WAVIDMVIID va At VY o UULVI,

selv interrelated. This

relationship will ‘be shown as the subject of EM

domination is pursued.

EW support measures is that part of EW

£\

identify, and (or) locaie sources of radiated EM
encrgy for the purpose of immediate threat
recognition. ESM provides a source of EW

information required to conduct ECM, ECCM,
threat detection, threat warning, avoidance, and
radar target acquisition homing. The primary role
of ESM is a wartime function which provides the
military commander a capa'biiity which can be

el a d _ tal ak _ _ — PR

intcgraied with other operaiional xorccs During

naanatima RQCM fassac sunat kn 2
y‘mumg, AnAJIVA AVIWAD HIUDL

mlhtarv forces.

Explontatlon of the EM environment requires
timely interception and analysis of each transmis-
sion likely to contain information which can
influence current or future operations.

To be most effective, SIGINT systems must

al _

€xploit the signal environmeni before an engage-
ment to assess enemy capabilities, locate threat
systems, and. determine technical parameters of

———————

stimulated by the presence of fnendly forces,
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significant events may occur within the enemy’s
system which permit SIGINT and ESM
exploitation.

Thus, ESM nrnvu‘ipc not nnl information on

the locauon of emitters, but also other informa-
tion useful in reducing the effectiveness of hostile
weapons and tactics. The application of tech-
niques to degrade hostile electromagnetic EW -
ECM.

ELECTRONIC COUNTERMEASURES (ECM)

ECM is defined as actions taken to prevent or
reduce an enemy’s effective use of the EM
sprectrum, primarily through jamming and
deception. This section will discuss general types
of both radar and communications ECM and also
examine some related topics, including ECM
antennas, concepts of employing ECM, self-
protection, and support ECM. This brief look at
ECM is designed to give the reader an introduc-
tion to the methods, types, and concepts of ECM
used in a hostile environment.

EC Antennas

AVA iRmARRLARREGRD

An antenna is a device which efficiently couples
EM energy in free space with a transmitter or

receiver. ECM antennas can take many forms and
slzg Some Qmal! antennas use pa arabolic reflectors

over 100 feet hlgh. Some antennas may be short
stubs projecting from the side of an aircraft or
even inconspicuous slots cut into the skin of an
aircraft fuselage. This section presents the speciai
requiremems of ECM and the types of antennas
used to meet these requirements.

ECM involves sending a signal from a trans-
mitter to a victim receiver. Most antennas are
generally of unidirectional construction. For
aircraft applications, these antennas must be
capabie of being mounted externaliy. The 'biade/

...... PPy fen motti;ssaemoeda .o

bl.uU dlllClllld HIceLdy llleC ICTYULITIICIIL \uguu:
4-6).

In some instances, directional antennas are used
for jamming purposes. For directional jamming
applications, horn or phased array antennas
(figure 4-7) can be used to direct the maximum
amount of jamming energy against the threat
radar.

Polarization

Polarization refers to the orieniation of the
electrostatic field (E-field) with respect to the

EI 59

MOUNTING
BASE PLATE

-
THREADS

COAXIAL
CONNECTOR

Figure 4-6. Stub/Blade Antenna.

surface of the earth. If a dipole antenna is erected
vertically, it will radiate E-lines of force that will
travel perpendicularly with respect to the surface
of the earth. The dipole is then said to be
“vertically polarized.” If the dipole is oriented so

L. B £.13 2. . ~da PR | 7S YOS RPN Py o
the E-field is radiated parallel to the surface of
the earth, the dipole is said to be “horizontally

hl!’d type of polanzatlon can occur where
the E-field, instead of maintaining a constant
orientation with respect to the earth, rotates about
the line of propagation. This is called circular
poiarization and can be obtained by simuitane-
ously feeding two dipole antennas, one-quarter
wavg!gnoth apart.

Figure 4- 9 illustrates right circular (CW)
polarization because the resultant rotates to the
right. If either wave was shifted 180 degrees, the
polarization would then be left circular (CCW).

In this introduction to antennas, only transmis-
sion has been comsidered. The same type of
antennas used for transmission may also be used
for reception. Reciprocity is the characteristic of
antennas that enables them to receive energy with
the same relative efficiency at which they can

radiate.

4-10.

Modern radar systems have increased needs for
high gain antennas which are capable of high
speed, wide angle scanning and simuitaneous
operation of multiple functions from a single


88th CG/IMX
Blank pages have been removed.  Pages may vary.  See Bookmarks under "view".
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antenna, A phased array can provide these
capabilities.

A phased array is an arrangement of a large
number of antenna elements. Common types
include linear arrays (elements in a straight line),
pianar arrays (eiements covering a pianar surface),

PRSI | manmaalfocemnnl Amene. alaceants

and o amd a 1 o fal An o
anda Curved anda Coniodrmai arrays (CiICmciis On a

curved line or surface). The linear array with equal
spaced elements is easiest to analyze and forms
the basis for most array designs.

controlling the phase of the signal delivered to
each element, we can control the direction and
shape of the beam radiated by the phased array.
The amplitude excitation can be varied to
coniroi side lobes and beam shape. All bcam

shapes {pencil or fan shaped) are possible in

Figure 4-11 illustrates a linear array. By

A planar array can produce a pencil beam or an
elevation shaped beam. Shaped beams and low

Figure 4-8. Vertical and Horizontai Poiarization.
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Figure 4-9. Circular Polarization.

side-lobe amplitudes are easily achieved in phased
arrays because of independent amplitude and
phase control on each element.

Phased arrays have been in use since WW II.
The US Navy used a phased array fire control

evetem (the FH MIICA) an laroa chine and thae

SJ oMV (vaiv A XA VAU Vil iGigV SlpPO, GV IV

AN/APQ-7 “Eagle” scanner was used aboard
mrcraft for ground-mappnng and bombing. Both
of these systems used mechanical phase shifters.
The state of the art in phased array is represented
by the FPS-85 Spacetrack radar at Eglin AFB.
The FPS-85 has 5,776 transmitting antennas with

aanarata fteamamitéans amd 10 €NAN canolelc o

4 scparaic ransmiticrs ana I5,0UU receiving

antennas with 4,660 randomly placed receivers.
This radar is controlled by a digital computer. The
FPS-85 can simultancously search and track and
can switch its beam from any point in its coverage
to any other position within its coverage in less

than M) misracanande
SlIGIL &V LIIVIVWVWULIUD.

The phased array has four distinct advantages:

1. The beam may be rapidly scanned over the
coverage of the antenna without moving the entire
antenna structure. The beam may be scanned
continuousiy or moved discreetly from one point

See movmmm S man sk

in space w anouner.

IN-PHASE
y N + . -‘
1 __'_ = _——
1 N ) 4 2 rota. Y
N 4
OUT-OF-PHASE
1

I‘_— + _‘— =

1 - - 0 TOTAL

Figure 4-10. Phase Relationships.
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be obtained with senarate transmmer at each of
the elements of the array.

4, The steerable feature of an array means
the beam from a shipborne or airborne radar may
be stabilized electronically rather than mechani-
caily Dy movmg large structures.
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Another facto hrch contnbutes to the cost and
complexity of an array is the need to maintain
phase stability even under adverse operating
conditions

antenna shouid have

a sz e ~ laa Seansad
power to be directed

employed across a wider frequency range. This can

be quite valuable in counting tunable emitters.

However, as the bandwidth of an antenna

increases, its transmission efficiency decreases.

For airborne appiications, an ECM antenna
L ase anal2en

el [P | RV o 2d aced .. .l1
id OC § Tidil, Sircam umcu, and guraoic.

Figure 4-11. Linear Array.
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aircraft frame, and it presents a small Cross-
sectional area to the airstream.

A scimitar antenna acts as a quarter-wave stub.
It ylclds a very wide bandwidth, is streamlined,
and very sturdy. It is preoommatmy used in

of 1ts pnmary advantages is that 1t can be ﬂush-
mounted on an aircraft fuselage or wing. The
helical antenna exhibits many properties similar
to the spiral antenna and serves many of the same

1nc 1 are an ¢ nciy
important na of the cvctem Thev cerve ac a
important part of the system. They serve as a
coupling device—a “bridge” to couple free space
energy to the transmission line of a receiver or,

conversely, to couple the energy from the
transmission line of a transmitter to free space.
Since most antennas are externally mounted, they
must bc cemgneo to withstand considerabie stress.

Lo alefall oomise J P £t




Figure 4-12. Scimitar Antenna.

spectrum as possible, thereby reducing the number
of antennas required. In addition, the amount of
power to be radiated is a consideration in the
design of transmitter antennas.
Many kinds of antennas are in use. The
_antennas described here are represemauve of those
[4

soanarallee faread e Acmacndlcan ) of ) V EEP TV PRy
BLlucl dlly ivunyg ovn ovpel auuum ouivi YSLCIIL
Antenna design is constantly changing, with many
new designs being introduced and tested.

An enemy’s firstline defense against hostile
aircraft begins with its EWR systems and is

complemented by various other types o s
all the way to the target. As discussed in chapter
a wide va_ricty of radars accomplish tasks that

J.

targets and shootmg them down. Because the
radar has a high degree of accuracy and all-
weather capability, it is a fundamental require-
ment of a good defensive system, and any actions

thntd wmacmabdsmnsanos mne talba SA amase bam sm Al
Liat pCllCllal.U > Lall lakU U Loulwl 1faual
significantly improve both survivability and

probability of successful mission accomplishment.
One such action is denying information to a radar
through the use of jamming. Jamming is the
radiation or reradiation of signals to interfere with
the operation of a radar receiver. One jamming

ethod used is the lransmxssmn 01 n01se wmle

is ire
er method is used !
l

capabl!'.ic,. An electronic device designed specif-
ically for jamming is a RF transmitter called a
“jammer.” Some concepts basic to jammers are

discussed in the next few paragraphs.

Matching Radar Frequencies

A jammer’s RF output must match the RF of
a radar in order to introduce interference on that
radar’s scope. This is analogous to a home radio
recelver If recepnon trom a particular radio

A__*_ 3 al Lt msimd Lo el 2

)

~
2,
-
3
D
+ %

atched to the f cncv of the radar
to be countered the jamming s1gnal will not be
received and displayed on the radar’s scope.

Uv

I nuch the same way that intermittent stanc on
a home radio receiver does not completely block
out a program, intermittent jamming on a radar
does not completely block out a target informa-
tion. An experienced radar operator can derive
ail the desired target information even if aiiowed

meley shhnest haennl o PP SR ¥ P S g P
Qlly SMVIL VITARD lll lllc Jaliiing aucumg C
radar
iaual.

ator has a significant problem On any given
mission, there are many radars to be countered
in many different frequency ranges. Just as there
are many commercial radio stations in an area that
are operating at different frequencies, there are

sammanes o Anma Toa sz Aafaccn acrabmmn Ammendso o

many radars in an air defense system operating

To counter all components of a defensive
system, including early warning search radars, HF
radars, communication links AAA radars, and Al
radars, intruding aircraft must carry jammers

which can operate throughout broad frequency

Cansmn ondnen -

Scaivil rauaild BCllCluuy UPCIdlc t wCI
freauenciec in relatian the entire radar
irequencies 1n reiation the entire ragar

targct detection and tracking. Ground-to—ground
and ground-to-air communication links also
operate in the lowcr ranges. Radars which control

target aircraft.



External Factors Affecting ECM
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troposphenc scatter and other temperature/
weather associated phenomena, are unpredictable
and extremely difficult to quantify. Other factors,
such as the three discussed below, are theoretically
predictabie and easier to quantify

i. Burn-Through Range. Since jammmg slgl ials
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po ad
most ranges; however as a jamming alrcraft
approaches a radar site, its jamming power
increases by the square of the distance, whereas,
the echo power of the radar increases by the fourth
power. Therefore, at some distance between the

______ Lo .3 aL (PSS DTS P, R .
au’cral ana ne vicum raaar, U cCno s powcer lb
arantar than tha jamming cional and tha viatim
sanlDl viiall iy Jﬂllllllllls olsnm QGlIU LIV vViviiiig
radar is able to “see through” the jamming. This

distance is referred to as the “burn-through
range.” The ground radar’s peak power (which is
usually significantly greater than that part of an
airborne jamming transmitter) and the power of
the Jammer both play an important role in

determining this range. The variation with range
nf cional nAawer varciic tamming nawear ic nlattad
AVIEETY 49038 PU“\II VYWwioWwo J“llllllllls vavl 10 ylutl\«u
on the graph in re 4-14 to illustrate burn-

through range.

2. Victim Radar Characteristics. Another
major variable contributing to the effectiveness of
jamming is the specific characteristics and

capabilities of the ground-based radar. These
characteristics and capabilities are based on the
radar’s operating parameters and on the various
“antijamming” (ECCM) circuits incorporated in
the radars desxgn """"

untered when
penetrating a hostile envxronment different types
of jamming and jammers must be employed. These
different types of jamming may be divided into
two categorieS' noise jamming and deception

jamming (somctimes called spoolmg”) 'I_"he

Noise Jamming

Noise 1_am_mmo 18 produced by mndul:_mng an
RF carrier wave with noise (random amplitude
changes) and transmitting that carrier wave at the
victim radar’s frequency. Because a radar receiver

uses extremely weak echo pulses reﬂected from

5

s ly ar greater amplitude tha
urning echo al from a target. For a radar
to detect a target, the amplitude “of the returning
signal must be greater than the amplitude of
ambient noise. This is expressed mathematically

-

" 4
o

“—— CONNECTOR

HELICAL
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ratio” (sometimes called the “signal-to-jam ratio
(S/J).” For any signal (target return) to be
detectable, the S/N ratio must be greater than one
(S/N > 1). If the S/N ratio is less than one (S/
N <1), the target return is lost in the ambient

noise and position information cannot be

N 1 whila
~
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producing a S/N < 1. Effective jamming results
when a S/N ratio is less than one.

To increase the effectiveness of noise jamming,
the noise signal can be injected into the radar’s

ta
side lobes or further modulated to create

deception-like jamming effects. The objective of
jamming the side lobes of a search radar is to make
a large sector of the indicator unusable. This will
mask targets on azimuths different from that of
the jamming aircraft because the jamming that
enters a radar’s lobe will be displayed in the
direction the radar’s main beam is pointing when
the jamming signal is received on the scope. As
the antenna rotates, it is possible to put jamming
strobes 360 degrees around the radar operator’s
scope.

Noise jammers can be divided into three major
categories: spot jammers, sweep jammers, and
barrage jammers.

Spot Jammers

The two major advantages of spot jamming are
its high-power density (determined by dividing
total bandwidth into total power) and its contin-
uous coverage of the victim radar. Spot jammers
are normaiiy empioyed where high power concen-

nnnnnnnnnn tacilae fewad e v mam mue
uauuu asauut onc paﬁlbunu 11ACU ucqucnby

\\\\\\\\\\\\ \
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Figure 4-16. Radar Scope With Jamming.

The earliest jammers were narrow bandwidth
(generally 10 MHz or less) spot jammers. This type
of jammer is manually tuned to the frequency of
the victim radar signal (figure 4-17). (In areas
where several radars were operating simultane-
a separate spot jammer would be required to jam
each individual radar. Aircraft weight and space
restrictions may not always allow enough spot
jammers to be carried to cover all of the enemy
radars that could be encountered on a mission.
Also, radars which can rapidly change their
operaiing irequencies {(irequency agility) may
inl 1y

annnoh tan ast awavu
CliGugii O gCu away

Sweep Jammers

Where high-power density is desirable over a
wideband, spot jamming must be replaced by
sweep jamming. Sweep jammers tune a narrow-
band jamming signal (spot jamming signal) across
a broad frequency band at rates varying from slow
io extremely fasi. By tuning ihe jammer back and

fretlh ~uras tha Adaciecad haomd All wmcnnad wriabies
1UIUL UYLl v Uity vainly, ail piodel  viviiil
radars are affected by the jamming (figure 4-
18 (A)). The advantage of sweep jamming is that

all radars get some coverage by high-powered

Figure 4-17. Spot Jamming.

dense iamming_ but the disadvantaoce is that the

PSRN S L 3 3 ) oy v - 2% [RBSUNVEINISeE 28 st R

jamming is not continuous. However, fast sweep
jamming (sweep jamming at a fast rate) canap-
proximate continuous coverage by causing a
phenomenon known as “ringing.” Most radar
receivers have highly sensitive ampiifiers which,
when flooded with a high-powered burst of
energy, continue to oscillate for a short period of
time. This is somewhat like two tuning forks of

the same frequency. If one of the forks is struck,
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it will vibrate and cause a similar vibration in the
other fork. The second fork will continue to
vibrate for a short time even if the first fork is
grasped and made to stop v1b_raun_g Fast sweep
jamming approximates a burst of energy and
causes oscillation in the receiver’s amplifiers which
lasts, if effective, until the sweep jammer once
again passes the radar’s frequcncy and sustains the

oscmatlon A block alagram of a noise IIIOGUla-

In annlications where hich-nowered dencitv
in appiications wnere high-powered gensity
must bC sacril lced fO Contlnuous Coveraﬂc Of the

victim radars, barrage jamming may be employed
Barrage jammers are wideband noise transmitters
designed to deny use of frequencies over wide

67

portions of the EM spectrum. The use of this type
of jammer is attractive not only because a number
of enemy receivers can be jammed simultaneously,
but also because frequency agile radars can be
jammed without readjusting the jamming fre-
quency. Basic barrage jamming is illustrated in
figure 4-19 (A). As shown in figure 4-19 (B), the

dxsadvantage of barrage Jammmg is that 1ts power

Modulated Noise Jammers
Modulated ia

jammer that is primarily used to “break lock” or
to deny tracking capability to a tracking radar.
Two types of modulated jammers are those used

against TWS and those used against conical scan

mers are a snecial tvpe of noise

SIS QIS S SpPURAR Py Vi SRR

D
NOISE . DIST - MOD L MAGNETRON
GEN AMP 0sc
P l
1 1
HiGH
VOLTAGE TUNING
POWER CONTROL
SUPPLY
Figure 4-18. (A) Sweep Jamming and (B) Noise Transmitter.
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In both typcs and amplitude modulating signal
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of thc Jammmg output at a frequency that is
related to the scan rate of the tracking radar. A
line wave modulated signal may be used against
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usly varying rhasc dlffcrence between the radar
and jammer which results in the generation of a
false tracking error signal (figure 4-21). This
results in “angle walk off” which causes the conical
scan radar to “lose sight” of the real target.

A puisc-modulated rectanguiar waveform signai

..... PPy 1Y I..o.. tha inmemar 1toad acainad TIWC
la uwu LU 111vu ulaic e Jﬂllllllcl udscu dsﬂlllal l wo.
RT of the

modulatine mgnnl (PRF measured

ine X1 ¢of the moguiat

in PPS) is set at some whole number multiple
(harmonic) of the TWS rate. This synchronization

‘“ '!!

odt
l VN
ach

uce
one € imuth or a difier

elevation (dcpendmg upon whlch beam of the
TWS is being jammed). The total number of lines
is a function of the harmonic of the scan rate to
which thc modulating signal is set T:or example

8
o

Any slight lack of synchromzatlon results in a
“rolling” of the lines on the scope which is
confusing to the radar operator. The block
diagram of a basic modulated transmitter is shown
in figure 4-23.

Deception/ Confusion Jamming

The types of plain noise jamming discussed so
far transmit unintelligible noise. Their purpose is
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Figure 4-20. Barrage Transmitter.

to create strobes of jamming (noise) on the radar
scope and, thereby, hide the true target echo to
dcny the enemy range mlormauon However the

S s A R

noise sirobes do noi deny
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azimuth and clevatnon mformauon is sufﬁc:ent to
allow missile guidance by a terminal defense
system (those radars used to protect strateglc

targets). For this reason, plain noise jamming is

not toially effective against terminal th ‘éiu raaars
A Andnlatad nAlce insmeming mneas a
AvAUuulIalvu 11UV allllllllls UudsLoy a Jaluuuus

s appr oximate

ram based on tb.eJ threat radar’s approximate
scan rate. It is more effective than straight noise
jamming against threat radars, but because it may
not operate on the exact scan rate, its effects often
are not as pronounced as they could be.
Deception/confusion jammers are highly com-

<too

piex devices that process received radar energy

and retransmit it to appear as a true target on
the radar scope. Knowlcdge of the range, angle,
and veiocity trackmg capabilities of the radar

receiver is desired in order to program the
deception/confusion jammer. Deception/confu-
sion jammers usually operate by receiving

theradar pulse of energy that strikes the aircraft,
amplifying it, modulating it, delaying or augment-
ing it, and retransmitting the altered signal to the
radar. The results are false targets (confusion),

o

trackmg gate puil off, or azimuth/eievation
position dispia Cemeﬂt {(deception).

A false target generator transmits radar pulses
that appear as real tar ve!c onar da.r scope. The

behind the target aircraft by varying the amount
of time by which the false target pulses are
delayed. The false targets can be made to appear
at azimuths other than that of the jamming

a=a wa Ao

aircrafi Dy lransmlumg the faise tar rgeti p‘tiiSéS into
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re 4-21. Modulated Jamming (Conical Scan).

Fig




( 3 ( ) s
+20 + +20 + +20 1 s
riod+ = +10 i +10 48
ol oL ol s
-loT —tor =10 T -
-20 + —20 + —20 +
b e e
| 0O 5 1015 0 5 10 I5 0 5 0I5
z RANGE ——
E e than s ke il Ll ] f J ol
s W W M W
w I TR oo
i
NO JAMMING NOISE JAMMING MODULATED NOISE

Figure 4-22. Track-While-Scan Jamming.
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the radar’s side lobes. Multiple targets can confuse
the operators by preventing them from determin-
ing the actual number and position of real targets.

Range Deception

Range deception jamming takes advantage of
any built-in weakness in the radar’s range gate
tracking circuits. With this technique, the jammer
initially receives, amplifies, and retransmits the
radar’s signal. The jammer’s signal appears on top
of, and strengthens, the radar’s reflected return.
In the radar’s range-tracking circuit, there is an
automatic gain control (AGC) to lower the
circuit’s gain. The range circuit, with the lowered
gain, will then only see the jammer signal and not
the radar return. In effect, the range gate is
captured. The subsequent pulses from the radar
are received, amplified, and retransmitted with an
increasing time delay, as shown in figure 4-24 and
4-25. The victim radar perceives this as increasing
target range and “walks” the range gate off of the
true target. After a set time period, the jammer
repeats the entire process.

Angle Deception

Angle deception jamming is useful against
sequential lobing (receiving returns successively
from several antenna beams or “lobes™) and
conical scan tracking radars. It may consist of
amplitude modulating a noise jammer or using a
repeater jammer with a modulating program.
Figure 4-26 illustrates a repeater jammer which
senses the amplitude of the radar pulses and
amplifies the weaker pulses much more than the
stronger pulses. When these pulses are retransmit-
ted, the radar will receive pulses which have
amplitudes that are opposite those of the true
puises: This system gives the radar’s angle tracking

)

circuitry false correction signals and results in
angular break-lock or “angle walk-off.”

Expendables

The discussion of ECM devices up to this point
has centered around onboard active jamming
systems. With the development of modern air
defense systems such as those encountered in the
1973 Middle East War and deployed in many
countries today, a mixture of penetration aids is
required to confuse and degrade enemy radar
defenses. To meet this requirement, expendable
ECM devices, including chaff, decoys, and flares,
have been developed. Flares are actually an
infrared countermeasure (IRCM) and will be
discussed as part of electro-optics (EO) later in
this chapter.

Chaff

Chaff is an extremely effective ECM device. The
overall success of the use of chaff in WW II was
difficult to evaluate while the war was in progress;
however, at the close of the war, an investigation
was made to determine the effectiveness of this
ECM program. The Germans admitted that chaff
was extremely effective, with radar controlled
antiaircraft fire accuracy reduced as much as 75
percent.

The weight and volume of chaff used in WW
11 was excessive in terms of modern requirements
since early chaff was made from metal-coated
paper strips that were scattered in large numbers
from bomber aircraft. Much R&D effort has been
expended to reduce the size and weight of chaff
and to increase its effectiveness. Today, chaff is
made of strips of aluminum coated nylon or
fiberglass, which is packaged in small units, light
enough to allow an aircraft to carry and dispense
large quantities during a sortie.
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Figure 4-24. Range Gate Tracking.
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Figure 4-25. Range Gate Stealer.

How Chail Works

Chaff consists of a large number of dipole
elements designed to match the half wavelength
of a victim radar’s RF. It absorbs and reradiates
1) V § Aln Qiem b nff
A21VR Wlﬁlw lU ch“l@ ¢ laum eC1i0. OIINCT lllc Gllﬂll

string are cut to one-half of a wavelenoth thev

SriipT SeT T oV LVaivTaasas Saviiptany weaw )

are very efficient reradiators. One small bundle
of chaff can cause a much larger radar return than
that produced by an aircraft.

Chaff is made to respond to a wide band of
frequencies by simply packing different lengths of
dipoies in ihe same bundie. This allows ihe chaff
to be effective against more than one RF. Chaff
is used to assist aircraft in penetrating a radar
network by creating a multitude of misleading
targets or a large area of solid radar returns which
confuse and mislead radar operators. Even though
the radar may locate the target, the addition of
chaff can induce radar range iracking errors or

...... a bheanl 1Aaals
VCaUdL a VIVaa 1UVA.

Operationai Uses

Chaff has two operational uses: a penetration
aid and a defense against tracking threat radars.
When used as a penetration aid, chaff may be

nnnnnnnnnnnnnnnnnnnnnn

Aa: o
Gispensca in 1aTge quauuuca for a continucus
nennd of time hv chaff cnnfionrp{l aircraft or hv

droncs This results in a nbbon return many
miles in length on radar scopes. The penetrating
strike force can then use the resulting chaff
corridor to mask their route (figure 4-27).
Another method of dispensing chaff as a
penciraiion aid is to drop ii in small bursis ai
random intervals from all penetrating aircraft.
This causes the defense radars to be saturated with
many false targets. “Random chaff™ tactics include
chaff which is displayed at the same altitude as
the pentrating force and delayed opening chaff
which is deployed at lower altitudes. Weapons
sysicms may be commiiied againsi ihese faise

tnemato o A

targvwy \usulc "7‘20}
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The second role of chaff is for self-protection
against terminal threat radars. Burst chaff drops
employed during the final phase of intercept by
air or ground weapons systems can induce large

tracking errors or cause ithe radar to break lock
£,

especially effective when combined with evasive

Sopvwassiay

mancuvers.

Decoys

A decoy (figure 4-30) is an expendable aircraft-
like vehicle (ground) launched or deployed from
a penetrating aircraft to provide deception and to
create saturation of a defense network. Decoys can
be made to be indistinguishable from the launch
aircraft by the addition of corner reflectors which

meninida an anha ratiirn cimmilar tn tha

pluv‘uc all CUIIU lc‘ulll Dllllllal lll llllcr“it: VU wIv
}wnﬂrnhno aircraft. Darnve can also be outfitted

with chaff and small noise jammers to mimic
penctrating aircraft ECM, or with repeater
jamming to produce a radar return equal to the
target aircraft. By duplicating the speed, altitude,
and course of a penetrating aircraft, a deceptive
target can be introduced into the enemy’s radar

Aafanca avctarme Thia can Avaw fira awaw fram tha
uvlcuac SySitill. 1illd Lall Ulaw 11ITC away 11Vl uiw

a
strike aircraft and degrade an enemy’s air defens

system.

(]

Basic Principles of Employment

When enemy air defenses have to be penetrated,

EC must be employed. One method of employ-
ment is to destroy or suppress enemy radar activity
(SEAD). Another method is to employ jamming,
deception, and expendable devices to counter
encmy radars by denying them information. A

aL PR ma tho ooV il ¥ Y

third way io reduce ihe cnemy s air UCIC“W Sys

effectiveness is through the use of avoida 'ace/

=4
evagion techniques,

Avoidance/Evasion

. .
Evasion requires a penetrator to overfly,

underfly, or fly around (avoid) an enemy’s dcfense
When this is possible, it is an effcctive, positive
countermeasure; however, the deployment of
sophisticated high performance radars and SAMs
has made the technique of overflying practicaiiy
lmposswle Further, it may not always be possibie

....... nd Adafandad acane hanaitea Af lana

to uy Arouna odICnada arcas ollaust o1 10ng-
ranece radars and taroets which lie within hpnmlv
nger targ W neav

WL RIS Sais VY aaavEa asw

defended areas.

Visual and terrain-following radar (TFR)
assisted low level penetration tactics may permit
strike aircraft to underfly the enemy’s radar
coverage as shown in figure 4-31. Also, the
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Figure 4-25. Bursi Chail Dispensing.

penetrator can take advantagc of “shadow areas”
creaied by mountam nagcs or other terrain
£. eao Thio PRI | -

features. This is Comimonmy known as “ierrain
mackmo

In addition to preplanned tactics, frequent (en
route) changes of altitude, heading, and airspeed
(*jinking™) will degrade target tracking radars.

atasmn ane ameintad eeridb cermamce s mom aoe LT 4
Computers associated with weapons are unabie o

Figure 4-30. Decoy.
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4-31. Low Level Evasion.
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target. The enemy must assume that all targets
on its radar are hostile targets. This results in
diiuting the enemy’s defensive capabilities. “Roli

M i pahiavad wihan tha sasatoodl
ack” is achieved when the penctrator

ttacks targets sequentially from the per

ks target
the interior of the country. This allows th
attacking force to strike targets without flying over
great distances through concentrated defenses.
Strike routes are planned to reflect continually
changing paths and altitudes. This results in the
entire force randomly crisscrossing tracks” which

of tnmn ancnrany nd
V. L1V, av\rul“\fy’ ullu

“"a
I
)
)

Self-Protection

Another basic EW concent is se!f.prntpnhnn of

RAAVVIAVE URGIV VY VULV V P & 1ULVLVLIVIL

strike force aircraft. This may be defined as the
ability of the striking aircraft to assure (in terms
of EW) its own safe return from a mission through
a hostile environment. EW devices designed to aid
the seif-protection effort inciude RWRs, jammers
(internal, or in pods mounted externally on the
aircraft itself), and expendables. The integrated
and careful employment of these devices greatly

enhances the probability of an aircraft successfully
and safely completing a mission. RWRs are

-
X}

devices which warn crewmembers of imminent or
potential threat situations by detecting radars
associated with terminal threats and acquisition

or an external pod can be employed by presettmg
them to known threat radar and communication
frequencies and activating them as needed in the
hostile environment. Pods have proven to be
particularly effective “syrvivability increasing”
devices. They are valuable because many fighter
n aft can carry them
without extensive modifications, and their fre-
quency coverage can be altered merely by
switching component modules or reprogramming
them. Expendables, as discussed earlier, can be
employed to break the lock of tracking radars and
IR missiles and thereby reduce the probability that
any given aircraft will sustain damage or loss from

Support ECM

To further reduce attrition of penetrating
nnnnnn l' aalf_w

5 e O
_'v.

Figure 4-33. Crosstracking, Roll-Back, and Diversionary Raids.
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Support jamming may be provided by “stand-
off” jamming aircraft which remain outside the
burn-through range of the terminal threat radars.
Basically a side lobe jamming technique, stand-
off jamming, masks the presence and (or) location
of the actual strike force by saturating the ground
radar with noise. Jamming may also be provided
by “escort” aircraft which penetrate the terminal
threat area with the strike force. These ECM
aircraft may be specifically designed for the escort
role or may be fighters fitted with pods to provide
ECM and firepower protection. Support ECM
may be further enhanced by ground and airborne
communications jamming of the enemy command
and control nets.

Chaff may be used with (or even in place of)
jamming to add to the enemy radar operator’s
detection problem. Chaff may be dropped in a
constant stream, as mentioned previously, to form
a corridor in which penetrating aircraft may
“hide” en route to their target. Clouds of chaff
may also be created in order to mask an entire
area above a specific target. These clouds obscure
individual aircraft positions and deny the enemy
the ability to accurately direct missiles and (or)
AAA at the striking aircraft. When used together,
jamming and chaff are effective ECM tools.

Strategic Versus Tactical Employment

The strategic employment of ECM is directed
primarily to the protection of the manned bomber
and associated weapons. This involves the use of
ECM not only to counter early warning, height
finder, AI, and terminal threat radars, but also
to counter the associated ADC and control
communication networks. As an intergral part of
the aircraft design, more emphasis is placed on
the early warning and Al radar frequency ranges
in the strategic environment than the tactical, since
the bomber’s long-range exposure, nonavailability
of ECM support assets, and lesser maneuverability
render it more susceptible to attacks.

Tactical ECM, on the other hand, is more
concerned with terminal threat systems. This is
because tactical aircraft (fighters and fighter-
bombers) have shorter penetration profiles and
can attack a target before many defensive systems,
such as Als, can respond. Because of the small
size and limited payload of tactical aircraft,
external jammers are frequently employed to
counter specific terminal threat radars. Both
strategic and tactical weapons systems employ
ECM devices and will continue to do so as enemy
threat capabilities increase.

AFP 51-45 15 September 1987
SUMMARY OF ECM

In tactical and strategic conflicts, a combination
of various ECM techniques significantly disrupts
the defense network. Jamming, chaff, and decoys
(when directed against the aircraft control and
warning net) degrade the enemy’s ability to detect,
identify, and track a target. When jamming is
introduced into the ground-to-ground and
ground-to-air communications link, the command
control system is disrupted. In short, the prob-
ability of successful completion of an assigned
mission is greatly increased when ECM is properly
employed.

ELECTRONIC COUNTER-COUNTERMEA-
SURES (ECCM)

Aircrews on a military mission want to pene-
trate the defenses, reach the target, deliver
weapons, and return to a friendly area after their
strike. Two ways of doing this are to avoid
detection or destroy the defense net. As a practical
matter, avoiding detection is rarely possible for
any appreciable period of time while destroying
the radar net is limited by the sheer number and
dispersal of the radar sites. Therefore, other
measures are necessary for a successful
penetration.

“Low Observables”

Despite modern countermeasures, newer radars
are becoming increasingly difficult to defeat with
ECM alone. The next logical step in our electronic
chess game is to reduce the ability of radars to
“see” aircraft even under the best of conditions.
We do this by reducing our aircraft’s radar
reflectivity or radar cross-section (RCS). This
concept has achieved a good bit of notoriety in

~ the press under the title of “Low Observables™ or

“Stealth.” Although the details of our efforts in
this area are closely guarded, the basics are fairly
simple. Flat portions of an aircraft’s skin greater
than one-half of a radar’s wavelength will reflect
an echo perpendicular to its surface when
illuminated with radar energy. If the surface is
curved, this “resonance effect” is decreased and
the resulting reflection will be scattered in other
directions. A cylindrical of elipsoid-shaped
aircraft (curvature in two dimensions) will yield
very small radar echoes. Additionally, doubly
curved surfaces are aerodynamically efficient. To
create “Low Observables,” we first design our
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aircraft to avoid large flat surfaces or corner
reflecting areas. This minimizes the amount of
energy re eflected back to the radar. An ideal snape

. . Tio

would be a flying wing. Its delta shape would
integrate fuselage, cockpit, and wings into a single
flying wedge. Engines will be inside the body, not

hung out as large radar targets.

A second step in reducing radar reflectivity is
coating the outside of aircraft with special
materials that will either absorb or deflect radar
energy. Because of the price and weight of these

L el

ma‘teriais ‘mey are only placed on pans of the

oped
and lighter than steel or titanium vet do not reflect
radar energy. Another development is radar
absorbent material (RAM). One type of RAM is
based on destructive interference. A material
permeable to radar energy is applied to the aircraft

in two layers. As a radar’s energy passes in
through the first layer, it is reflected back out by
the second layer. The reflection is out of phase
with incoming energy, and the two signals cancel
each other out by destructive interference.

The combmatron of a minimally reflective
aircraft surface selectively coated with these new
materials results in an aircraft difficult to paint
on radar. Combined with proper tactics and

LUulllCl micasul CB, €vei e

Observable” aircraft.

An air defense net is built to deny an attacking
force the opportunity to reach its targets. The
defense net attempts to detect the attacking force
as early as possible. If the attackmg force is flymg
at an opumum airspeed and aititude and is

aenral Ardan o Pl oF &) V'S "ONR DY o PRp iy [ SEp ~alle
<l lUyl 1 no LU Ivl, UIC UCITIC 1Tdadal 1ICtL usually
can detect the attacking force early enough to
permit a timely selection of weapons.

However, the attacking force will normally be
using ECM against the defense net. The defense
net now has the problem of detecting and tracking
the attacker despite the jamming To do this, the
defensive net rada perators will employ ECCM.
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the defcnsrve net to attemnt etain use of
EM equipment despite the attackmg force’s use
of EW. Many types of ECCM can be used to
reduce the effects of ECM. This section discusses
several methods used by the defensive net to
overcome the penetratmg aircrait’s l:CM

ugh the primary emphasis o S

- o
L
wn

is on equipment which can reduce the effect of
ECM, it should be noted that an effective ECCM

79

program requires more than merely modifying
equipment. Planning and training are of equal, if
not greater, importance.

R o Ao o

Pianning inciudes several aspecis. As an

example, the operating frequencies of the defen-

sive radar network should present as great a
ve radar network should p ger

problem as possible to the invading aircraft.

Additionally, redundant control systems should be
maintained.

The most critical elements in an ECCM
program are the operators They must know how

ovarlal Vi

and when to use the different ECCM features of

PSP S = eanlioa Llinm isesemad srmsmsmzza
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Training in an ECM I
operators effectively u  their equrpment
Fixes

Fixes is the term used to describe features
designed into a radar system or modifications to
existing systems which degrade or ecliminate the
effectiveness of ECM.

Lummun l I'Illblll I.I»C

Certain characteristics of air defense radar
transmitter outputs can be changed to enhance

1.2 Ao ceniba

ki 1g acspite ECM.

target detection and trac

jamming a radar one ECCM techmque is to
change the radar’s operating frequency. The
ability of a radar set to be tuned rapidly from
one frequency to another frequency is called
“frequency agility.”

rammed freauencv changes can be made
automatrcally, at predetermined times, or at
random intervals. A radar might be designed to
operate on a “least jammed” frequency; that is,
a special receiver searches the operating band of

sl PO 'Y b o

the radar set and tunes me lldllbllllc to a
frannansy wh H i

-
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frequcncv may not remain that way for
very long. Thus, in this contest between radar and
jammer, the faster the frequency change can be
made and the wider the band in which changes
are possible, the more effective this technique
becomes.
Frequency agi
manuallv t

Qi y



barrage jammers are not able to maintain a
constant power out at each frequency within its
bandwidth, frequency agrllty enables the defensive
system to expioit the rrequenel at which the

the jammer. One pnmary benefit of a frequency
agile radar is that it normally compels a jammer
to use less efficient sweep or barrage jamming
modes.

Diplexing. Diplexing is the use of two separate
transmitter and (or) receivers operating on
diffcrent frequencies, but using a common antenna
system. Different diplexing techniques depend on
the radar’s circuitry, whether or not two receiver
systems are available, and the type and mode of

Al o ol o e niiaadasn MNinlaviensg farnac tha
e jdnllulllg Cllbuuuu:lcu LIPICALGNE 10100 uiv
attackino (aircraft) to divide its nower between
ﬂlta\rl\lllé \“ll\/lult’ VT NBLVASN VO yv VY Wi e ~wiaa
both transmitted signals or to determine which

gnal represents the most significant threat to it.
No single radar has avarlable all of the video
processing options possible with diplexing.
Selecting the best option depends on the number

the fix (reducc data, detect, and track a partrcular
target or targets regardless of overall effect on the
radar, etc.).

Power Add. If the radar has two (diplexed)
transmitters, as are required for diplexing, it may
be possible to transmit the same frequency
simultaneously on both transmitters. When this
is done, output power is srgmncantly increased,
a plupuruunalc increase in t

e echo at the radar received input
€ €Che €CeIveC inpul.

ue impr o es the S/J ratio and extends

gh (detection) range. When
increased power is used in communication
systems, it reduces the system’s susceptability to
ECM by increasing the S/N ratio.

ct of PW on a radar’s

eliect

> already been discussed
in chapter 2, lncreasmg a radars PW. increases
the average power, allowing more power to hit
its target and resulting in an increase in echo
strength at the recerver input. Lhaptcr 2 also
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Pulse Compression. Pulse compression
increases average transmitted power (without an
increase of peak transmitted power) with no loss

of range resolution. In a pulse compression radar,
a short pulse is generated and stretched during
@ Jiivi e yulav A0 Evll\vl AL wl Biav Uvi wrwaswes AR E LY Y
transmission time, Then, when it returns as an

echo, the pulse is restored to its original width.

The process of stretching the pulse is called
coding. There are several ways of coding the
transmitted pulse Assume a radar uses a 1 usec
pulse which 1s stretched to 5 usec (5:1 compressron

eatiny Ear all mrantinal miiesacac Lo codar e
latlU} rorf au plaLll\.al purposes, the raaar is
transmittine five l-usec nulses without stonnine
trar itting five l-usec pulses without stopping.

The returned S-usec echo is broken down to five
I-usec pulses several times as large as the original
echo. If a penetrating aircraft is jamming the
radar, the amplitude of the echo signal from the
aircraft is multiplied by the compression ratio,
whereas, the jamming signal i1s not. If the EC

~rmamntnn e tha mnadentimc niraeads koo Ao
Upcrator on nc poneirdiing 4ircrdait nds ucier-
l‘p]pp{{ the 'rnncm;ttpd DW the gnerataor might

IO Gl wansiiniualG WY il Opoiailr Mgl

develop a similar pulse and transmit it back to
jam the radar. The penetratmg aircraft cannot tell
that the defense net radar pulse has been stretched
(before it’s transmission). To be effective, the
jamming pulse would have to contain the char-
acteristics of the radar puise before it’s stretching.

Pulse compressron is effective agaer many
t\I“PC f\f FPM hP(‘QIIQP 1t enhancec f"\ﬂ TQAQ" Pl‘h(\
ypes of ECM because it enhances the radar echo
of the target but does not enhance the jamming

(unless the jamming is p rope erly coded).

Staggered PRF. One type of deception jamming
is synchronous pulse jamming. This type of
Jammer “locks on to the detensrve radar’s pulse

s 1 s,
PRT o lstenmg time.
If the jammer is continuously pulsed and has
sufficient power, some of the defensive radar’s side
and back lobes may also be jammed. The radar
operato iii then see several spokes consisting of

necsate M a 1L
targets on the scope. When the jammer

i.

circles. These phenomcna are not frcquen ly
observed, however, because the effectiveness of
pulsed jammers results from their ability to match
the victim radar’s pulse characteristics rather than

the high power which 1s necessary to effect the
wndnwtle cida amAd kol 1l
I'addl > dIUC dllU UDdCK 10DCS
nf\P p(‘r‘M 1¥ fl'\" e\lnr‘hrnnnnc n 1ammarc
One ECCM fix for synchronous pulsed jammers

Normally, the interval between tr ansmrtted
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Figure 4-34. Pulsed Radar With Two-Position PRF Stagger.

(PRI) will not change from pulse to pulse. When
this interval is staggered, the synchronous false
targets gernerated behind the aircraft maintain
their relative distance from the target aircraft and
thus appear at the same spot on the scope for each
transmitted pulse. However, the false targets that
appear in front of the target aircraft do change
their relative distance from the transmitted pulse
because the time between transmitted pulses can
vary on a pulse-to-pulse basis. This could enable
video integration techniques to distinguish the
false jamming signals from the target’s actual
radar echo.

Jittered PRF. Jittered PRF is similar to
staggered PRF but works differently since the
PRF varies randomly from pulse to pulse (figure
4-35). This “fix,” like staggered PRF, is used to
combat synchronous pulse jamming. The biggest
disadvantage of jittered PRF is that it cannot be
used in conjunction with moving target indicator
(MTI), a special receiver which eliminates ground

clutter and stationary targets from the radar’s
video output.

Common Receiver Fixes

A receiver’s function is to amplify a received
signal and then present it in some manner. In a
radar set, this means the target echo must be
stronger than atmospheric noise or a jamming
signal (figure 4-36). This is known as the S/N or
S/J ratio. If the target echo’s amplitude exceeds
that of a jamming signal, receiver gain reduction
may eliminate the jamming while retaining the
target. Gain reduction affects both target and
jamming equally. If the target echo’s amplitude
is less than or equal to that of the jamming,
reducing the receiver gain will result in loss of the
target at the same time or even before losing the
jamming signal. Other design features allow the
receiver to resolve target identification. When a
target echo is stronger than the jamming signal,
one of the following gain control techniques may
be employed:

,‘ 500 100 300 200
: USEC USEC USEC USEC

Figure 4-35. Pulsed Radar With Jittered PRF.
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Manual Gain Control (MGC). A receiver may
be saturated but still have a target echo stronger
than the jamming signal. In this case, a simple
'r‘éd'uction in the receiver’s gain may bring the

sar At Af catnratine Dath tha tncaat amd
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jamming are attenuated equally so the target echo
is still stronger than the jamming signal. The target
can now be displayed on a scope over the jamming
signal.

Instantaneous Automatic Gain Control
(IAGC). IAGC and other automatic gain control
{AGC) funciion in ihe same manner. The AGC
circuit samples the average noise level at the
output of the receiver and, hv rmcmo or lnwermp

the intermediate frcquency (IF) gam_of the
receiver, maintains a constant output. Most AGC
circuits operate too slowly in an ECM environ-
ment. The normal response time of an IAGC
circuit is several microseconds. In a noise or CW

2mannamnan o mammedaeman cm a e ALY e Py |
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reduce the nossibilitv of receiver caturation Retter
€ PC 1y receiver saturation, zeticr

choices for operation in a noise jamming envir-
onment are the log or Dicke Fox receivers, which

are discussed later.

Automatic Video Noise Leveling (AVNL)

A xrny A N~
AY

L is an AAGC sysiem used {0 mainiain a

ant noisc level at the uu\.yiu of the video
amphfiers of a radar receiver. AVNL varies the
gain of the video amplifier stages of the receiver
when the noise level increases or decreases.
AVNL, like AGC, is a relatively long time
constant circuit. It takes several milliseconds to
respond fully to input level changes Normally, the
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the radar and uses this level to determine the
required gain setting.

Moving Target Indicator (MTI). In a radar, it,
is often desirable to eliminate stationary targets
and display only moving targets. One way to
accomplish this in a pulsed radar is to display only
those targets that have a measurabie Doppier

ahife Thic ¢ankhe Len Averen na ARATT NATY vafarc
Silllit. 1 lllb \Ublllllquc lb ANIIUWIL QD 1Vl 11. 1vi 11 1VIRED

to a radar in which the nnnnler frpnn?nr‘v

(velocity) measurement is amblguous, but the
range measurement is unambiguous.

RADAR NOISE SOURCES

SOLAR RADIATION
COSMIC NOISE
ATMOSPHERIC RADIATION

)
& EXTERNAL NOISE SOURCES (NATURAL)

AATLIED DARNADC
WVITIRRN NAWVARY

ELECTRIC EQUIPMENT, ETC.

EXTERNAL NOISE SOURCES (MAN-MADE)

g
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@
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ANTENNA & WAVYE GUIDE NOISES
DUPLEXER (TR TUBE)
RECEIVER MIXER

LOCAL OSCILLATOR
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\
/ INTERNAL NOISE SOURCES
\

IF AMPLIFIER )

S _ SIGNAL POWER
N NOISE POWER

Figure 4-36. Sources of Radar Noise.
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/7 SATURATION

OUTPUT POWER -—3>

INPUT POWER ——»

Figure 4-37. Linear Receiver.

Fast Time Constant. The FTC technique is
used in a strong clutter or jamming environment
- A

~ temrsmmnra $neaat A an | ot |
to improve target detection. A typical FTC circuit
uses a time constant that is a little longer (perhaps

50 percent longer) than the transmitted radar
pulse. A normal target return passes through the
circuit with little or no distortion, whereas, a
longer pulse return, such as those from clutter or
iong pulse jamming, is reduced in iength.

For proper FTC action, the receiver must not
become saturated in the presence of strong clutter
or jamming signals. If saturation takes place in
the IF or video stages before the FTC circuit,
target data cannot be recovered by FTC action.
An IAGC circuit might be used to prevent
saturation, thereby, permitting FTC to function
properly; but if target aata is once lost, it cannot

A
l\/ atuvil, M~

use 1th FTC

Types of ECCM Receivers

Linear (Lin) Receiver. The primary receiver on
many radar sets is a linear (lin) receiver. A linear
receiver is like a radio receiver. That is, a signal
is amplified by successive stages of the receiver
(figure 4-37).

A strong jamming signal can easily cause
saturation in a linear receiver, and while satura-

Sdvies @il Al Q@ AV @&E ANARAVRED, QiU WALk SRl kI .

tion exists, all target mformatnon is lost.

Short, high amplitude signals can also interfere
with the processing of target data by causing
“ringing” of the tuned circuits in the receiver.

PR lacaanicm e nma awnmsmlag

SWEEp jamming aré cnampwa O
t
t

amplitude signals. Ring

oscillation of the tuned circuits after these high

83

amplitude signals have ended.

A MIT receiver is a modified linear receiver and
suffers from the same limitations as other linear
receivers: noise, saturauon and ringing.
TN annnivrnasmn Aiansrsona A Al~ss; maimisniza thaco
LUVl ICLClVCla um\.uaacu Ucluw IHRERLLLIRLC LEIOD

detrimental effects.

Logarithmic (Log) Receiver. The log receiver
has a logarithmic response to input signals. As
the input signal level increases, the gain of the
receiver decreases, Small sxgnals such as the radar

V. eammiia =L Al andsn
return Irom an airplane, receive high amplification
and | nals, such as jamming signals, receive

nplihcation. 1he sign ng c:
or dynamn range of the log receiver greater than
that of the lin (linear) or lin-log receivers (figure
4-38).
Lin-Log Receiver. This receiver combines the
advantages of the lin and the log receivers. The
epcra.io.. is linear for weak signals up to a certain

input signal level called the crossover point.
Signals above this level receive logarithmic
amplification. Thus, weak signals receive maxi-
mum amplification and large signals receive low
ampiiﬁcation The dynamic range of the iin-iog
receiver exceeds that of the linear receiver.
Loganthmnc and lin-log receivers prevent
receiver saturation except in the presence of

extremely high-powered jammin

“l°

Dicke-Fix Receiver. For ringing and noise, it
is necessary to process the IF in a different manner

TR RS

tnan by comroumg the gain. This is done wi

ix e
Dicke-Fix receiver contains a wideband
ampllﬁer a limiter, and a narrowband amplifier.
The interfering signal (jamming) is amplified, with

the target return, in the wideband amplifier. This
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i
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U

LINEAR
RECEIVER / —
)]

s )y A

e
y o

y/ TOG RECEIVER

OUTPUT POWER =meeaJp

INPUT POWER —————— 3

Figure 4-38. Comparison of Receiver Responses.
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amplifier is designed to reduce the effects of
ringine Nnca tha aignale ara amalifiad thas aea
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limited; that is, the noise and target returns are
held below a set amplitude. After the s g als are

amplified and hmlted, they are fed to a narrow-
band amplifier. This amplifier is tuned to the
center frequency of the return pulse. Random
noise frequencies thus receive less amplification in
‘lhc narrowband amplifier than the desired

The Dicl{p-F;x receiver is used to reduce the
Th ke-Fix receiv d to reduce the
effects of fast swept noise and narrow pulse

Additional Fixes

Side Lobe Cancellation (SLC). SLC is a
techmque tha mlmmxzes the effects of antenna
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Consequently, a Jammer of moderate power w1ll
introduce jamming through some of the side lobes
as well as the main lobe. Further, if a heavy
jamming environment is assumed, a situation ma
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receiver throughout 360 degrees. The radar set
cannot mscnmmate between energy bemg picked

Lhns foncan ammnmasr smin Lad seee Lo,

lobe is displayed on a
y the main lobe Slde Iobe 1ckup can
confuse the radar operator by: (1) makmg it
difficult, if not impossible, to locate the jammer
at its correct azimuth, and (2) permitting the
jammer to screen targets at other azimuths (figure
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4-35j).
A cide lohe cancellation svstem iuces a senarate
A S1GC 100¢ canceiiation sysiem uses a separaie
omnidirectional antenna and receiving system

g
antenna and receiving system.
As the term “s1de lobe cancellation” implies,
unwanted signal returns are eliminated by a
cancellation technique. The cancellation can be
done at the IF or the video ievei.

Ten smmmmdion thhn ~nlee Af tha Aancalenad QT M
In practice, ine gain O1 i€ COmMUINEa SLu
omnidirectional antenna nlug itg receiver ig
omnigirectiona: antenna pius its receiver 1s
adjusted to be slightly greater than the gain of

the combined main antenna’s highest side lobe
plus the main radar receiver (ﬁgurc 4-40). If a side
lobe receives a signal, the omnidirectional antenna
also detects the same signal, but at a greater
itant canceliation yieids

RADAR ANTENNA
DIATION/RECEPTION PATTERN

SCOPE
PRESENTATION

Figure 4-39. Side Lobe Jamming.



AFP 51-45 15 September 1987 85
MAIN BEAM
AND OMNI
PATTERN

PPI

SIDE-LOBE CANCELLATION
ON PPI SCOPE

Figure 4-40. SLC Block Antenna Patterns.

beam still receives signals at a higher gain than
the omnidirectional antenna, so these targets and
jamming from the azimuth of the main beam are
still displayed. But SLC can eliminate side lobe
jamming while possibly retaining targets picked
up by the main lobe (figure 4-41).

Side Lobe Blanking (SLB). SLB employs the
same basic principles as SLC, with_the exception
that SLB eliminates unwanted side lobe returns
by a blanking technique rather than the cancel-
lation method of SLC. When the blanker output
indicates side lobe jamming, a blanking is
generated that turns off the main receiver. While
the main receiver is blanked, there can be no
output of any kind. Thus SLB will cause the loss
of valid targets. If the jamming is of short
duration, such as pulse jamming, SLB may still
be effective because it blanks the main receiver
only for short time intervals, thus minimizing the
loss of valid target data to the SLB.

Pulse Width Discrimination (PWD). PWD is
a technique used to discriminate against received
pulses that do not have the same duration as the
radar transmitted pulse. Some PWD circuits
discriminate against all pulses that are either

shorter or longer than the transmitted pulse
duration, whereas, other PWD circuits discrim-
inate only against pulses that are longer than the
transmitted pulse.

PWD processes every radar signal via two
paths. One is the normal signal path through the
receiver. The other consists of circuits that
measure the duration of each signal pulse and
generate control signals to suppress those of
incorrect length.

PWD is used in eliminating the effects of pulse-
type interference when the interference pulses are
not the same length as the real radar pulses. Since
this circuit generates a blanking gate which shuts
off the receiver when a pulse of improper length
is sensed, loss of valid target data can result.

Detected Pulse Interference (DPI). DPI is a
technique similar in some respects to PWD, since
signals being received are processed through two
paths. One path carries the received radar signal
while the other path develops a control signal to
suppress or blank the undesired signals. In the
control signal generator, the signal is passed
through two channels. One channel includes a
delay equal to the radar’s PRT; the other channel
has no delay. The delayed and undelayed signals
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are compared for coincidence. Real targets will
have approximately the same range on successive

rn 1 +
returns, but nonsynchronous interference will not

If a pulse appears on one PRT but not
next, it is blanked. If a target appears at th
range on successive PRTs, it is considered real and
allowed to pass through. Returns that appear to
move appreciably in range during each PRT are
suppressed.

DPI is effective in ehmmatmg the effects of
nonsynchronous pulse jamming and inter

from adjacent radars.

the

Nonsynchronous Pulse Suppression (NSPS).
NSPS is an ECCM fix designed to counter

aNada L343 N AVA aaan Sigaiv vV wiivvi

nonsynchronous pulse jamming and interference
from adjacent radars. NSPS operates like a
reverse MTI. It continuously compares radar
video over successive range sweeps and blanks any

lock Diagram and Waveforms.

pulse that does not occur at approximately the
same range from sweep to sweep.

SUMMARY OF ECCM

To overcome the effects of E

______ sl £
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against particular types of ECM, and the use of
ECCM may degrade the ability of a radar by
limiting its range or reducing its sensitivity.
ECCM may or may not be effective in preventing
effective ECM from degrading communications
channels. Systcm degradatnons can be explmtcd

by penetrating forces to help them reach their

ECCM is not just a “fix” that is used by a
ground radar operator to reduce the effectlveness
of a penetrating aircraft’s ECM. It is an important



EW *“tool” used by those who wish to retain

friendly use of the EM spectrum and may be active

or passive. The effectiveness of ECCM in the

“move-countermove” strategy of EW d cpends not
iso th
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only upon the equipment but also the training of
tha Anaratare whn 1nca tha ananinmant Air (nr
[ 919 U}l\«lalUlD wiiv WOV LI \f\.lulylll\clll el \Ul
gro\_...d) vperators must know when EW is being

ingly to maintain control of the spectrum.
Operators must be aware of hostile ESM/SIGINT
capabilities when radiating EM energy in order
not to highlight themselves as to their intentions
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equipment is designed and developed for our
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continued use and control of the EM spectrum.
A good example of this is new secure voice and
jam-resistant radios in an aircraft. The control of
the entire spectrum comes into play here, not just
radar or commumcatlons rrequencres Advances
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as well as arrforl and engine design, will consxder
strongly the impact of EQO, the next section of this
chapter.

Historically, EW has been primarily concerned
with the RF portions of the EM spectrum.
Although exploitation of the EQ portion of the
spectrum has been neglected in the past, both the
US and foreign powers are now highly concerned

with EO and its potential mthtary apphcatlons

deals with EM radiatlon but at h frequen-
cies. EO applications parallel RF applications,
such as search and acquisition systems, warning
systems, communication systems, and missile
guraance systems Our eyes sometimes aided by

spectrum. More recently, these frequencies have
been used for television and night viewing.
Exploitation of UV frequencies is limited because
atmospheric ozone absorbs nearly all of the UV

portion of the specrrum However, the potential
far TD use H
1Vl 1IN

7
S

The existence of IR has been known for over
100 years, and the investigation of this particular
phenomenon has followed closely that of micro-
waves. Practical applications of IR radi atron nrst
aitracied military inieresi during
is period, the US and Gre
e
Scope and IR commumcations svstems However.
the major Allied interest was radar development,
and IR development lagged far behind. The
Germans, however, attacked the IR problem with
an aggressive development program. Their efforts

during WW 11 produceo the first IR nommg

A} ¥R

o

ogy is moving into such areas as weapons guidance
and fusing, reconnaissance and intelligence
collection, aircraft defense, fire control, commun-
ications, and missiie warning systems.

PRINCIPLES OF IR RADIATION

The frequency of IR radiation extends from
approximately 300 thousand to 400 million
megahertz. In the frequency spectrum, IR falls
between the upper limit of microwaves and the
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wavelength to 1dent1fy th IR ortio f the EM
spectrum. This permits use of small numbers. The
wavelength of the highest frequency IR is 0.72 x
10“ meters. A unrt ol measurement called the
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to 0.39 microns (ﬁgure 4-42).

Because of its location in the frequency
spectrum, IR radiation exhibits some of the
cnaractenstrcs of mlcrowaves and some of the
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mirrors.
Warm objects emit IR radiation, and the

temperature of the object dictates the character-

istics of the radiation. As the temperature of the

materials increases, the overall bandwidth of the
radiation and the radiant “intensity” increases.
T tha mnaal
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Figure 4-dZ. The Opticai Spectrum.

energy intensity shifts to shorter and shorter
waveiengths The object‘s efﬁciency as an energy
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Attenuation of IR Radiation

As with all EM radiation, optical radiation
intensity diminishes inversely as the square of the
distance between the source and the receiver. In
addition, the atmospnere furiher reduces th

-y £ wndine 1% ank H
amount of radiation that reaches the receiver
because all wavelengths are not transmitted

through the atmosphere with equal efficiency. As
the energy travels through the atmosphere, certain
frequencies are absorbed or scattered.

Water vapor in the atmosphere is the greatest
attenuator of IR radiation and varies as the
weather conditions vary, with neglnglble absorp-
tlon at altitudes abovc JU 000 feei. Nex

=
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w o

centage ef CQ;z in the ]
d on the weather; it is practically
p to a height of about 30 miles. Carbon
dioxide absorpuon is predictable and occurs only
in the IR region.

Another form of radiation attenuation is

scattenng, wmcn is caused by dust particies and

scattering occurs at lower altitudes and at the
shorter wavelengths. Other atmospheric elements
cause little or no attenuation of IR energy. Figure
4-43 1llustrates atmosphenc transmxssxon at sea
level.

IR DATA CHART

Figure 4-44 is a tabulation of data on the IR
spectrum, IR sources, and materiais for IR

cqulpmcm..

The chart is constructed on a logarithmic scale
of the wavelength for the IR spectrum and is
divided into the near, intermediate, far, and very
far IR regions. The first major block down
illustrates the relation of temperature to the
wavelength at which peak radiation occurs.

Shaded sections on the chan‘ indicate where the
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of atmosphenc attenuation according to IR
wavelength shown at top of chart. This scale
1dermﬁes the wmdows of little or no attenuation
h the energy may be transmmea for
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lists materials available for detectors and the
wavelengths to which they will respond. The
fourth and last block lists materials and the
wavelength at which they will pass or block IR
energy. Such information is used to design systems
for detecting specific wavelengths of IR energy.

LIGHT AMPLIFICATION BY STIMULATED
EMISSION OF RADIATION (LASER)

A laser is a device that produces a very intense
beam of light which contains radiation in a very

narrow konr‘\uu‘th ' asers rhnrncnn' the fulﬁ"=
iiail UVailu wiut VPIVOVILL LRIV RURRALE

ment of a long-time technological goal—that of
developing a light beam intense enough to burn
through any material. Because the laser beam
travels at the speed of light and has such awesome
power, the potential for a “death ray” type weapon
exists. Even so, lasers have many other military

nemeliant: aea

appiications.

Laser Principles. Ordinary light contains
literally billions of frequencies traveling in a
random direction with arbitrary phase relation-
ships and varied amplitudes. This composite
compiex is called incoherent radiation.

LdSCI' llgﬂl, on ll'lC omcr ﬂdIl(l, iS an ifliel‘lse
monochromatic, highly directional, and coherent
beam. It is considered monochromatic because its
frequency bandwidth is so narrow.

Figure 4-45 shows a basic laser’s construction.
The pumping process excites the laser material
causing it to radiate photons of light at its natural
specirai waveiength. These photons of iight

hAanimaas haonly namd facth hatwuraan tha miec~es
UUUIIVLC vValAh allu lUll.ll uLiweilil lllU llllllUlb,
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passing repeatedly through the active laser
material, causing further emissions with each pass.
The optical waves quickly build up into a coherent
and monochromatic laser oscillation at an optical
frequency.

There are a variety of laser materials and
nummnn processes rgnmnn from ruhv crvetalq
which are optically pumped, to semlconductor
diodes and certain gases which are electrically
excited. Each laser substance emits one or more
unique spectral lines (wavelengths). These emis-
sions are coherent (aii waves are in phase) and
monochromatic (all waves are of the same

waveleneth). Because all the waves are ccherent
aveienging. a 1ne ¢ confremt

and monochromatic, there is no interference
caused by the waves disturbing each other. The
waves also travel in the same direction in a tight,
collimated beam with little spreading. Since it does
not spread and since its waves are in phase, the
laser’s light is very intense (high energy density)

and drnae nat Aiminich 1n heichtnace ae 1t lanvac
ailuy uUuULwd iiuvtL uuuuuou 113 uusuuu.aa ad 1t 1Ivavud
the laser. The major cause of spreading is due to
atmospheric dispersion.

Laser Applications. Perhaps the best known
military use of lasers is as a laser designator (LD)
for laser guided weapons. In this application, a
laser beam is pointed at the target which then
reflects the laser light. A laser seeker mounted on
the nose of the bomb detects the reflected energy
and sends error signals to guide the weapon to
the laser-designated target. The great accuracy of
this method enables a few strike aircraft to destroy
a target which previously required many aircraft
to ensure destruction.
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Figure 4-43. Atmospheric Transmission.
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finder device. As with radar, the distance to an
object is determined by the time required for a
light pulse to reach and return from a target. The
narrowness of the laser beam permits sharp

racnlitinm Af tarnate
iAvoviuuvii vi lﬂls\rlb.

Laser beams can also be used for communica-
tions. Lasers can be modulated in a number of
ways to encode very complex signals; the beam
is then transmitted, detected, and demodulated to
recover the information. Due to the narrow
beamwidth, this type of communication is very
secure since a receiver must be on-axis to detect
the laser. In high optical
frequencies, one laser beam can carry as much
information as all existing radio channels.
However, since laser beams are very highly
attenuated by rain, fog, or snow, laser commun-
ication on the earth’s surface is not yet entirely
reliable. ‘

theorv., due to the
tagory,

ACTIVE AND PASSIVE OPTICAL SYSTEMS

An active system employs an artificial source
of energy to illuminate the target. The reflected
or reradia‘tcd energy is then collected by the

o matera P

. A major disadvantage of this
system is that 1t employs a powerful source of
radiation which can itself be detected. Examples
of active systems are searchlights, IR commun-
ications systems, laser ranger finders, headlights,
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and snooper scopes. One other important example
is forward-looking infrared (FLIR) systems which
enable the user to view night scenes clearly. A
passive system detecis only the energy which is

natneally amittad fernm tha taraat
uau.uau_y VILLILLOVAL 11 VLD MG talsbt.

of a passive system is that its use cannot be
detected since it emits no radiation of its own and,
therefore, countermeasures are difficult to employ.
Some examples of passive systems are binoculars,
cameras, IR homing systems, and low-light-level
television (which basically amplifies existing light).

a adunntnoaa
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OPTICAL EQUIPMENT

Before discussing specific types of equipment,
the components of a typical system will be
explained. Differences between various systems
appear because each system, active or passive is
tailored tc do a Spelinic Juu, _;um as in radar
equipment. The design of an optical system must
consider the target radiation characteristics, the
operating environment, and the type of display
required. The major components of a system are
the optics, a detector, a signal processor, and a
display unit. These are shown in a simple
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System Optics. The optical componen

system performs basically the same functlo n as the
antenna of a radar. It collects the radiation fro
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the target and focuses it on the detector. Second,
it has the function of keeping out or limiting
unwanted radlauon' that is, it 1mproves the
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anrbome IR eqmpmem, an additional optical
component (IR dome) is employed to protect the
system from heating and wind blast. While
protecting the system from its immediate envir-

onment, the dome must also transmit the desired
IR radiation with minimum reflection or distor-

tion and filter unwanted Us
dome shape is hemispherical and may be cooled
to prevent it from emitting IR radiation.

To provide the greatest possibility of intercept-

ing optical radlatlon from a target, the receiver
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may not be able to (_lntinm“lisbyg t
other sources of radiation. A scanning mechanism
may be incorporated to provide both field of view
and target discrimination. Scanning the optical
system achieves the same results as scanning a
radar amenna——mcreased area coverage better

e target fro
ge o

One type is a ﬁxed optxcal system with a fixed
field of view. Thls system provides indications of
relative energy intensities and is most suited to
warning receivers. If more than one fixed opticai
system is employed eacn with a specmc area of
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a moving lens or
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mirror which focuses the energy from a small field
of view on the detector. This lens can have an

scan pattern depending on the function of the

l‘CCClVCl‘—Splral or raster for searcmng large areas,

+ L. A third ¢
t tracking. third type of scann

ey
m, used ip IR homing missiles emp

--------- S, I
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Just before the IR radiation reaches the detector.
The reticle is a thin plate of optical material which
has a transparent and opaque pattern on it. As
the reticle is rotated, the IR energy is chopped

at a rate determined Dy the reticie pattern. This

Adiinac arrar ciognale whan tha target

systemi proquces errofr signais wneén ind target
tly centered in the field of view. Figu
4-47 is an example of a reticle pattern that can
provide both azimuth and elevation information.
If the IR source is located in the upper half of
the pattern, the IR intensity on the detector is
constant as the reticle rotates. As the pie-shaped
haif of the disc rotates over tne target t‘ne iR
eéneigy is pulsed and t
is an indication of relativ V
the target moves to the nght or left the pulsmg
starts and stops at different times, indicating target
azimuth.
The optical-electomagnetic system is another
technique used in many IR applications. This
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system produces a direct picture to the operator
Motna Aavica salla n imaoca_snnuerter tn
BC-CONVIILT ¢

a
much the same way t hatatelevxsm tube converts
microwaves into a picture. This is the optical
system found in such devices as night vision
goggles, personnel detectors, and IR binoculars.

RETICIE

At 1L SR

CHOPPER

OUTPUTS

8 INDICATORS
® TRANSDUCERS

1 OPTICAL ANTENNA

Figure 4-46. Schematic of Optical System.
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Figure 4-47. Reticle Pattern.

example, the human eye is receptive only to visual
wavelengths while television tubes are often
sensitive to visible and a small portion of the IR.
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sensitive in the Middle and Far IR regions must
be cooled to achieve maximum efficiency. In fact,
many IR systems in use today have detectors
cooled to the temperature of liquid nitrogen, 77°

Keivin. Therefore, a cryogenic sysiem is inciuded
aec na nf the hardware Af manv T cuctame
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energy entering the receiver. This unwanted IR
energy produces detector reactions similar to that
produced by target sources. Thus, IR systems have
noise probiems which cause the same difficuities

rae main o1 hlame The fircet ic tarast
AR VW lll“JV ARV VAVALID. A AXV  AXAOV MO sar
background noise. For example, an IR system for
detecting aircraft jet engines must do so against

a background of the sun, clouds, or the earth’s
surface. This kind of noise can be greatly reduced
by wavelength and spatial discrimination. The

Signal Processing and Display. The output
from the detector is very weak and must be
amplified before it can be displayed. The output
signal is usually modulated so that conventional
electronic amplifiers can be used. This modulation
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or electronic.

The display of the amplified and processed
signal can be aural, visual, photographic, or
electrical, depending on the specific function of
he IR o signal
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displays the target visually. IR came
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I ras used in
reconnaissance provide photographic displays of
IR radiation.
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target detection and acquisi

normally used with radar
weapon system capability.

The optical system not only gives the weapon
system an additional dimension, but also enhances
the potential of the radar mode. Most iong range
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field of view limits a system’s usefulness as a
detection or acquistion device; it normally requires
cuing from some external source. This cuing
source is normally radar and is one of the primary
reasons these two systems have been mated. If
ECM, such as jamming or chaff, are successful
in degrading the radar’s ability to engage a hostile
axrcraft the operator need only sw:tch modes or
operation and track the intruder optically.
Furthermore, the capability of most present
generation radars is degraded as the tracking angle
between the antenna and ground gets smallier.
Ground clutter increases the number of targets on
the radar operator’s scope, creating confusion.
Moving target indicators and other similar circuits
have been developed to overcome this deficiency,

but they are not totally effective. As the radat
presentation deteriorates because of low tracking
angles, the optical system operator can assume the
tracking duties. This dual capability gives the
weapon system greater flexibility and severely
complicates the EW officer’s problem, as both the
radar and optical threats must be countered
simultaneously.

Most of the EQ sensors discussed in this chapter
have been in existence for many years. Only in
the last decade, however, have most of these

systems been technology exploited for use as

AFP 51-45 15 September 1987

target detection and tracking systems. Engineers
have successfully integrated the standard televi-
sion (TV) system with a radar tracking system.
A TV camera modified with either a zoom-type
or individual long and close range lens is
physically mounted to the radar antenna assembly
(figure 4-48). The azimuth and elevation inputs
from the TV camera and the radar are routed to
a common computer which processes the data and
computes the firing solution. Because the TV
camera and radar antenna are comounted, the
antenna positioning inputs are the same regardless
of which system is actively tracking. This common
reference also facilitates the cuing function
necessary to effectively employ a TV system. The
standard TV system is limited to daylight only
operations because of its physical properties.

Low-light-level image intensification devices
have been developed to aid in tracking and
detection during the hours of darkness. Low-light-
level TV is one of the image intensifier systems
actively used in the military community. Its
integration is very similar to that described in the
TV discussion (figurc 4-48). The perfection of low-
light-level TV gives a weapon system an excellent
mght optical capabxhty

Imaging IR systems are also being rapidly
perfected as an instrument of modern warfare.

-~

- . N
\
SENSOR
WEAPON TARGET
FIRE E-O SYSTEM > COMPUTER |€ TRACKING
CONTROL RADAR

MANUAL

TRACK
STICK
SENSOR
MONITOR 190900

Figure 4-48. Typical Integrated System.
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Figure 4-49. Typical Infrared Warning System.

This system differs from TV in that imaging IR
senses dmerentxal raalauon whiie TV dispiays

nut narform a Tv ew
VUl puiiviil & 1V Syo

capability to operate in any hght condmons.
The systems thus far discussed have been
presented as being integrated with a radar system.
It should be understood that these systems are
fully capable of independent operation, and their
application need not be limited to use with radar.

However, an in
r

Advancements in laser technology have made
possible the development of laser ranging systems.
These systems are capable of measuring ranges to
a very exacting degree. The integration of an EO

syStem wiith a laser range finder creaies a very
precise tracking system.
Pure optics is the last system to be discussed.

Simply, the operator uses standard field glasses,
binoculars, or telescopes. The optical device is
physically mounted to the tracking system’s
antenna assembly and functions in the same way
as the the other sensors. It too is restricted, for
it must have rangmg information from an exrernar

ELECTRO-OPTICAL COUNTERMEASURES

(EOCM)
The increasing use of EO systems for target
m.quis.tlc. /f-re control and weapons guidaﬁce has

measures are generally characterized as opttcal or
IR. Within each band, countermeasures are
employed against the anticipated threat to make

or to hide the target from the threat system,
(obscuration), or to reduce the threat system’s

MODULATED LIGHT AS AN ELECTRO-
OPTICAL/COUNTERMEASURES

Modulated light is a countiermeasure that
degrades the tracking efficiency of a threat weapon
system employing either optical or EQ tracking.
The primary difference between modulated light
and flash blinding is that instead of directly
obscuring the target, modulated light induces
tracking errors which cause the threat weapon to
mtss its target If the threat system uses optics,
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RWS) is to detect and 1dent1fv IR threats that
mclude hostlle aircraft, AAMs and SAMs.
Alerted, the aircrew member can initiate the
proper IRCM actions. IRWS began in the mid-
1950’s, and basic investigations attempted to
determine when IR flares shouid be iaunched to
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aircraft axis, receiver reamrements are demand-
ing. Receiver systems use either a search-track or
a fixed field-of-view optical system to capture and
focus the threat missiles on an IR detector. A
typrcal IRWS block dlagram is shown m ﬁgure

a anm a

4-49. The aetector convert
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istics of the detector out uts. Th
displays and outputs provnde the necessary
information to the aircrew member for the
appropriate IRCM responses.

The performance requlrernents for the IRWS
vary for each type of atrcrau When designing an
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TRWGE tha fallowiao
IRWS, the following factors must be considered:
the basic use of the ocutput of the system, the types

of threats to be detected for all of the missions
the aircraft will perform, what the information on
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each threat will be used for, how fast the
mlormatron must be obtained in order to be
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be performed y tbe aircra_t The maneuve abrlity

of an aircraft e
design elements and also pmpomts the most
serious problem—high false alarm rates. The
constantly changing contrast between the IR
threat and the t‘hreat‘s 'background makes a h'gh
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defeat or dezrade an IR threat IRCMs are
specifically designed to reduce target radiation,
affect the target homing ability of the IR seeker,
or affect the target discrimination ability.
The most obvious means of countering an IR
threat is to reduce tne intensiiy of target radiation
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primary IR source, with th st emissions to
the rear. For supersonic arrcraft , the aircraft skin
may also become a significant IR source due to
aerodynamic heating, though the engines will still
be the major source in the rear aspect. Addition-
auy, anerourner operation is usuaily requrrea xor

teliipelia !

standpomt of operatmg efﬁcrency Reducing
supersonic aircraft speed would normally degrade
the tactical capability. Directly reducing the
radiation level is possible by not operating
afterburners, but again the tactical considerations
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a shield between the radiation source and possi l
threat detectors. This can be done directly
ground equipment by placing the exhaust pipe and
muffler of a vehicle on the underside, or indirectly
by erecting a mound of soil or sandbags around

and artulery emplacement On an alrcran

o
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avhancte ar neina a hunace_tune enoine Increacing
CXNAUSIS Or Using a oypass-lype enging, increasing
the size of the cgndens tion trail of the aircraft

1
attenuates the IR radiation of the tailpipe as much
as 50 percent. Unfortunately, the major portion
of the IR radiation comes from the exhaust plume
when afterburner is used, and this radiation is very
difficult to shield.
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technique may decrease the IR detectability of the
aircraft, it will most certamly increase its visual

’
detectability in clear air and should be used with
avtrama rantinn
wVAllVviLIIV VvaullvVil,
Because IR radiation is EM, it ca

with techniques similar to those used to counter
radar. Jamming system designs incorporate both
masking and angular deception techniques.
Flares have been developed to counter both IR
homing missiles and IR tracking systems. When

,,,,, o

a penetrator (]CICCIS an IR auacx, lares are CJCCI.CO

urce gr that ated -
engines. As the burmnz ﬂare drops down an
away from the aircraft, it presents a more inviting
target to either the IR receiver on the interceptor
aircraft or the IR seeker in an attacking missile.
When used properly, flares cause the IR threat
to track the lalsc target enabling the target
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chapter, atmospheric water vapor attenuates IR
radiation; therefore, clouds or fog can reduce the
radiation level below that required for seeker lock-
on. The water vapor in the aetcctlon pam wm

Another IRCM uses a powerful IR source, such
as a lamp, that can be installed on the tail of the
aircraft. By blinking this lamp on and off at the
proper rate, an IR homing missile can be deceived
in much the same way that a radar can be angle
decexved The aavantage of this type of IRCM is

mo

t be able to evade the IR seeke
ﬁel of view, or it may maneuver so as to place
the missile IR detector’s view into the sun. If the
latter maneuver is successful, the missile’s IR
seeker will not be able to separate the aircraft

radiation from the background radiation and does
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not know where the target is located. Maneuvering
also would ...cl.:de the ability of the aircraft to
use terrain masking to screen itself from the seeker

field of view.

OPTICAL COUNTERMEASURES (OCM)
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countermeasure tec mque is tanlored to and
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directed at the electronic hardware. Because
optical systems are passive (that is, they receive
only and do not radiate), their presence is
extremely difficult to detect. Additionally, if
aircrew members are successful in detecting the
tracking device, they have very little informaion
on which to evaluate the effectiveness of the
countermeasure. For example, when aircrew
members employ jamming techniques to counter
a radar threat, the monitoring of the aircraft
receiver may indicate the effectiveness of the
jamming. Such feedback information is rarely
available when confronted with an optical threat.
However, like every piece of hardware, EO has
weaknesses that are exploitable. The following
countermeasure techniques take advantage of
these factors.

EO systems are dependent on clear visual
conditions for optimum performance. They all
exhibit a very limited capability to see through
clouds, rain, smoke, haze, or other similar
atmospheric conditions. Natural factors such as
these are classified as obscuration countermea-
sures. Terrain masking is also included in this
category. Smoke bombs have been successfully
employed at low altitudes to screen aircraft. Any
technique that successfully denies an optical
system a look at the target aircraft is an effective
countermeasure. Natural factors such as these
should be employed at every available
opportunity.

Camouflage countermeasure techniques have
been employed by military forces for many years.
Aircraft are normally camouflaged with various
paint schemes; the colors and patterns are
dependent on such factors as background, aircraft
flight altitude, and type of threat expected.
Camouflage techniques are designed to prevent
target acquisition and generally are of little value
once the aircraft is being tracked. Because most
of the factors considered in a camouflage design
are variable, it is difficult to maintain the optimum
paint scheme for sustained day-to-day operations.

Some EO devices are light sensitive. An aircraft-
mounted high intensity lamp may be able to
permanently damage component parts of these
systems by overloading the circuitry. Some low-
light-level TVs are particularly susceptible to this
technique. Flashing lights may also destroy the
quality of a TV picture.

Tactical maneuvering can also be an effective
OCM. The aircraft may be able to evade the
optic’s field of view, maneuver into some natural
phenomena, such as a cloud, or duck behind a
hill to take advantage of terrain masking.
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Human factors are also subject to exploitation.
For example, the human eye is not able to look
directly into the sun. In a daytime environment,
the aircraft should select an attack heading that
places the sun in the aircraft’s 6 o’clock position
during the most vulnerable phases of the mission.

As laser technology advances, so does the
potential countermeasure technology. The follow-
ing are all possible laser countermeasures:
absorptive filters, ablative coatings to protect
aircraft and missiles against high-power laser
weapons, broadband optical noise source to
disrupt laser communications systems, missiles
that can home on laser beams to destroy the
transmitter, absorptive and nonreflective coatings
to reduce the optical backscatter of illuminated
targets, laser repeaters and other types of jammers,
optical decoys, optical chaff, and atmospheric
seeding with substances that can absorb laser
energy and cause atmospheric blooming.

SUMMARY OF ELECTRO-OPTICS (EO)

The introduction of sophisticated warfighting
systems which include EO tracking capabilities has
dictated the expansion of OCM equipment and
techniques. The primary problem associated with
EO operations is the inability to determine when
a threat exists even though several techniques are
available to counter the threat. If aircraft attrition
rates are to be maintained within acceptable limits,
all available OCM should be employed when
aircraft penetrate a hostile environment.

ELECTRONIC WARFARE INTEGRATED
REPROGRAMMING (EWIR)

As you have noted, EW is expanding by leaps
and bounds. New threat systems and countermea-
sures against those systems are being developed
at a rapid rate. To improve the response time to
threat changes and reduce the cost involved in
developing countermeasures, the use of computer
systems with reprogrammable capability are being
built into the EW avionics systems of today.

In this section, you will be introduced to the
conceptual framework of EWIR. You will learn
the objectives of EWIR and what is required to
support this extremely important concept that
supports EW,

The intent of EWIR is to rapidly reprogram our
EW systems in response to threat changes and to
provide the operational commander with EW



systems that will effectively counter the threat.
Sinoe 1970, the Soviets have placed more than
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discovered. “The threat is continually being
improved in parametric agility and processing
techniques that are extremely difficult to jam. As
a result, the development of computer-based
systems started in the early 1970’ with the AN/
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was made to provide support for this system and
other similar systems. The intitial support request
was denied at the Air Staff level because no
intelligence support was identified in the concept.

It was not untii 1977 that the concept was
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and a data base.

Inteliigence Flow

A threat change, which includes new threats and
parametric characteristics changes in old threats,
to include ECCM, is one aspect of these intelli-
gence probiems. The time lag from when the new
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which the new threat or change becomes opera-
tional until a change in our systems is made is
another aspect of these intelligence problems.
In 1975, Air Force Intelligence (AF/IN) did an
intitiai survey of Air Force users to find out what
was nceded to s

efforts. From thi

ments were developed:
(1) A single manager for the data.
(2) Reported data—ELINT.
(3) Assessed data—projections made by
Scientific and Technological (S&T) centers as to

how eqmpment operates.
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(5) Unique formatting—to allow use of data
as required.

To obtain the intelligence needed, the Air Force
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hae to go to other agencies for help. These agencies

i) ense Inteliigence Agency (DIA). DIA
has overall responsibility for the production of
QAT intallicance NIA tacl. anh caruvinale Q0T
W A AMNVALEBVIIWVY. ASELM 1 DI VIWW DO UC

followmg S&T centers

(a) Army S&T — does analysns on all
SAM and AAA systems through the Missile
intelligence Agency (MIA) and Foreign Science

(c) Air Force S&T — does analysis on all

Al and EW/acq systems through the Foreign
Technology Dlvrsron (F'I‘D)

ate S&T center; however
oval from DIA must
obtained. Once pernussnon is granted, SIGINT
transfer to the S&T can occur. Figure 4-50
displays the “big picture” of agency interaction.

tasked FTD to be he overall manager fo

“data base” and to begin analysis of Al and
EW/acq radars. Next, the Air Force requested the
DIA to support the Air Force EW data base. DIA
obtained support from the S&T centers and

Figure 4-50. Intelligence Agency Interaction.
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requested NSA to supply SIGINT information.
Finally, Air Force Plans and Operations (AF/XO0)
requested the Air Force Eiectronic Warfare Center

intel]rgcncc information for the users, which are
primarily SAC, TAC, and the R&D community.

Air Force Logistics Command (AFLC)

In early 1974, the Air Staff established a policy-
making AFLC, responsible for all reprogramm-
able airborne EW systems.

In 1975, a program management directive w was

sl

issued to CSIaDl sh the operauon of the ElCle

L 1 S SN

_ente

s the primary su ort facrht / for all present and
future airborne EW reprogrammable systems. The
EWAISF is a facility containing complex, special,
and general purpose equipment. It houses the

operationai 1ogistics technicai and management

________ £ 212

EWIR and EWAISF Concept

With the intellicence flow identified, the data

With the intelligence flow identified, the dat
base established, and AFLC support requirements
established, the Air Force published its Electronic
Warfare Integrated Reprogramming Concept
(EWIRC) in 1977. The EWIRC, implemented in
AFR 55-90, July 1982, describes interfaces and

information exchanges between appropriate

agen 1Cies.
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A dynamic threat environment conjoined with
changing technology necessitates the EW systems
to undergo both perrodxc and emergency changes.

The EWIRC, pnmaruy mrougn the EWAISF

(AWD AT Y wmenwidaas £ Abacoas 1o .
WAL lUVlUCB 101 l.!llb cnange in ain
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submitted statements of operational need (SON)
requesting this capability. The idea is to give each
MAJCOM the capability to reprogram, thus
allowing the operational commands to use it
where necessary.

Tha DWTID a o tene =t o v
ANC owinmwail

i a
for EW, As defense networks become more
complex and offensive systems more demandmn.
the necessity to reprogram weapons as they enter

a combat area will become mandatory.

Joint Electronic Warfare Center (JEWC

]
%
Qt- [

hensive analytrcal support to the EW aspects of
military operations and EW technical assistance
to the Secretary of Defense, JCS, military services,
verified and spccmed commands, and other DOD

agencies. All of the support is provided ° upcm
request.” Respresentatives from the NSA and DIA
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Chapter §

SEAD

This chapter describes SEAD, the third com-
ponent of EC. SEAD is that activity which
neutralizes, destroys, or temporarily degrades
enemy air defense systems in a specific area

Lok \ ¥

tnrougn pnysncal attack and (Ol') EW, thus

nim Amamatinma ¢~ ha aranaccafizlle Ane

cuuuuus all Upslativid U Ut duliediully vuirs

ducted. Joint-SEAD (J-SEAD) operations
employ both Army and Air Force assets to
suppress those enemy surface-to-air defenses
which influence the tactical air-land battle.

Due to the proliferation of enemy air defense
systems, the ability to rely on one element of EC

lOl‘ successfui mnssmn accompllsnment does not

gathering/support systems (such as early warning,
GCl, acquisition, and HFRs), and associated Cs
links. A well-planned and effectively coordinated
use of self-protection techniques, destructive
suppression options, and dedicated EW support

assets must be mtegratea into aii mission scena-

me Thaoa acames:te akilite:, ¢n ccmwmle. DOAMNRL 2o

rios. The enemy’s ability to apply ECCM tech-
nigues to its air defense svstems makes self-
ll‘l“ve’ W A% a4 Wwiwviivow I,J JebWwilig ALASA MWD PWwAl

prote tion jamming and ot e: EW techniques less

become an important option when attempting to
suppress (either permanently or for a specified
time period) certain vital components or links of
the enemy’s axr defense systems.

The rest of this chapter discusses the destruction
of enemy air defense systems. Destruction can be
accompiished by a wide variety of ground-based
ana anroorne aeuvery systems, such as rockets,

...... .«l.......

S, aircraf|

nend ot

~4illa
ucry.

vaned elemems of the enemys Imegrated All’
Defense Systems (IADS). Our past practice was
to concentrate the destructive elements on the
threat radars. Previous conflicts, such as Arab-
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HFR), C® radio links, passive detection systems,
and associated weapon systems (whether they are
radar, EO, or visually guided).

Both the Army and Air Force have unique
suppression capabilities which, when coordinated,
resuit in a program known as the J-SEAD. Army
and Air Force systems are integrated to suppress

anamu enrfana ta_aier dafancas Dacnancihilitian fae

Ciivilly sullavv=iv-ail UFICIIDGD RNOUPUIINMUILLIWLD 11Ul
suppression are determined based on system
capabilities, threat, and mission objectives. The
Army conducts J-SEAD operations primarily
near the forward line of troops (FLOT). The Air
Force J-SEAD operations increase with distance
beyond the FLO’T to compensate for the decrease

rmvu for SFAD aneratinne Fao carvice hae
Army for SEAD operations. Each service has
different types of systems it can employ. The first

i L2y i ’r".l

type includes airborne destructive resources
ranging from small, relatively inexpensive drones
to complex combinations of airborne and ground-
based systems.

capability to home on and destroy RF emitters,
the drone would force the enemy operator to limit
or shut down its operation. The threat of this
possibility may cause confusion and force the
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This self-contained system uses the APR-38
wideband receiver in conjunction with a radar
bombing and navigation system. It is capable of
delivering a wide variety of ora’nance inciuding

(figure 5-2).

The AGM-45 (SHRIKE) and AGM-88
(HARM) are two ARMs used for the suppression
and destruction of enemy air defenses Both
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Figure 5-1. J-SEAD Suppression Capabilities and Responsibilities.
velocities than its predeccsser. capability for this system relies on two options:
The Army has prim res onsibilitv for standoff wea apons or direct attack ai: raft. In the

fire. The Air Force has secondary responsibility.
The Air Force has primary responsibility for
J-SEAD beyond the limits of Army indirect fire
(cannon and rockets) capaoumes

MTha finad $rarn csrobacme Aememnc o 117312 YXfanoal
111IC 111530 LWU DdYdSLUILID, u VI ullu YWiiu vwoasvl
aircraft are hacicall elf-cufficient auce thev
aircrall, arc¢ otasically s€i-sullicient oecause 1acy

bemg developed are consnderably more complex.
They require both ground-based and airborne
equipment These systems provide the tactical Air
Force with an ali-weather, day/night, near-reai-

diammn itsmbamontad tnnmnt lanntinme nmd cteilbba anmak:l
Umc el atcu tai et 10Cation ana Siurike bapuUU'
itv. The snecialized eguinment aboard highlv
y. :D¢ specianzec cquipment asearc nigmy
instrumented aircraft detects electronic emissions

from enemy air defense radars and relays that data
to a ground-based processing and control center.
The center analyzes the data and correlates it with
inputs from other aircraft to identify and pinpoint
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aircraft to a standoff launch point and then guides
the selected weapon to the target. In the direct
attack optwn, the control center gmdes specxally

equipped aircraft to the target and teiis it when
4 walacnan 168 Asnmdoraman Thic cwotacm alan hao tha
1O rdicasc I8 oranancc. i1nis Sysieiil abdv 11 e
canabilitv to attack nonemitting taroete that have
capability to attack nonemitting targets that have
been precisely located through other means such
as photogrammetric targeting techniques (figure
5-3).

In addition to these systems, which are specif-
ically designed to destroy radiating targets, other
systems can be used to suppress and destroy

mone MNedanmna Aallcoaca A Lo
o3y, vidluaive ucuvctcu vy

4 A-10 F-IA or F-111

“waivi ey y 43TAV, A TaAV A“aza

missiles could als

against the enemy air

40

be targeted specxﬁc

defense networks.
Another system for consideration within the

Army‘s SEAD role is its attack helicopters. The

COplCl‘S would b employea cither as maneuver

a ba mem mmemale alacracmts tem Almans
CICILICIIL Ul Jvllivatl suppuu CICIOCOS In air (4
sunport of ground maneuver units. Attack
pport of greoung maneuver units, Attack
elicopters are armed with a turret-mounted or
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aimable gun system or stowed weapons, such as
precision guided missiles, forward firing guns, and
ungulaea rockets on wing store stations or “hard

.....

pUllllb

A final consideration for airborne resources is
AIMs, such as Sparrow (AIM-7), Sidewinder
(AIM-9), or Phoenix. These systems, with tactical
aircraft, would be used against enemy Als, an
integral part of their defense systems.

The second type of systems for J-SEAD are
ground-based systems. This type mcludes can-

rlrata nd cilac whinh ha 11aad
nons, roCkLes, andg missis wniln nuslu UV udvu

in SEAD roles. At present, the most nrpvalont

artillery cannon is the 155 mm howitzer, which
provides all artillery direct support fire. The 8-
inch (203 mm) howitzer presently provides general
fire support. New howitzers with extended range
capabiiity and a high volume of fire (burst) are
being developed. In a SEAD role, these systems
would be limited to targets in close proximity to
the forward edge of the battle area (FEBA). The
current projectiles are the high explosive (HE)
unitary round, the DP-ICM (with the M42
shaped-charge submunition), the rocket-assisted
projectile (RAP), and the smoke round. Some
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projectiles still under development are the
Copperhcad Cannon Launched Guided Projectile
(CLGP), used for precise aitack systcms and the

atnemAdaed cem b [y | -

standard 8-inch Dl"lClVl to be used with a
dpvelnnmpntnl R-inch cannon. The (‘nnmrhnnd i
a precision projectile designed to be launched from
any conventional 155 mm howitzer.

Rockets and missiles are also part of the
ground-based phase of suppression. The Army’s
Muitipie Launch Rocket System (MLRS) has to
be considered for use within the SEAD role. Its
ayyl;\.at;uu ";l} b& d&l&l lll;llcd U’ llb flllﬂ}
confiouration of ouidance and warhead combina-

D= SraTel Tl peawSaatT a0 A e = aa.

tions. The Lance missile (non-nuclear) has also
been considered (with some alterations) as a
possible long-range supplement to cannon
artillery.

In conciusion, destructive considerations cover
a broad range of targcis, such as apccun. cmiiier
sites, acquisition nets, or C® links. With the
continuous upgrading and exnanmnn of the
enemy’s air defense systems, the integration of
airborne and ground-based destructive assets into
the EC environment is essential if an IADS is to

be defeated.

7

/////////////////////////////////////////////,. V4

iy
7, ////////////////////////////////////////////////

o,

W%ﬁ%%%%
'//////[/////7/755/,4(///////////////,
7//, /////

7/,

7/,
R,
I,




PR

"/ —

4::‘2‘3!

STRIKE/RECONNAISSANCE
AIRCRAFY

MISSION

Targets?
Weapons?
Weather?

Routes?

ECM?

Figure 5-3. Combined Airborne and Ground-Based Sysiem.

SP-1S ddV

L861 13quuandag S

€01



104 AFP 51-45 15 September 1987

Chapter 6

An air defense system may begin its activity with
long-range EWRs detecting an approaching force.
With good equipment and favorable conditions,
the intital detection range can be over 300 miles.
As the attack force approaches, HFRs and EWRs
begin to feed posmon mformation to control

o hi

e nradisti
inidormauiocn Come y:vunutlcﬂs
S

of approach routes and target areas.
AAA units with predicted routes are brought to
ready status and assrgned targets. Fighter inter-
ceptors may be scrambled and guided to positions
for intercepting the approaching force.

Each defensive weapon sysiem, whether a
manned interceptor, SAM, or radar controlled

gun, depends upon certain radar nnnmnlec and

BHWily BVpVIILs Vvasail SRR Fiabapave K

techniques for its target tracking and intercept
capability. Analysis of these defensive principles
and techniques allows the development of effective
countermeasures equipment and tactics for use
against these systems. The following are general
dcsunpuunb 01 tncsc systems and the

"‘5

AIRBORNE INTERCEPTORS (AI)

Because of its range capabiiities, the manned
Al is generally the first of the air defense weapon

ctome tn nace a2 threat
ysiems o PUSV a uiivar tc an at{ack“‘sg fefce

Technology has not yet been able to fit into the
confines of a high-speed airframe a radar system
which is capable of the complete task of target
location and interception at extended ranges. To
discuss the Al as a weapon system it is necessary

to start with the radars which control the

intercept.
Als may be assigned to defend a block of

airspace covering several hundred square miles
and extending from ground level to the maximum
altitude of the penetrating force. The problem for
the GCI net is to locate and maintain track on
a relatively small, mgh-speed target whiie maneuv-

AT ~anza 2eadacnacad

cnng llb AL iﬁi.o a pOblllUll io HICICC L llldl

Although AEW platforms such as AWACS are
being deployed, current GCI systems use ground-
based search and HFRs to locate and track
targets. Simultaneously, the ground system
launches and tracks its Al through the use of a
radar beacon, “IFF,” to ensure a constant, strong

echo from the AI's small radar cross-section even
at low altitudes and extended ranges. Tracking
data from the AI and the target are fed into a
computer which determines intercept positon and
issues commands to the Al

The GCI phase usually coincides with the time

for the ppnct.ranpg force to intitiate its counter-

measures. Electronic jamming and chaff against
the ground control radar elements can result in
interruption or degradation of track data. Use of
decoys is also a good countermeasure by saturat-
ing or diiuting the GCI radars with false targets
in a GCI environment. Overall success depends
upon the magnitude and effectiveness of the ECM
effort compared to the density or capability of the
GCI radars.

While not capable of controlling the complete
intercept problem, the modern Al does have a
significant and increasingly effective radar

capaomt Advanced airborne fire coniroi radars

The search modc uses a relatlvely wide antenna
pattern which may be visualized as a floodlight
and is used to search an area in front of the AL
Various search patterns may be used, but the
purpose remains the same; to pick up a target afier
the ground radars have directed it to a narrow

nortion of the defence cector Addrhnna“v the

portion of the defense sector. Additionally, the
search mode gives the Al a limited target detection
capability when GCI is not available or is
ineffective. Technological advances have increased
the search capability of interceptor radars to
ranges of 100 NM or more. Since the search mode
does not prViuc the prv:uswn rr.qurrcu Lo ensure
effective weapon employment, the radar is also
provided with a target tracking mode (figure 6-
1).

When the Al closes to an appropriate range,
the radar is switched from search to track mode
in order to feed accurate range data into a fire
controi computer or provide the piiot with a

Alcmlae: ~AF toacat samaa ntiua sacitinn

nd al
uraplay 01 uugct 1alxgv anag reiauve PUaltlUll.
Vnnnnc scanning techniaues mav be use fnr

SVRiliiiing svwillligeeS A8 LA L S

target tracking. The first of these is conical. This
technique is used to derive target angular
information using a narrow beam antenna feed
that is rotated to describe a cone in space. When
the received target echo signal is constant during
the scan period, the target is along the cone
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centerline and the target angle is zero. Another
tracking system uses two antennas; in this system,
the radiating antenna transmits a steady beam
while the second antenna receives only. This
approach is used to defeat ECM systems designed
to work against the conical scanning radars. A
third scan type is the fixed forward scan,
commonly known as range-only radars. Fixed
scan radars date back to the first use of airborne
fire control radars. Radars of this type do not have
search/track modes and are used to supplement
either optical or IR sighting systems on less
advanced aircraft. Track mode range capabilities
extend up to half the range of the search modes
on some radars, but generally, the track mode is
not used until the Al has flown into the effective
range for its armament. The main reason for this
defensive net procedure is to prevent the intruding
target from employing ECM and quickly escaping
from the Al narrow tracking beam. Escape from
the wider search beam is more difficult.

The technically advanced Al radar incorporates
various ECCM designs. Typical of these are high-
rate frequency agility and track-on-jam. Fre-

105

quency agility enables the Al radar to evade
narrowband jamming. Track-on-jam features
enable the Al to use target jamming for azimuth
information. Sophisticated pulsing techniques
provide additional resistance to jamming and
increase accuracy as well. Application of Doppler
principles helps to reduce the effects of chaff and
gives better capability against targets which fly low
in an attempt to hide in the radar ground clutter.
In addition to providing target track data, the
Al radar may also provide guidance information
to an AAM. The AAM is now the primary Al
weapon, although guns are still often carried.

AIR-TO-AIR MISSILES (AAM)

Unguided air-to-air and air-to-ground rockets
were commonly used during WW II; however,
toward the end of that war, the Luftwaffe
introduced one of the first workable attempts at
a guided air missile. Guidance commands were
sent to the missile via thin copper wires which
unreeled from the firing aircraft (this system is still
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Figure 6-1. Al Search Mode vs Track Mode.
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in use today with certain antitank weapons). The
free-flight missile had to await development of
electronic component miniaturization, and the
first practical AAM appeared in the 1950°s. It was
somewhat bulky and not very effective, but the
advances in electronics since then have produced
an inventory of AAMs with impressive
capabilities.

At present, two methods are employed to
provide defense against attacks by aircraft
equipped with AAMs. One method is to evade
or outmaneuver the missile, while the second
method relies upon the application of ECM to
degrade the missile’s guidance system. Four
guidance systems are used in AAMs. They are:
(1) command guidance, (2) active radar homing,
(3) semiactive radar homing, and (4) IR homing.
Figure 6-2 presents a pictorial summary of these
guidance techniques.

| Command Guidance

Command guidance systems were used in many
of the first operational guided missiles, not only
in AAMs but also the radio-command glide
bombs developed during WW II. In a command
guidance system, missile commands are generated
external to the missile. A disadvantage of this
system is the requirement to track both the missile
and the target to determine necessary intercept
commands. A variation of this technique elimi-
nates the need to maintain track on the missile
by relying on what is called a beam rider
technique.

The beam rider missile stays within the beam
of an Al radar while the radar maintains track
on the target. During Al target tracking, the
centerline of the conical scan pattern follows the
target the AAM is launched into the center of the
radar’s scan pattern and flies toward the target.
Because of the movement of the scan pattern
centerline while tracking and the missile’s flight
characteristics, guidance commands are necessary
to keep the missile on centerline. These commands
can be built into the scan pattern by dividing the
scan pattern into quadrants, and each quadrant
is identified by a distincitve marker pulse.
Antennas in the tail of the missile receive the
pulses which are then transformed into missile
guidance commands.

Countermeasures against the beam rider gui-
dance systems are directed against the AI’s
tracking radar. Electronic jamming can obscure
the radar echo and cause the Al radar to break
lock. The use of chaff can cause the tracking radar
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on the Al to lock on to false targets allowing the
intruder to change altitude and direction while
remaining undetected. In cither case, the desired
effect is that the centerline of the scan pattern from
the tracking radar is no longer on the intruder
target.

Active Radar Homing

Active radar homing is contained within the
missile and is a complete guidance system.
Essentially, the missile carries its own miniature
radar transmitting and receiving unit. Before
missile launch, countermeasures are directed
against the AI’s radar; however, after missile
launch, countermeasures are directed against the
missile’s radar, with jamming and chaff. The
physical size of a radar homing missile limits the
number of missiles an AI may carry, and the short
tracking range of the miniature radar transmitter
limits its effectiveness.

Semiactive Radar Homing

Semiactive radar homing guidance is used
extensively in modern AAMs and combines
principles from both the beam rider and the active
radar homing missile. Target tracking is estab-
lished by the AI's radar and the AAM is launched
when the target comes within its effective range.
During missile flight, the Al maintains track on
the target, and reflected radar returns are received
by the missile. Guidance commands are generated
within the missile from these returns, and the
AAM guides to the target.

ECM may be directed against the Al radar or
against the receiver in the missile. With this
system, should the intruder track be broken, the
Al radar may be returned to search mode where
the broader search beam will probably illuminate
the intruder target. Thus, the missile is able to
receive searching radar returns from the intruder
target.

IR Homing

All objects having a temperature above absolute
zero emit IR radiation, and IR homing missiles
depend upon energy radiated from the engines of
the target aircraft. It is known that jet engine
operating temperatures produce a broad band of
IR wavelengths, but the major portion of the
emissions occur within a narrow band of frequen-
cies. By developing IR detectors sensitive at these
frequencies, guidance systems are tailored to the
IR radiations from aircraft engines. An IR dome
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or lens serves to filter out unwanted frequencies
such as those from IR radiation sources on the

coup ed to standard guidance sysiem components
tn tranclata a A-o-..o.n.. ahility inta anidansa
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A suzmﬁcant disadvantage of IR guidance is
that the missile depends solely upon target IR
radiations for guidance. Two main limitations for
IR missiles are: heavy, moist cloud cover tends
to attenuate or absorb a target’s IR radiations;
and, the mxssuc may, under ceriain conditions,

b tha cizer

o laal
tiempt to lock onto the sun.
b the Al’s radar is not necesgarv once
tant ]

iaw & &

Al ma_y provide initial target acquxsmon to ensure
the target is within firing range. Many modern
Als are equipped with IR sighting systems to
provide target range independently of the radar.
Therefore, countermeasures cannOt oc premctea

the IR guidance system may conslst of maneuvers
to evade the missile or ﬂares to decoy or confuse
the missile’s IR guidance system and degrade its
tracking ability.

Command, active radar homing, semiactive
raaar nommg, ana R are the four guidance

intinen acd

o o
LIIaLUILV allu

be incorporated into a single missile system. Such
a combination would increase the missile’s ability
to complicate the task of developing effective
countermeasures.

»
In
\

armies and field units.

SAM systems, with respect to radar principles
and ECM, may be considered as functioning in
three phascs Thcsc phascs are acqmsmon. target

mumu »
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tactical muatlons. thc same mformauon may
originate from visual sightings with information
relayed over radio-telephone. In either case, this
advanced information provides the missile site
with necessary preparation time to direct its own

target acquistion radar to the approximaie target

lanatin Tarcat ananictinn sadass

10Catlion. Laipget avyjuisuivil 1auald

istics similar to EWRs Range capabilities vary
widely, but a fair approximation would place
detection at around 100 miles. More technically
advanced acquisition radars are characterized by
longer ranges, hxgh resolution, better abilities

against low aititude targets, and more sophisti-

natad DOV AL nicnisito.
VBIGU LU LIV Vilvullly.

Countermeacureg againgt the S acquigition
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radars are sxmxlar to thosc em aploy d against the

E.

Complete denial of acquisition information is a
difficult task since target information might be
provided from adjacent radars if the necessary
(:Oﬂimuniéaiions iinks are avaiiabie. However,

The missile site acquisition radar performs a
function for the ground site similar to the search
of the Al radar. It directs the tracking radar to
the approximaie position ox me target Without

thia assiatanne taccat anmisiatis w tha mose~

this assistance, target acquistion by the narrow-
bheam natterns characterigtic of target trackin

Vveeais pesevaaiv el mve v

radars becomes much more difficult.

Target Tracking

The iargei iracking radar (TTR) has a duali roie:
track the target, and track the missile (figure 6-
3). Most systems employ one or more of the
following target tracking techniques: IR, visual,
or radar

IR tracking takes advantage of the EM emis-
sions produced by an aircraft in flight. Aircraft
engines, tailpipes, and other “hot spots™ provxde

_99 8_47___ 2

a weli-gennea poml target IOI' a sensor opcraung
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Visual target tracking is a technique that can
be used to angularly follow the target. The missile
can then be guided to the target using command
guidance from the ground site. Another method
of guidance could involve “illuminating” the
visually tracked target with radar energy. A
receiver in the missile then homes on the reflected
radar energy. This is called semiactive homing.

Radar target tracking provides precise informa-
tion on target range and angle which is provided
to a computer that solves the intercept problcm
ana prepares missile guidance commands. An

P | -

agar may

Command Guidance

Command guidance is an EM transmission to
provide guidance to radar tracked SAMs. The
target and missile position data are received by
an intercept computer and the resultant guidance
commands are transmitted to the missile. Various
code structures, some of which have sophisticated

nedl lead imem nnmahilitzan aca 0a A tn Aavew tha

anti-intrusion uupuuuxuca, &rc uscd to carry nc
computer commands via data link to the missile

VR we V\aaiazaseaa’ varw assadOrave

Systems of the future may employ lasers as a
means to convey guidance commands to.the
missile.
Track-Via-Missile

One of the most recent advances in missile
guidance techniques is track-via-missile. This
system combines elements from both command
and active guidance systems. Track on the target
and missile is established after missile launch by
the TTR as in command guidance. As the missile
closes in on the target, an active radar seeker head
begins tracking the target. The information the
missile seeker head obtains on the target is sent
back to the TTR. The TTR now has two sources
ol mlormatnon, ns own ana the mput from the

mands. These guxdance signals are sent back to
the missile as in a command guidance system.
Advantages to track-via-missile include a size and
weight savings to the missile because it does not
have to contain a computer for guidance infor-
mation. Additionally, this smaller and lighter

miceile ie mare mananvarahle Furthermaras ac the
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the missile approaches the target, target tracking
information from the TTR becomes more and
more accurate. Finally, two radars are involved

in guiding the missile which makes ECM against

the system difficult to accomplish (figure 6-5).
Initially, the SAM was developed to provide a
capability against aircraft which had gained the
ability to fly above the effective range of AAA.
SAM altitude capabilities far surpass those of even
the largest antiaircraft guns, and it would appear
that the warhead and altitude capabilities of the
SAM systems would render AAA obsolete for air
defense purposes, but such has not been the case.
Experience has indicated that AAA is a deadly
supplement and complement to SAM defenses.

ANTIAIRCRAFT

ARTILLERY (AAA)
Although not effective against high altitude
aircraft, radar-controlled AAA does posec a
significant threat to medium and low altitude
aircraft. High rates of fire, mobility, and simple

_____________ ssiata rhara

b CIICCIIVC lll'C COIIU'OI systems cnaraucruc
mo andarn AAA

VUViILL fALRIR.

The following categories nrmnde definition to

the various sizes of modern anuaxrcraft weapons:

Antiaircraft (AA) machine guns (AAMG) (up
to 20 mm).

Light AA artiliery (LAAA) (2i mm to 75
mm).

and ﬁre is dlrec ed by the use of optical and
mechanical sights. Control of LAAA may be
optical or by fire control radars with effective
ranges for LAAA to approximately 20,000 feet.
MAAA and HAAA pieces may have optical sights
as secondary conirols, but radar is the primary

~f ten]l Effa~et: AAA f.
mcans Oi COnirGi. Liitllive AAA ranges ior the

1
larger guns may extend up to 35,000 feet,

o=iaS 2285

Acqulsmon of a target by AAA parallels that
of the SAM. In most permanent installations used
to defend strategic targets, AAA sites are tied
clectronically into the defense net. In a tactical
situation, acquisition may depend upon visual
sightings. Acquisition radars used for AAA target

acanisition are similar to those nced with SAM

systems, with certain elements of the radar net
being used by both systems. Generally, ECM
comments applicable to the SAM acquistion
radars apply also to the AAA acquisition radars.
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Figure 6-4. SAM Using Track-While-Sean.
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Figure 6-6. Typical AAA Battery Layout.
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PROJECTILE DETONATES.

Frequency of Transmitted Waves Varies with Motion
of ihe Source of ihe Receiver. if Source and Receiver
are drawing closer, Received Frequency Increases.
f parting, Frequency Decreases.

through use of a precision conical scanmng radar.

Tha firea annten]l radar neaides neoaniea canca
AUV UV VUNMUL 1aual PIUVIUGS PIVVIBG TalIgy,

azimuth and elevation anole information, Track-

ety WIS VAV VRRAVi: SiipAv sssiVasasw

ing abilities may extend out to approximately 20
miles, but the effective ranges of the weapons are
much shorter.

Countermeasures against the fire control radar
generaiiy consist of electronic radar jamming and

£\ L _ seaa U,

Lor) uecepuon, and chafl may bE used io pl'OVl(lC

manaral radar alnttars EOOAM faatneas af thaca
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radarg are generallv limited. bhut npwlv develoned
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systems may be expected to mclude antnchaff,
antiground clutter, and home-on-jam features.
The function of the antiground clutter circuits is
to enable the radar to track low altitude aircraft
which might otherwise be obscured by radar

P £ _._ 3£ ____ R,

CnCIgy reiieciea irom ine ijcm terrain.

Tha fuirnstiane mnacfarmad hue tha cada -
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coordinated hv a fire director. The fire directo
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or computer receives the acquistion information

-‘q

and directs the trackmg radar to the targets
azimuth, The i target u'acx data and omer xactors,

annh as unnd ate dancitey and stre mAcitian

SUCn &8 wWinda, air denst ty, and gun pusluuu, arc
entered into the comnuter bv the director. The

TAEV VVALpWIWA V) vAv WlAWVWLVi. A v

resulting commands automatically establish the

firing order and appropriate lead angles for the
individual guns of a battery. Figure 6-6 illustrates
the layout of a typical AAA battery of site. The
number of guns will vary, but the basic compo-
sition of a typical site is shown.

FUSES

Large artillery projectiles can carry an explosive
warhead which is detonated by a fuse. Fuses are

designed to aciivaic the charge in a warhead at

tha menman $icea ~o alélesda

the proper time or altitude. There arc
tvnes of fuses: contact i
ypes of Iusges! contact

proximity.

me and
N me
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Contact Fuse

A contact fuge
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strikes the target. A time delay may b
the contact fuse to allow warhead pe
the target before detonation.
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Variable Time Fuse

warhead at ecnme nradatarminad ioht timae
waiival av SUKIL pItUGLLIINIGUG  Jaigliv Ul
typical type of v nable time use resembles a clock

before the pro;ectlle is fired and cannot be
changed in flight.

Proximity Fuse
Proximity fuses are acutated by some charac-
teristic feature of the target or target area. Basic

types of proximity fuses are photoelectric
acoustic, pressure radar, and lectrostanc lnese

P ARe.{

location relative to the target.
The radar proximity fuse requires electronic
control. This type of fused warhead contains a
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WILLIAMS O. NATIONS, Colonel, USAF
Director of Information Management
and Administration
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miniature transmitting and receiving unit and,
therefore, is vulnerable to ECM. Fuse activation
relies upon the Doppler pnncrple of frequency
shnt caused by the relatrve motron of source and

3 —memndala -.ﬂ.. ad hanal
transmitted fram the projectile is reflected back
to the projectile and received as higher f.requencres

J+ 1410 ULIVIVIIWLG DCLW

ted frequency and the returning frequency is zero
at the instant the target and projectile are abeam
cach other. The receiver portion of the fuse detects
the zero difference and detonates the projectile.
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The terminal threat systems that aircrews must
expect when penctrating modern defenses are
formidable. The purpose of these systems is to
destroy or negate the effectiveness of the striking
force; nowever, from the first distant intercept by

- oAl A A A LW .

3
n

> o
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these electronic sumals that provide thesc weapons
with much of their capabrhtxes, and it is these
electronic signals that the EW office can disrupt
or distort through the use of ECM.

LARRY D. WELCH, General, USAF
Chief of Staff
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A ECS
Antiaircraft eur
Antiaircraft Artillery 21{:“ '
Air-to-Air Missiles vk
Antiaircraft Machine Gun EO
Airborne Command and Control EOB
Center EOCM
American-British Laboratory ESM
Assistant Chief of Staff for EwW
Intelligence EWAISF
Air Defense Command N
Airborne Early Warning Ewin
Air Force Eiectronic Warfare
Cenier EWIRC
Air Force Intelligence
Air Force Systems Command EWR

Air Force Plans and Operations
Automatic Gain Control
Airborne Interceptor
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Defense Communications System
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Defense Intelligence Agency
Department of Defense

JCS

JEWC

Electronic Combat System
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Electronic Warfare Integrated Rep-
rogramming Center
Early Warning Radar
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Federal Aviation Administration
Forward Air (,ontrollers

Frequency Modulation

Foreign Science Technology Center

Fast Time Constant

Foreign Technology Division
G-H

Ground-Controlled Approach
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L

LAAA - Light Antiaircraft Artillery
LASER - Light Amplification by Stimulated
Emission of Radition

LD - Laser Designator
LF - Low Frequency
LORO - Lobe on Receive Only
LRR - Long-Range Radar
M
MED - Manipulative Electronic Deception

MEECN - Minimum Essential Emergency
Communications Network

MF - Medium Frequency
MG - Machine Gun
MGC - Manual Gain Control
MIA - Missile Intelligence Agency
MLRS - Multiple Launch Rocket System
MMW - Millimeter Wave
MRBM - Medium Range Ballistic Missiles
MSL - Mean Sea Level
MTI - Moving Target Indicator
N

NCA - National Command Authorities
NCRC - National Defense Research

Committee

NEACP - National Emergency Airborne
Command Post

NISC - Naval Intelligence Support Center
NM - Nautical Mile
NMCC - National Military Command
Center
NSA - National Security Agency
NSPS - Nonsynchronous Pulse Suppression
o
OCM - Optical Countermeasures
OPSEC - Operations Security
P-Q
Pav - Average Power
PD - Pulse Duration
PGEU - Proving Ground Electronics Unit
PM - Pulse Modulation
PPI - Planned Position Indicator
Ppk - Peak Power :
PPS - Pulses Per Second
PRF - Pulse Recurrence Frequency
PRI - Pulse Recurrence Internal
PRT - Pulse Recurrence Time
PW - Pulse Width
PWD - Pulse Width Discrimination

* U.5. G.P.0.:1991-281-437:85870
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R
RAM - Radar Absorbant Material
RAP - Rocket-Assisted Projectile
RCM - Radio Countermeasures
RCS - Radar Cross-Section
R&D - Research and Development
RF - Radio Frequency
RHI - Range Height Indicator
RPV - Remotely Piloted Vehicles
RRL - Radio Research Laboratory
RT - Recovery Time
RWR - Radar Warning Receiver

S
SAC - Strategic Air Command
SAM - Surface-to-Air Missiles
SEA - Southeast Asia
SEAD - Suppression of Enemy Air Defenses
SED - Simulative Electronic Deception
SHF - Super-High Frequency
SIGINT - Signal Intelligence
SIOP - Single Integrated Operations Plan
S/J - Signal-to-Jamming
SLB - Side Lobe Blanking

- SLC - Side Lobe Cancellation

S/N - Signal-to-Noise
SON - Statement of Operational Need
S/T - Scientific and Technological

T i
TAWC - Tactical Air Warfare Center
TFR - Terrain-Following Radar
TTR - Target-Tracking Radar
TTS - Track-While-Scan
TWT - Traveling Wave Tube

U
UHF - Ultra-High Frequency
us - United States
USAFE - US Air Force in Europe
uv - Ultraviolet

V-W

VBW - Vertical Beamwidth
VHF - Very High Frequency
VLF - Very Low Frequency

WR-ALC - Warner Robbins Air Logistic
Center

WWMCCS - Worldwide Military Command and
Control System
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